
Trust Management for SOA based Social WoT 
System 

 
Sabeen Javaid*, Hammad Afzal*, Fahim Arif*, Naima Iltaf* 

* Department of Computer Software Engineering, College of Telecommunication Engineering, National University of Sciences 
and Technology, Islamabad, Pakistan. 

sabeen@mcs.edu.pk, hammad.afzal@mcs.edu.pk, fahim@mcs.edu.pk, naima.iltaf@mcs.edu.pk  

 

Abstract— In recent past, the Internet of Things (IoT) has 
revolutionized the world. Web of Things (WoT) is a paradigm 
which comes under the umbrella of IoT. This paradigm is the 
result of communication solutions through web technologies 
resultantly ensuring interoperability among heterogeneous things. 
Such connectivity of things has many advantages, however, the 
quality of services provided by these things needs to be reputed 
and trustworthy. In this paper, a trust evaluation method using a 
genetic algorithm for a SOA-based Social WoT system has been 
proposed. The trustworthiness of each service is calculated by 
considering indirect and direct trust. Direct trust is based on the 
experience of service consumer whereas indirect trust considers 
the opinions of friends and community of the service seeker. By 
considering direct and indirect trust, the system minimizes the 
biasedness. The information related to trustworthiness is 
distributed hence ensuring that it can be accessed and used by any 
node. By effectively managing both types of trust through the 
proposed system, service seekers can select trustworthy and 
reputed service. 
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I. INTRODUCTION 

The emergence of smart objects like smart mobiles and smart 
watches enable us to do everyday tasks in a smart way. Creating 
networks of smart things on a large scale called the Internet of 
Things (IoT) has been the focus of research community. To 
connect these smart devices introduces the term “Internet of 
Things”. This revolutionary phenomenon has opened new 
opportunities and challenges for the researchers. The two major 
challenges are the interoperability of the smart things and the 
trustworthiness of the services provided by these things. 
The challenge of interoperability has been resolved by the web 
technologies in which Service Oriented Architecture (SOA) is 
one of the popular approaches as various web services act as 
one system. Smart objects and their services have been 
integrated into the Web and adapting technologies hence 
coining the new term Web of Thing (WoT). The aspect of the 
social network has also been introduced in WoT. Though the 
issue of trustworthiness has also been in the focus and many 
solutions have been proposed, however, the trustworthiness in 
Social Web of Things (WoT) needs attention. 
This research proposes a solution for trustworthy service 
selection based on Quality of Service (QoS) constraints while 
considering the concept of Social WoT. A user-centric model 
is considered for Social WoT whereas eight constraints of QoS 

from the state of the art are identified for service selection. For 
service selection, the service seeker prioritizes the constraints 
for a service, the system checks the availability of the service 
provider in the social circle by considering three types of social 
relations like friends list, location, and Community of Interest 
(CoI). If the criteria of service seeker are not satisfied by a 
single service then composite service plan is made through a 
genetic algorithm. Trustworthiness is being maintained at two 
levels i.e. user level and central level. The service provider also 
gets the feedback from the service seeker which helps to 
improve the QoS. The algorithm is also tested to evaluate the 
efficiency of the system. 
Rest of the paper is organized into four sections. Section II 
represents state of the art, section III represents the proposed 
system, section IV discusses the results and section V 
concludes the research. 

II. LITERATURE REVIEW 

Foundational concepts & Related work 

Pervasive Computing is the foundational idea of IoT. To make 
devices (such as mobile phones, sensors and Radio Frequency 
Identification (RFID)) connected, through network, has been in 
focus under the term “Internet of Things”. The IoT [1] is a 
revolutionary paradigm that aims to build such a global 
network of uniquely identifiable, heterogeneous smart objects, 
actuators, and sensors. It envisions both things-oriented and 
internet-oriented attributes [2]. The IoT helps us to collect the 
information and utilize this information in a wide range of 
applications adopted in many different domains, including 
intelligent transportation, logistics, environmental monitoring, 
surveillance, safety protection, etc. [2]. Atzori et al. have 
identified the social relationships between the objects which are 
connected to the Internet. They proposed an architecture for the 
implementation of SIoT [3]. 
Middleware (MW) is also an important component in this 
paradigm which hides the details of technologies. The recently 
proposed MW architecture follow the principles of Service 
Oriented Architecture (SOA) [4][5]. Smart objects and their 
services have been integrated into the Web and adapting 
technologies hence coining the new term Web of Things. 
Representational State Transfer (REST) is an architectural style 
for the web which is implemented using HTTP, URIs, XML 
and HTML [5]. With the help of REST, the services are made 
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abstract so that client can select best possible interface. Hence, 
REST is a leading choice of the researchers for building a 
universal architecture for smart things [1]. 
Atzori et al. described the era of social objects as a next 
evolutionary step of the IoT [6]. They compared it with the 
human evolution from homo sapiens to homo agens (the terms 
used in economic and social studies). They declared smart 
objects as res sapiens and acting object as res agents and said 
that from res sapiens to res agens is a translation of basic 
knowledge environment into actions. They have identified 
three stages of social involvement of smart objects composing 
IoTs. The stimulus behind this idea of SWoT is the sharing of 
smart objects with friends, relatives, fellows, and colleagues.  
In recent past, several platforms for WOT and SWOT have 
been proposed. Xively is one of the examples of such platforms. 
Paraimpu is another social web-based tool for WOT. It 
facilitates the users to connect and share the services and smart 
objects with their friends on social networks [7]. Social Access 
Control (SAC) provides web-based central platform in which it 
acts as an authentication proxy [8]. The drawback in both 
Paramour and SAC is lack of support for multimedia data. 
In addition to this, several applications and projects are found 
to utilize Social Networks (SNs). SenseShare, 
SocialElectricity, SocialHome, and SocialFarm have been 
proposed and developed to allow users to share sensor data, 
comparison of electricity consumption, management of homes 
and real-time form monitoring respectively [9][10][11]. 
However, these are not the general platform but provide ad-hoc 
applications.  
For multimedia support, an application called Multimedia 
Social Web of Things (MUL-SWOT) was designed and 
developed by Chung et al. [12]. This application integrates 
connections between smart things, users and the services 
(which might be provided by the third party). It is based on 
RESTful web services and has five components which perform 
different roles. Hence, multimedia data can be transferred.  

Trust based systems 

IoT is a network of not only interconnected objects but also 
humans. Non-human entities can work autonomously [6]. Since 
humans are surrounded by IoT devices. To select the services 
of an entity among the pool of entities is, therefore, a tedious 
task as there can be malicious entities as well. Similarly, the 
data sensed by these entities should also be secure and privacy 
conditions should not be violated. The importance of trust and 
reputation cannot be ignored in these circumstances. 
Sato et al. have proposed a solution to resolve the privacy of 
data and security issues in IoT [13]. This framework introduced 
the service policy for exchanging through contract. It also 
introduced a level of assuring the exchange with high or low 
level. By providing identity providers with different level of 
assurance, the technologies for tangible authentication were 
provided hence basic criteria were drawn. These levels are then 

applied to IoT which control the devices to establish trust 
between devices and services. For this, identification and 
monitoring of devices and connection protocols are suggested. 
The focus of this research work is on the privacy and security 
of data but the trust based on the quality of services and risk 
while trusting on the devices are ignored [13]. 
A trust management protocol was studied by Bao et al. which 
changed dynamically in IoT [14]. This was in terms of 
scalability, survivability, and adaptability. In this research, the 
quality at service level was not focused. Another system 
proposed by Ning et al. focused on availability, privacy, 
integrity, and data integrity [15].  
Roman et al. studied the challenges faced by distributed 
computing [16].  Again, the focus of this research is managing 
the authentication and authorization, interoperability and 
business model. Kothmayr et al. work also focused on real IoT 
systems in which integrity and confidentiality were considered 
[17]. A hybrid architecture called DARE was proposed 
focusing on wireless sensor network and mesh networking.  
Y.B. Saied et al. proposed a trust management system for 
Context-Aware Service [18]. The proposed model presented 
the succession of operations. In the first case, information is 
gathered, then the entity is selected (the system selects the set 
of nodes by selecting the potential candidates, then a set of 
nodes compete with each other for final selection, weights are 
computed and the trust manager gives the best-rated nodes). 
After this, getting services from the selected nodes, the client 
node sends a feedback report to trust manager. In the end, there 
is a learning phase (i.e. cognitive process) which differentiates 
it from the adaptive process. Based on these reports, the trust 
manager updates the record. A specially designed simulation 
tool is used to validate the system. The result shows that this 
system can stop several attacks like bad-mouthing, on-off 
attack. 
I.R. Chen et al. has devised a trust protocol for SOA-based IoTs 
systems. An adaptive filtering technique was developed to 
adjust trust parameters [19]. NS-3 simulation tool was used to 
validate the protocol. A user-centric environment was 
considered in this case where trust is being evaluated using 
direct (experience and feedback) and indirect 
(recommendations) criteria. The community of Interest (CoI), 
social contact and friendship were three criteria which were 
considered. Each user maintains its own list and this list is 
shared with other devices of the user. Similarly, a user can share 
this list with friends. The proposed protocol also considered 
attack model and deal with self-promoting attacks, bad-
mouthing, opportunistic service attack and ballot-stuffing 
attacks. Besides this, a weighted parameter technique is also 
there for adaptive control. A storage management technique is 
also devised for small IoTs devices. Finally, a comparative 
analysis was also done with EigenTrust and PeerTrust and the 
proposed protocol showed better performance. The weakness 
of this protocol is that users manage their own lists and share 
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these lists with other users if they are on the friend list. In this 
case, it is hard to build a comprehensive and more precise 
trust/reputation of a thing. By doing so, any new user/thing who 
wants to get a service from a service provider can’t get a better 
picture. Moreover, only three attack models are considered in 
this architecture whereas more attack models should also be 
considered while evaluating trust/reputation. 
K.J. Modi and S. Garg proposed a dynamic approach for web 
service composition based on genetic algorithm [20]. Various 
QoS constraints were identified in the proposed approach 
which were categorized into positive and negative types. The 
values of these constraints were normalized then. A genetic 
algorithm which first takes the normalized local value of QoS 
constraints of web services. After that chromosomes are 
initialized, constructed and the fitness is calculated. If the 
acquired chromosomes fulfill the terminal condition then the 
process stops, otherwise, crossover occurs. Mutation is 
performed and a new population is evaluated for the desired 
criteria. The experimental results showed that proposed 
approach contributed well in selecting composite service. 
Similar kind of work was proposed by H. Gao [21]. The 
proposed work presented an architecture for service selection 
in which a trust-oriented genetic algorithm was proposed. The 
authors defined two kinds of services i.e. abstract and concrete. 
For abstract services, six relations were defined and a graph was 
presented for this type of services. It was proposed that for a 
single abstract service, multiple concrete services could be 
selected. Knapsack algorithm was used for maximization of 
QoS. Then fitness was calculated. Bayesian inference system 
was used for reputation management. The stages of genetic 
algorithm were applied to select the best available service 
satisfying QoS constraints. 

III. PROPOSED SYSTEM 
Social WoT 

The proposed system is a user-centric system as described in 
[19] for Quality of Service (QoS) based trust management. In 
the proposed system as shown in figure 1, the devices/things 
are connected with other devices through a network. These 
things are also connected with a social network of the user. 
Based on the contact list of the user, the devices can 
communicate with other devices. In state of the art, different 
kinds of relations are defined for social relations of the things. 
In this research; i) friendship, ii) Community of Interest (CoI) 
iii) and social contacts are considered as shown in figure 1. As 
proposed in [19], two users share these relationships which may 
form the basis of trustworthiness. Three lists are maintained for 
these relations which were proposed and maintained in [19] i) 
friends list ii) CoI iii) location list. The devices of the same user 
share the lists with each other.  
At the user level, an owner identifies a centralized device from 
a list of his devices for keeping i) the record of trustworthiness 
of other devices ii) feedback of his own devices. At the central 
level, a server maintains aggregated scores of trustworthiness 

of the devices which are registered there. The aggregated score 
is calculated through direct and indirect trust. Direct trust is 
calculated based on the feedback of the service seeker when a 
service is consumed. For indirect trust, a service seeker gets the 
recommendation from its social relations i.e. by getting the trust 
value from three types of relations if any of them have 
consumed the desired service. At central level, a genetic 
algorithm is used for a composite service and decision making 
if a single service doesn’t meet the criteria defined by a service 
seeker. The detail of the system is described in the following 
subsections. 

 
Figure 1: The Proposed System 

Trust Management at User Level 

whenever a user ‘s’ (service seeker) needs a service from a 
service provider, the QoS constraints are determined from the 
service seeker. The constraints are shown in Table 1. These 
constraints are discussed in [22] [23] [24]. As described in [20], 
the constraints are categorized into positive (such as reputation 
and availability) and negative constraints (such as cost). The 
higher the values of positive constraints, the higher the quality 
of their service. However, the higher the value of negative 
constraints means the quality of service is low. The three lists 
are searched for the required services while considering the 
constraints of QoS, if the required service provider is already 
present in the lists and the level of direct trust is satisfied, the 
service is consumed from the service provider then the 
feedback is given about the quality of service provided by the 
service providing device. That feedback is maintained at the 
central device of the user ‘s’ which depicts direct trust. Besides 
this, the profile of the service provider is also updated at the 
central level hence it can be helpful for other users in terms of 
the indirect trust. For calculating the trust, the feedback for each 
criterion of QoS is taken and then aggregated value Fij is 
updated with the following formula: 
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Fij (t) = ((ωxij) + Fij) / tij  (i) 

Where equation (i) is the weightage of the criterion assigned by 
the service seeker in a particular scenario whereas xij is the 
feedback given by the service seeker for constraint i satisfied 
by the device j and tij represents how many times the device j 
has been evaluated for the constraint i. The aggregated values 
for each constraint satisfied by the service provider is then 
stored at the central device of service seeker. The service 
provider also receives the feedback about the service and the 
same formula (i) is used /for keeping the record of user’s own 
device. The purpose is to help a service provider to enhance the 
quality of service based on the feedbacks in future. 
The total value of trust “Tj” is then calculated for service 
provider j. 

Tj = ∑Fij  (ii) 

TABLE 1: QOS CONSTRAINTS 

QoS Constraints Definition 

Performance based on response time and throughput 

Reliability Reliability degree for service 

Cost Price paid to service provider 

Security 
The service should incorporate 
confidentiality, Data encryption, 
Authentication, Authorization. 

Response Time Time taken from request sending to 
receiving response. 

Availability Existence and availability of the service. 

Throughput Ratio of service request completed in unit 
time 

Reputation Feedback score is given by service 
consumers to a web service 

In case, no service provider is found in three lists of the service 
seeker then recommendations can be asked from the things 
present in these three lists. If any of the contacts has consumed 
a service in past then trust level is maintained at user’s level. 
Similarly, the centralized server also helps in selecting the 
desired service. 

Trust Management at Central Level: 

The algorithm is shown in the form of the flowchart as proposed 
in [20] but the algorithm shown in figure 2 is more optimized. 
A service seeker ‘s' has y QoS constraints for a service to be 
consumed. The service seeker ‘s’ contacts the central level if 
the required service provider is not present in the three lists of 
the service seeker or the contacts in the social relations are not 
able to give recommendations. For the service selection, the 
service seeker selects the constraints from the provided list. The 
service seeker also requests the tasks for which a service 
provider is being searched for.  

After identifying potential web services, x individuals are 
generated, fitness is calculated to get the aggregated value of 
QoS constraints. The best-fitted chromosomes are prioritized 
based on the tasks and candidate web services. The same 
scheme is proposed in [20] [25]. 30% of the chromosomes are 
taken from 40% of best services while the remaining are 
randomly selected. The same fitness functions are used which 
are defined in [20]. E1 depicts negative values whereas E2 
presents positive values. 1ܧ = 	෍ωe	 ቀܽ݃݃݁ܿ݁݊݋ − 1ቁ ݂݅	ܽ݃݃݁ ≥  (݅݅݅)	݁݊݋ܿ

2ܧ								 = 	෍ωe	 ቀܽ݃݃݁ܿ݁݊݋ − 1ቁ ݂݅	ܽ݃݃݁ ≤  (ݒ݅)		݁݊݋ܿ
Fitness = E1 - E2     (v) 

Where cone is the constraint for eth property and agge is the 
aggregated value of eth property. 
 
If the required criteria are met then the process stops otherwise 
the genetic algorithm is repeated until the termination condition 
is met. For this, the main stages of a genetic algorithm which 
include crossover, mutation, and parent selection are carried 
out. In the crossover, chromosomes of two or more parents are 
combined, the mutation occurs and the new population is 
generated. The terminal condition is checked again if it is 
required to repeat the process or it should be stopped. 

IV. EXPERIMENTS 

For the evaluation of the efficiency of the proposed algorithm, 
experiments were carried out using NetBeans with Java 
Software Development Kit (SDK) which can run on 1.8 GHz 
dual core with 4 GB of main memory. For 20, 30 and 50 tasks, 
300 web services were selected. The proposed algorithm 
recommended the desired services in average 100 milliseconds 
which is quite satisfactory and comparable to the existing state 
of the art. The algorithm also helped the service seeker if the 
existing web services do not fulfill service seeker requirements, 
the composition plan was made. Simulation of the system is 
also in progress in which social aspect of IoT and selection of 
services based on quality are being evaluated together. The 
results of the simulation will be revealed in an extended work. 

V. CONCLUSION 

In this paper, a trustworthy social WoT system is proposed in 
which SOA resolves the issue of interoperability. The three 
types of social relations are used either to get the services from 
these relations or to get recommendations from these contacts. 
The selection is being made based on requirements and 
priorities of service seeker. If the desired criteria are not 
fulfilled by a single service then composite service is 
recommended hence giving a more optimized solution. In 
future work, the aspect of context-aware service selection will 
be incorporated. In addition to this, the other aspects of trusts 
like attack models and privacy can also be considered. 
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Figure 2: The Algorithm 
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