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Abstract— Cyber-attacks are likely to continue to increase in 
size and frequency. As attackers get smarter than before, so do 
efforts made to protect against unwanted data theft. The purpose 
of this paper is to look for unusual patterns by repeatable 
experiments among the constant buzz of network packets that 
make up PT activities. The utilization of different PT toolkits, 
like Winfingerprint, Superscan, Nmap, SoftPerfect Network 
Scanner, NeoTrace, Nessus Vulnerability Scanner, and Path 
Analyzer Pro, facilitates cyber-attackers to bring down online 
system. It is capable of discerning network traffic on the vast 
streams of network information available through the connected 
machines from the following three phases: data collection, data 
reduction, and data analysis. Network forensics can aid in 
detecting attack behavior. This paper accommodates real-time 
evidence collection as a network feature against attackers. The 
identification of unusual patterns in network packets has been 
put to use in the ongoing battle to stay one step ahead of 
malicious hackers, who could be anyone from disgruntled 
customers to nation states. This approach can be easily deployed 
and should be applicable to any type of network-based 
assessment. 
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I. INTRODUCTION 

Cybercrime takes many different forms and tends to be 
under-reported. Cyber-attackers are usually trying to gain 
access to critical information or extort some form of money 
transfer [11]. Within a given subnet, username and password 
data is generally transmitted in clear text. Hackers might want 
to perform cyber-attacks on others’ systems without initial 
authorization. They can capture packets to see what data is 
exchanged between two computers in the network for later 
playback in replay, man-in-the-middle, or injection attacks 
that some systems may be vulnerable to [4]. Law enforcement 
agencies (LEAs) need to find what they do and to perform the 
same sorts of cyber-attacks as penetration testers to find out 
any possible evidences for the follow-up forensic analysis [6]. 

A penetration tester will try to find ways to crack into the 
systems and then will write reports to show the vulnerabilities 
and their implications [10]. When a penetration tester and 
LEAs work together and strive to find the very best strategies 
for their data breach investigation, then this team is capable of 
trace the cybercriminals in a timely and effective manner. 

Literature reviews are presented in Section 2. Section 3 
describes the design of experiments, information extraction 
architecture, and its implementation in the penetration test (PT) 
toolkits. In Section 4, forensic analysis of network traffic 
includes a combination of temporal, functional, and relational 
analysis. Our conclusions are given in Section 5. 

II. LITERATURE REVIEWS 

Cybercrimes are on the rise and cyberattacks by outsiders 
are becoming routine. Analysing network packets can give 
unobtrusive insights to the cyberattackers’ behaviors and 
provide an overview of their usage on the Internet. 

A. Cyber-Attack Process 

The Internet is a delivery system and has developed into a 
global communications network with no reliable way to check 
users’ identity. The number of Internet security violations is 
growing. Cyber-attackers may surreptitiously use a variety of 
PT toolkits to bypass the target’s defences, maintain control 
over the environment, exfiltrate sensitive resources, cover up 
signs of computer intrusions, and send it to a third party [4]. 
They will likely conduct reconnaissance and scanning to 
discover information from the system. This section discusses 
these processes, gleans information, explores the exploitation 
of reconnaissance, and explains how it is conducted [1]. It 
explores network traffic for analyzing PT toolkits as part of a 
forensic investigation. To understand the nature of a cyber-
attack, the investigator needs to know how to examine these 
toolkits and their traffic from the following viewpoints. 

1) Malware Infection: Many malware may run once and 
maintain a persistent presence on the system via auto-run 
registry startup paths or by installing itself as a service. 
Malware may attach itself to benign programs or assemble 

363

 
 
International Conference on Advanced Communications Technology(ICACT)

ISBN  979-11-88428-00-7 ICACT2018  February 11 ~ 14, 2018



itself dynamically by downloading additional components 
[4]. 

2) Command and Control Channels: Malicious software 
may receive commands from the cyber-attacker by 
listening on a local network port or by making 
automatically outbound connections to the attacker’s 
system. Then the cyber-attacker may locally store data and 
manually copy it off the infected system. 

3) Data Transitions: Malicious software may rely on TCP, 
ICMP, SMB2, or many other protocols to send captured 
data out of the target environment using clear-text and 
encrypted channels over the network.  

B. Penetration Test 

Penetration test (PT) essentially takes on the role of the 
hacker and involves performing various reconnaissance scans 
against network devices, servers, and workstations to draw a 
network topology [10]. Then this detailed information is 
collected at an attack vector to penetrate identified systems by 
using known vulnerability attacks. Penetration testers attempt 
to crack into a computer system and determine if a computer 
system is incapable of being compromised by cybercriminals. 
These specialized professionals are often called ethical 
hackers because they attempt to test its relative security. LEAs 
also rely on penetration testers to write codes, find patterns, or 
demonstrate its efficacy against malicious hackers. Hackers 
may using tools, like Winfingerprint, Superscan, Nmap, 
SoftPerfect Network Scanner, NeoTrace, Nessus Vulnerability 
Scanner, and Path Analyzer Pro, to detect if hosts are live, 
identify which ports are open on devices, or make sure any 
vulnerably patched [9]. 

C. Three Parts in Packets 

The TCP/IP protocol suite uses packets to transmit data. A 
packet is a basic unit of communication on the Internet. When 
data has to be transmitted, it is broken down into similar 
structures of packets before transmission. Packets vary in 
structure and functionality depending on the protocols. 
Packets in TCP/IP protocol suite are split into three structured 
parts during transmission [7]: header, payload and footer. 

1) Header. The header keeps overhead information about the 
packet, the service, and other transmission-related data. 
Each packet's header will contain instructions about the 
length of packet, packet number, protocol, destination 
address, originating address, source port, and destination 
port. 

2) Payload. Payload is the body of a carried packet. This is 
the unstructured data that the packet delivers to the 
destination. If a packet is fixed-length, then the payload 
may be padded with blank information to make it the right 
size. 

3) Footer. The footer or trailer contains a couple of bits that 
tell the receiving machine that it has reached the end of the 
packet.  

A challenge is that a large fraction of the payload data is 
unstructured, making it difficult to analyze in limited time. 
This paper only analyses the structured fields in packet header. 

D. Wireshark Packet Sniffer 

Wireshark (previously known as Ethereal) is open source 
and network sniffer freeware for diagnosing network problems. 
Packet sniffers work by intercepting network traffic on its host 
computer via the wired or wireless network interface. What 
can be captured in the network depends on how the network 
switches are configured or placed. Captured data is decoded 
from raw digital form into a human-readable format [3]. 
However, they are also useful for cyber-attacks as well. It 
essential for LEAs to familiarize these tools so they can 
understand how an investigator might use them to identify, 
collect, acquire, and preserve evidences on the target network.  

 

III.  DESIGN OF EXPERIMENTS AND INFORMATION 

EXTRACTION 

The paper deals with forensic analyses of network packets, 
which are gathered by penetration test toolkits. The structured 
data in this forensic analysis is analyzed from the following 
elements: IP address, time, protocol and port.  

A. Design of Experiments 

To evaluate this approach, experiments are carried out in 
computer classroom. This experiment has set up a controlled 
environment to simulate a PT attack from hacker viewpoints. 

1) Hardware: 

• ASUSTeK Computer Inc. 

2) Software: 

a. OS: Windows Ver. 10 Home Premium 
b. Analysis Toolkits  
The following PT toolkits are used to scan the target 

computer. 
• Winfingerprint ver. 0.6.2  
• Superscan ver. 4.0  
• Nmap ver. 7.31  
• SoftPerfect Network Scanner ver. 7.0.2  
• NeoTrace 
• Nessus Vulnerability Scanner ver. 2016 Professional  
• Path Analyzer Pro ver. 2.7  

c. Analysis Toolkits 
• Wireshark ver. win64 2.2.2 
• MySQL-XAMPP Control Panel ver. 3.2.2 
• NodeXL Excel Template ver. 1.0.251 
• I2 Analyst's Notebook ver. 9.0.5 

B.  Information Extraction Architecture 

The popularity of data science is growing at a rapid rate. In 
order to handle vast amounts of evidence in a limited time, a 
number of analytical approaches on data collection, reduction 
and analysis have been proposed for forensic investigations. 
Figure 1 presents the information extraction architecture. This 
architecture specializes in packet data collection for test, 
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evaluation, analysis, and documentation. The network traffic 
has been sniffed at the target computer by Wireshark in this 
experiment. It collects the data from PT toolkits’ activities on 
the Internet. This architecture in Table 1 utilizes Wireshark, 
MySQL database server, I2 and NodeXL toolkits to meet the 
objects below [5]: (1) analyze the packet header, (2) convert 
collected data into clear information, (3) explore network 
graphs, (4) find the attack pattern, and (5) illustrate the 
findings. The analytical methodology is proposed from the 
following three phases: data collection, data reduction, and 
data analysis. Table 1 also illustrates their follow-up 
procedures and extracted features. The list of extracted 
features from an entire packet sets must be collected to 
evaluate feature uniqueness. 

 

Figure 1. Information extraction architecture 

TABLE 1. ANALYTICAL METHODOLOGY 

Phase Toolkit Procedure 

I. Data collection 
 (capture data) Wireshark 

Sniff target network 
Gather the network packets 
Select interested columns 
Save as a temporary file 

II. Data reduction 
 (process 
information) 

MySQL database 
server 

Import packet files into MySQL
Decode these data 
Filter the specific contents 
Enhance forensic examination 
by SQL command 

III. Data Analysis 
 (generate 
insights) 

I2 and NodeXL 

Provide deeper or custom 
examination 
Evaluate feature uniqueness 
Linkage network analysis 
Find the attack patterns 

 
1) Data Collection: Data collection, which seeks to extract 

useful information from network traffic, has become an 
active research area in digital forensics. The 
classification of proper entity recognition is detected on 
the vast streams of network information available 

through the connected machines [8]. The data collection 
of packet capture in this phase intercepts traffic, 
analyzes all data packets, and tests network connections 
in the network. Penetration tester can use packet sniffer 
to detect irregular activity for a detailed payload 
analysis. 

a. Sniff Target Network 
A Wireshark packet sniffer (previously known as Ethereal) 

is set up to intercept and log traffic that passes over an 
experiment network before the PT toolkits are initiated [3]. To 
diagnose network-related problems, Wireshark performs 
packet capture and spies on network traffic. 

b. Gather the Network Packets 
As data streams flow across the network, it will capture 

each content and show the values of various fields in the 
packet. Recording packets to disk files allows historical 
forensic analysis of PT toolkits to have a better understanding 
of their operations. 

c. Select Interested Columns 
A packet sniffer simply captures the packet data that pass 

through a given network interface. However, LEAs or testers 
are only intended for the machine in question. This 
experiment selects interested columns, and analyzes its 
contents according to the appropriate patterns in PT toolkits. 

d. Save as a Temporary File 
When traffic is captured, testers can save as a temporary 

file without recording the total content of the packets. This can 
reduce storage requirements, and provide sufficient data to 
analyze issues. In this experiment, some comma-separated 
values (CSV) files are created and maintained from network 
traffic. Each line of the CSV file is the tabular data (numbers 
and text) in plain text, which consists of one or more 
separating fields with a comma. 

2) Data Reduction: Data reduction can be characterized as 
a potential identification: if two entities are potentially 
relevant to each other, it is necessary to link their 
relationship in a case [8].  

a. Import Packet Files into MySQL 
Some CSV files are imported in MySQL workbench for 

further analysis. The initial packet list pane shows the 
following fields: Time, Source (IP address), Destination (IP 
address), Protocol, Length, and Info. 

b. Decode these Data 
Once the packet data is captured, the conversation details 

must be presented in human-readable form so that users can 
make sense of it. Tester can display data in multiple views, 
determine root causes of PT toolkits, and generate data 
analysis reports. 

c.  Filter the Specific Contents 
In most situations, cyber-attackers might use particular 

programs, port numbers, or program functions to attack the 
compromised computers. Some characteristics can be found in 
the network packets. If the source computer is the same, it is 
believed so are the version of client computer operating 
system (OS) and the application program (AP). Testers can 
filter the network payloads by IP address, time, protocol, and 
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port to see what type of traffic is generated in the network. 
Some critical elements in network packet are collected, 
observed, and analyzed in Table 2. 

TABLE 2. CRITICAL ELEMENTS IN NETWORK PACKET 

Elements Pattern Concerns Action Concerns 

IP Address Source or Destination Single or Multiple 

Time  Sequential or Range Artifacts or Non-Artifacts 

Protocol TCP, ICMP, or SMB2 Connected or non-connected

Port Source or Destination Open or Close 

 
d. Enhance Forensic Examination by SQL Command 
Structured query language (SQL) command offers a 

flexible filtering tool which can be used to capture only the 
specific traffic patterns and network payloads.  

3) Data Analysis: Examining a well-known exploit helps 
explain what cyber-attackers do. Data analysis applies 
aggregated computing capacity to discover connections 
and patterns among elements in large quantities of data 
[11]. Data analysis can be used to simplify associated 
linkage by providing analysts with useful investigation 
lead from vast volume of textual data [8]. The 
observation of packet records can illustrate the PT 
activities from suspicious network protocols. 

a. Provide Deeper or Custom Examination 
Post-processing data analysis allows testers to create top 

lists of network details at a glance when PT toolkits work.  
b. Evaluate Feature Uniqueness 
Network traffic packets are categorized to identify specific 

feature of network packets in PT toolkits. 
c. Linkage Network Analysis 
This linkage analysis of network packet payload focuses on 

investigating cyber-attack patterns, detecting anomalous 
actions, and getting the evidential insights. The collected 
packet data is further analyzed by NodeXL software.  

d. Find the Attack Patterns 
Figure 2 illustrates a relational linkage on toolkits (in 

source IP address), target computer (in destination IP Address), 
and their associated protocols. It reduces potentially huge 
information to a small, understandable set of graphically 
supported elements. The results of rational analysis is 
organized as a relational figure. The ultimate goal is to 
uncover facts and provide information to assist in the cyber-
attack response. There is so much noise on the Internet from 
Winfingerprint (6,034 counts), Nessus Vulnerability Scanner 
(5,536 counts), and Path Analyzer Pro (3,333 counts), that a 
cyber-attacker will be detected (Figure 2a). There is a list of 
notable protocols used by different toolkits for the 
establishment of host-to-host connectivity (Figure 2b and 2c). 
Many unofficial uses of protocols occur in practice and are no 

longer in common use. The trade-off between automatic attack 
and hidden action is difficult to balance. 

 
a  

b 

c 

Figure 2. Relational linkage in network traffic. a Toolkits-to-target computer. 
b Target computer-to-protocol (connection times >= 1,000). c Toolkits-to-
protocol (connection times >= 1,000). 
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IV.  FORENSIC ANALYSIS OF NETWORK TRAFFIC FROM PT 

TOOLKITS 

Forensic analysts may be directed to address specific 
questions relevant to an event. They attempt to answer the 
fundamental questions of what, where, when, how, who, and 
why. Crime reconstruction is the process of gaining any real 
understanding of many events, requires some degree of 
forensic data analysis, and includes a combination of temporal, 
functional, and relational analysis. Forensic analysis will 
objectively evaluate digital evidence, extract usable 
information, identify sequences and patterns, determine their 
interaction relationships, and reach conclusions [7]. Different 
approaches to analyze the available data are limited only by 
the current toolkits. 

A. Data Collection: Collect Network Traffic on Temporal 
Sequence  

The temporal sequence describes the continuous 
development, which is based on the passage of time. Date and 
time correlation is one of the most effective analysis 
techniques. Temporal analysis can be summed up by looking 
for other events that have occurred around the specific time. 
Analysts use available network traffic to establish sequential 
events and the duration of actions. Cyber-attackers often use 
Wireshark to collect passwords and gain unauthorized access 
to computers. This experiment establishes a sniffer while pen 
testers collect volatile data directly from the target system. A 
sniffer could be connected to the nearest upstream switch or 
hub to capture network traffic from a target computer as long 
as that online system is suspected as a subject of unauthorized 
activity. 

B. Data Reduction: Filter Specific Contents on Functional 
Features 

Functional features are how something was used to 
determine how a particular application works and to gain a 
better understanding of an event. If a target computer was 
configured to allow connections from only a small range of IP 
addresses or user accounts, this limits the number of 
possibilities to break into the compromised server [2]. 
Analysts can filter these specific contents of available network 
traffic to narrow down the investigation. 

C. Data Analysis: Provide Network Traffic Details on 
Relational Linkages 

Relational linkages imply how objects interact or relate to 
each other. Creating a relational analysis on any network 
traffics among suspects, victims and computers can reveal a 
crucial relationship.  

V.  CONCLUSIONS 

Using the data captured by the packet sniffer, LEAs can 
identify erroneous packets, pinpoint bottlenecks, and maintain 
complete network evidences. The purpose of this paper is to 
provide actionable insights for the collection, reduction, and 
analysis of packet data gathered by PT toolkits. A good 
forensic analyst should always stay current with new 

technologies. LEAs also need constantly update their skills, 
knowledge and abilities for investigating cybercrimes. Strong 
written and oral communication skills are a necessary part of 
the profession to demonstrate the implications of the evidence. 
Forensic tools should be developed to parse network traffic 
and discover more possible patterns or evidences in packet 
sniffer. This paper outlines the popular usage of the TCP/IP 
protocol suite in the scanning process. These 
protocols seem dangerous and must be carefully guarded. Its 
usage in the scanning process provides a means to gather the 
information of targeted network, which may have a known 
vulnerability. This vulnerability may allow malicious cyber-
attackers to execute a remote exploit and gain unauthorized 
access. Therefore, an active stream of research extending PT 
to TCP/IP protocol suite hazards is desperately needed. The 
analysis of unstructured data and other quantitative data will 
be further discussed in the future research. 
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