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Abstract— An Exploit-Kit (EK) is the cyber attacking tool which
targets in finding vulnerabilities appeared on a web browser
instance such asweb-plugins, add-on instances usually installed in
a web browser. Such instances may send some malware payload
through the vulnerabilities they found. Such cyber-attacks are
known as drive-by-download attacks where a malware is
downloaded without any interaction from users. In addition, EK
can do self-protection by imitating a benign website or responding
to end-users with HTTP 404 error code when it encountered an
unsupported web browser. Asaresult, detecting an EK requiresa
lot of efforts. However, when an EK launches an attack, thereare
patterns of interactions between a host and a victim. In thiswork,
we obtain a set of captured traffic from www.malware-traffic-
analysis.net and analyze those interactions in order to identify a
set of relevant features. Such features are used to build a model
for classifying interaction patterns of each EK type. Our
experiments show that, with 5,743 network flows and 45 features,
our model using the decision tree approach can classify EK traffic
and EK type with the accuracy of 97.74% and 97.11%,
respectively. In conclusion, our proposed work can help detect the
behaviour of EK with high accuracy.

Keywords— Drive-by-Download, Exploit-Kit, Machine
Learning, Network Analysis, Network Security

I. INTRODUCTION

A drive-by-download is a maware propagation method
popularly used by cyber attackers since the malware download
happens without user awareness, and it is now considered asthe
largest threat in the Internet. Figure 1 illustrates the drive-by
attack scenario. First, a victim visits a compromised website
containing malicious code which makes a website redirection
so that a victim’'s browser is redirected to severa redirected
gates. Some gates contain the code to enumerate the victim
information which includes the security product checking
module, and the malware will decide whether to redirect the
victim to the actual website hosting an Exploit-Kit (EK) or not.
If the victim's browser is redirected to such EK host, it will
download the malware payload as shown in Step 8 of Figure 1
and properly prepared in Steps 6 and 7 without any user
knowledge and awareness.

An EK is applied to distribute malware and to work in the
background without any additional user interaction during a
web browsing by potential victims. In addition, many EKs are
sold as a service to cybercriminals in a black market, and they
are called as “exploit as a service” which alows customers to
customize tools and track a target [1]. Such services have a
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significant influence on malware ecosystem [2]. Because of its
adaptability throughout thetime, EK services have been studied
by many researchers.
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Figurel. Drive-by Download Attack Scenario

Host-based and network-based behaviour analysis including
flow-based analysis, packet-based inspection, and content-
based inspection are commonly used in network analysis. The
majority of malicious network activities detecting software is
heavily based on signatures matching; thus, the malware’ sraw-
byte has to be early inspected and a perfect match would be
needed so that it can aert to network users. However, modern
malware has high sophisticated obfuscation characteristics
which greatly differ among application types. Hence, payload-
based malware detection technique would need complicated
detecting signatures and advanced analytics, and detecting a
specific malware including polymorphic and metamorphic
malware would need more than one signature. Fully relying on
only malware signaturesis just not adegquate and may be fail to
detect since such signatures are not known earlier, or so-called
azero-day attack.

To enhance the capability and the scalability in detecting
network traffic attacked by EK, and to cope with the limitations
of payload-based maware detection, we propose a
classification model for EK-based malicious network traffic
containing drive-by- download attacks. First, we analyze threat
patterns using features extracted from packet capture file
(PCAP) of EK network traffic obtained from www.malware-
traffic-analysis.net. Second, we create a model for classifying
EK network traffic and types using a decision tree approach.

The remainder of the paper is organized as follows. Section
2 describesrelated work. Section 3 presents the proposed work.
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Section 4 explains the experiments and results, and the
concluding remarks are given in Section 5.

Il. RELATED WORK

In this section, we review related work concerning
challenges of applying machine learning to the cyber security
domain. We discuss effortsto detect EK using network content-
based and network behaviour-based analysis. We also discuss
some work that applied machine learning in the cybersecurity
domain.

A. Detecting EK by Network Content-Based Analysis

Ben Stock et al. [3] proposed the detector having the analysis
based on the JavaScript embedded in the malicious website
provided by EK campaignsto identify their network signature.
The JavaScript in HTML is tokenized and ordered before
clustering and signature generation. However, according to our
preliminary experimental results, we list the network
connection as the URL hosting an EK since, in addition to the
JavaScript file, other files are present. Thus, our work does not
observe only JavaScript file.

Yung-Tsung Hou et al. [4] proposed the malicious web
content detection. Three groups of dynamic HTML features
which are native Java functions, HTML document level and
advanced features are used in four machine learning
classification algorithms.

Takashi Adachi and Kazumasa Omote [5] proposed the
HTTP-based malware downloading prediction model that used
both static and dynamic analysis. Five different supervised
machine learning algorithms which are Naive Bayes, SVM,
LinearSV C, Decision Tree and Random Forest were compared.
The website’'s vulnerabilities conducted from web analytics
tools are used as features in static analysis. But, in dynamic
analysis, JavaScript functions such as setlocal, pop and getlocal
represented on the website are selected as prominent features.
Our work also consider the web-based content detection, but
only HTML content involved in the web page transition is
considered since it isthe most obvious characteristic of the EK.

B. Detecting EK by Network Behaviour-Based Analysis

Most efforts focused on detecting EK by anaysing their
behaviour. Chris Grier et a. [2] explained EK as a service and
business model, and both network-based and host-based
behaviours were used. Mainly, the EK behavioural signatures
were clustered using features such asthe domain name structure,
HTTP arguments appeared in the network requests, system
modifications, and captured screenshots. Moreover, to observe
system modification, their architecture needs sensor installation
on the end user's machine. But, our study mainly focuses on the
network-based analysi s since the host-based behaviour analysis
is considered as high computational cost analysis.

A honeypot is well-known in performing the behavioural-
based analysis. WebWinnow proposed by B. Eshete and V.N.
Venkatakrishnan [6] aimed to identify whether agiven URL is
hosting an EK since it helps prevent an end user accessing the
website led to a drive-by-download attack. Thus, honey clients
were used to help get data utilized in the analysis. In addition,
two sets of characteristics of attack-centric behaviour and self-
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defense behaviour were observed. A number of redirections,
domain traversed and similar customizations were also used as
the main features in machine learning approaches. Our work
also uses the concept of detecting a drive-by-download attack
by identifying an URL hosting the EK.

Takashi Matsunaka et al. [ 7] proposed an approach to detect
the drive-by-download attack by mainly focusing on noticing
the web page transition which included six instances
represented on web access data. Network-based features used
are URL, accessing date time, initial page, reference URL, and
HTTP header. Roberto Perdisci et al. [8] also proposed the
classification model for detecting the HTTP-based malware.
The HTTP-based malware network traffic was analyzed to
observe for the similarities of the network behaviour and create
the network trace signature later used in the classification
model. The statistical features used were the total number of
HTTP requests, the number of GET requests, the number of
POST requests, and the average length of the URLSs. In addition,
the network trace features used were different depending on the
clustering levels.

C. Machine Learningin Cyber Security

The extracted relevant features are the most crucia
information when utilizing machine learning. It requires
comprehensive understanding of the problem domain to select
which features would properly be used in predictive modeling.
Annal Buczak et a. [9] stated that the main challenge of using
machine learning in cybersecurity anomaly detection is the
potential rate of fal se positives caused by unseen data. However,
since characteristics of cybersecurity problems are widely
different, which machine learning to be properly utilized is
significant. Robin Sommer et a. [10] categorized the
difficulties in using machine learning in network intrusion
detection systemsinto four problems. They are the high cost of
errors, the lack of appropriate public data set and ground truth
information, the diversity of network traffic, and the difficulties
in evaluation. For example, the diversity of network traffic
makes it difficult even to separate anomaly or benign traffic.
Thus, it is recommended that researchers need to understand
what the system performs for a specific domain and try to keep
the scope narrow. Our work focuses on the web-based
behaviour for detecting the patterns of drive-by-download
attacks.

I11. PROPOSED WORK

In this section, we present our proposed classification model
for EK-based network traffic containing drive-by-download
attacks. We aim to achieve the following objectives:

e To discover essential features representing drive-by-
download attacks performed by an EK.

e To anayze the network-based threat patterns using
extracted features from PCAP files of EK network traffic.

e To create a model for classifying EK network traffic and
type using a machine learning technique.

Figure 2 presents of the proposed work consisting of five
main parts: input network traffic, network flow extraction,
feature extraction, feature selection, and classification model
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Figure 3. Examples of Extracted Features

via the decision tree approach. Each part is described in detail
asfollows.

A. Input Network Traffic

Available public packet capture files (PCAP) network traces
published on the http://malware-traffic-analysis.net website are
used as our input traffic since they are captured from emulated
traffic to imitate drive-by-download attacks performed by
various types of EKs. Such inputs are repeatable in our
experiments and they prevent losing of possible crucial drive-
by-download characteristics due to cloaking and evasion
mechanism of a malicious website when it detected that its
behaviour is monitoring. The PCAP repositories are collected
yearly since 2013 to present. Every attack traffic isdescribed in
details, and includes identified associated domains and files
involved in attacks. In this way, such information can be used
to label associated network flows.

B. Network Flow Extraction

Bro IDS [11] is an open source software network-based
intrusion detection system used in various network security
research. Some useful features of Bro IDS are a variety of logs
useful for analysing network satistic information, an event-
driven scripting language that provides the primary means for
an organization to extend and customize Bro's functionalities,
and generated logs based on network flow level which makes
us easier to look at the overview of a network situation.

To extract a network flow from a collected input traffic, we
apply a Bro IDS as our flow extraction module because it has
the efficiency in dealing with correlated events of network
traffic. Bro's event engine is capable of analysing live or
recorded network traffic to generate neutral events where
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interesting features are extracted and it help in a number of
scenarios. After running the Bro IDS with our input PCAPfiles,
a number of logs are generated. Table 1 shows the list of
features extracted from the generated log files. The details of
each log's attributes are described in Bro documents website
[11].

C. Feature Extraction

Feature extraction is the process that retrieves the
informative values (features) from a dataset. In some cases, a
dataset may have a high number of features (so-called data
dimensions), and the dimensional reduction approach is used to
reduce features and keep only remaining principal features. But,
it would help reduce the computation cost. Severa dimensional
reduction algorithms such as principa component analysis
(PCA), linear discriminant analysis (LDA), and canonical
correlation analysis (CCA) have been used.

In our work, the network features used in the analysis are the
flow-based statistical features obtained from each URL
appeared in the network traffic. The extracted featureslisted in
Table 1 are derived from the Bro output logs. Figure 3 shows
the examples of the extracted features where each row
represents each URL network flow.

A drive-by-download attack has two main states which are
(1) when a website is rendered and (2) a browser/plug-in
vulnerability is exploited, and they are denoted as State 1 (S1)
and State 2 (S2), respectively, asshown in Figure 3. Thefeature
extraction process results in totally extracted 45 features which
are categorized into three main specific features.

1) Content-specific Features: Webpage syntaxes and
attributesrel ated to webpage transition behaviour are numbered.
For instance, a JavaScript which is a development language
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allowing a web developer to extend functionalities will be
executed immediately when the web page was rendered. Such
vulnerability can also be used by an attacker to exploit a client
or redirect a client to another website known as the ‘redirect
gates with an intent to hide. Additional content-specific
features arelisted in Table 3.

2) Interaction-specific Features.  Webpage transition
behaviour is the self-defence behaviour of drive-by-download
attacks. Thus, instead of looking for the HTTP header
information such as a referrer and the 3xx HTTP status code
which sometimes do not append for a particular web syntax,
webpage transition can be observed on network connection
flows. We observe the network connection when a redirection
happens and a connection is established to another site with the
change in the referrer site in the same connection. In other
words, the requested host is being redirected to another website
not reside in the same location. However, the referrer tag in the
HTTP header may not be set, and it means that the request
might be made from within a browser's plugin or the
connection is established by some application inside the host.

Attacker published content

Stage 0. Malicious
content placed on the
web page

81
Victim visit web page

Y

Content-specific
feature

—»

Stage 1. Web page
containing content
downloaded to victim’s web
browser

Render web page

" n Redirect Gate(s)
rFi)'dirsci

Stage 2. Browser or ) ‘
plug-in vulnerability is Redirect
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Payload ﬁ Exploit Kit '
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Interaction-specific
feature
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__|payload L , Connection-specific

feature

Stage 3. Malicious

Activity takes place Ce ion-specific
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Figure 4. Network-Based Behaviour Features Represented in Drive-By-
Download Attack Situation

3) Connection-specific Feature: The HTTP connection
information available on the HTTP header are gathered. For
example, a number of HTTP GET/POST methods are counted.
Furthermore, anumber of each file type and the total bytes seen
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in the network for a particular URL connection are used as the
statistical features representing the network characteristics.

After the feature extraction process, some features are
represented as continuous values. However, most supervised
learning machine algorithmsrequire discrete feature space[12].
As a result, feature discretization or binning is needed to
partition continuous feature values into several intervals before
they can be used in the analysis. Moreover, James Dougherty
et al. [12] compared the performance of the classification model
using Naive-Bayes agorithm to see whether unsupervised
discretization or supervised discriminative would deliver better
performance. According to their results, an entropy-based
method, which is a supervised learning discretization method
proposed by Fayyad and Irani [13], significantly improved the
machine learning performance.

D. Feature Selection

From [14], “most of the gains come from great features, not
great machine learning algorithm”. Feature/attribute selection
is the process to select the features/attributes that are going to
be used in creating a model. Feature selection is typicaly
separated into two broad approaches: filter approach and
wrapper approach. The filter approach is based on the weight
calculated by various techniques such as information gain, Chi-
sguare or correlation. On the other hand, the wrapper approach
isto find the set of features to give the highest accuracy. The
wrapper approach is further categorized to two techniques
called forward selection and backward elimination.

TABLE 1. EXTRACTED FEATURES

Content-specific Features
HTML Script

HTML content attribute

HTML iframetag

JavaScript Window.location
Node.js writehead()

PHP header()
Connection-specific Features

I nter action-specific Feature
Webpage transition

Number of HTTP connections
Number of HTTP flows
Number of HTTP GET method
Number of HTTP POST method
Maximum HTTP transaction
depth

Maximum URI directory depth
Average URI length

Number of DNS request
Number of unique IP per URL
Number of JavaScript file
Number of X-dosexec file
Number of X-shockwave-flash
file

Number of XML file

Number of ZIP file

Number of X-mp4a-latm file
Number of GIF file

Number of JPEG file

Number of JPEG 2000 fle
Number of PNG file

Number of HTML file
Number of JSON file
Number of Plain file
Number of X-PHP file
Average seen bytes
JavaScript byte
X-dosexec byte
X-shockwave-flash byte
XML byte

ZIP byte

X-mp4a-latm byte
GIF byte

JPEG byte

JPEG 2000 byte

PNG byte

HTML byte

JSON byte

Plain byte

X-PHP byte
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The main reasons for feature selection process are to
simplify the model interpretation, reduce computational cost,
avoid cursed dimension, and reduce the overfit. Consequently,
the amount of data used asatraining set hasto support anumber
of dimension space which often grows exponentially with the
dimensionality.

E. Classification Model via Decision Tree

A decision tree is modelled as a top-down fashion and it is
used in our work. Before creating the decision model, features
having continuous values will be discretised into severa
intervals. An entropy-based method which is supervised
learning discretization method proposed by Fayyad and Irani
[13] is used in our work. Figure 5 shows an example of the
decision tree classification used to classify EK network traffic
flows. At the root node of the decision tree, X Shockwave flash
byte is for dividing the tree into two halves with the value of
5,5652.5. In the example, the blue line represents the features
observed in one particular flow which leads to the leaf node
representing the ' EK network traffic’.

PR
=555 55525
'
FAvorage Sean Byte Average Soon Byte
v r—
= => 1pas0ea= < ' en 1635068 L., 24338135 "= 28338 135
v 0
¥ X ¥
r
Nsmibor of HTTP Flows| Fi =
| JPEG Filo | ol W o | Tip Fila Byte ] | ¥ Dosazoc Byl |
3 | :
N et l" SR VecaSISEE, 00 bmem=s
ALI ¥ ¥

Awnrage Seen Bylo

Blumber of HTMLScript Tag
¥

210888404 o= 138504.54 Tast

I =
| .
Y E Y
Maximurs HTTP £y % I/z N
Transaction Dopth \\__/ NS

{"s;'f
N
S b
Figure5. Example of Decision Tree Classification Model

IV.EXPERIMENTSAND RESULTS

A. Data Set and Network Flows Labelled

Our work collects PCAP files from 2014 to 2016 from
http://malware-traffic-analysis.net which has five types of
Exploit-Kits available. They are Angler, Fiesta, Neutrino,
Nuclear and Rig asgivenin Table 2. All PCAP files of Exploit-
Kit network traffic are theinput dataset to the Bro IDS, and we
do the label on the extracted traffic flow related to the Exploit-
Kit domain where their names are manually retrieved from the
source websites earlier. Table 3 shows the amount of the
extracted network traffic flows and the number of flows
labelled as Exploit-Kit network flows.

TABLE 2.  NUMBER OF EXPLOIT-KIT NETWORK TRAFFIC PCAPFILES

472

B. Feature Selection and Decision Tree

In this work, we use a decision tree for the classification of
EK types since it can be formed as a top-down structure. But,
selecting dominant features would be crucial to split the tree at
each stage properly. Thus, from the total of 43 extracted
features, we compute the information gain of each feature, and
we order those computed information gains. Since not all
features are included in the tree and depending on the
classification problem, we have to set acriteriato include only
dominant featuresin the final decision tree.

TABLE 3. NUMBER OF EXTRACTED NETWORK TRAFFIC FLOWS

Number of Network
Exploit- | Number of Network Traffic Flow
Kit Traffic Flows total Considered as total
Type EXpIOit—Kit
2014 | 2015 | 2016 2014 | 2015 | 2016
Angler 296 | 762 | 2191 | 3249 47 104 | 105 256
Fiesta 430 430 54 - - 54
Neutrino | 77 75 193 345 12 10 71 93
Nuclear | 416 | 386 - 802 47 60 - 107
Rig 87 78 752 917 17 14 227 258
TOTAL 5743 768

C. Experiment 1. EK Traffic Classification

In this experiment, stratified sampling is used for 10-fold
validation, and random subsets are constructed to ensure that
the class distribution of the subsetsis the same asin the whole
sample set [15]. According to our input dataset, the network
traffic flows hosting the EK is labeled as EK Traffic (1), and
other traffic flows is labeled as Non-EK Traffic (2). Based on
the computed information gain, the 36 features selected are
those at the 80 percentile where the precision and the recall are
highest. Table 4 shows the list of featuresin the top 10 highest
information gain, and Table 5 shows the experimental results
of classifying EK network traffic where the prediction of EK
Traffic and of Non-EK Traffic has the precision of 92.31% and
98.56%, respectively.

TABLE 4. Tor 10 INFORMATION GAIN OF EK NETWORK TRAFFIC
CLASSIFICATION

X Shockwave-flash Byte 0.347
Number of X Shockwave Flash File | 0.328
Average Seen Bytes 0.263
Number of HTTP GET Method 0.241
Number of HTML Script Tag 0.227
Webpage Transition Occurrences 0.227
HTML Byte 0.213
Number of HTTP Flows 0.188
Maximum HTTP Transaction Depth | 0.182
Average URI Length 0.158
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Exploit-Kit Number of Available PCAP Files Total TABLES5. CONFUSION MATRIX OF EK NETWORK TRAFFIC CLASSIFICATION
Type 2014 2015 2016 &
Angler 55 89 117 261 Truel True2 ass
Fiesta 63 - - 63 _ precision
Neutrino 12 14 76 102 EK Traffic (1) 696 58 92.31%
NU(:_leaf 43 77 - 120 Non-EK Traffic (2) 72 4917 98.56%
2 19 2 23 o Classrecall 90.62% 98.83%
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D. Experiment 2: EK Type Classification

In this experiment, we separate the input dataset into six
classes which are non-EK, Angler, Fiesta, Neutrino, Nuclear,
and Rig, and label each flow with the number O to 6,
respectively. Again, we use the stratified sampling method for
10-fold validation of the whole dataset. In addition, the 34
features are selected as they are at the 75 percentile where we
have the best model performance. Table 6 gives the confusion
matrix of the classification model, and the experimental results
show that the high precision of mostly over 80% of all classes
is achieved.

TABLE 6. CONFUSION MATRIX OF EK TYPE CLASSIFICATION

True
Class
. 0 1 2 3 4 5 precision
Predi %)
ction
0 4909 19 6 11 7 17 98.79
1 22 227 1 2 6 7 85.66
2 6 2 44 0 1 0 83.02
3 13 3 0 79 0 4 79.80
4 10 3 2 0 91 3 83.49
5 15 2 1 1 2 227 91.53
Class
recall | 98.67 | 88.67 | 8148 | 84.95 | 85.05 | 87.98
(%)

V. DiscussION AND CONCLUSIONS

This paper proposes the model for analyzing and classifying
Exploit-Kit (EK) network traffic. We focus on detecting the
malware propagation network traffic performed by Exploit-Kit.
The scheme uses the logs generated by Bro IDS to extract the
network traffic flows from the input dataset obtained from a
popular malware traffic site. We extract the network features
with content-specific, interaction-specific, and connection-
specific, and use them to generate the classification model via
adecisiontree. In addition, information gain calculation is used
as feature selection criteriato identify significant features.

For two experiments conducted, we compare the
performance of the model validated by 10-folds when the top
k% selected features according to information gain calculation
are utilized. Asaresult, the optimal number of featuresis used
to construct the classification models. The results show that the
model gives 97.74% accuracy in classifying the network traffic
with EK and gives 97.11% accuracy in classifying EK types.
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