International Conference on Advanced Communications Technology(ICACT) 399

|oT-Based Medical Control System

James K. Tamgno*, Ndeye Rokhaya Diallo*, Claude Lishou**
*RS| Research Group, ESMT, Dakar Senegal
**|_T| Laboratory, UCAD, Dakar Senegal
james.tamgno@esmt.sn, rokhayadiallo95@gmail.com, clishou@ucad.sn

Abstract — This paper is concerned by the fact that the health
sector represents a major development challenge for emerging
countries. However, it faces many challenges that affect the quality
of care provided and makes it almost impossible to guarantee an
adequate level of accessibility for all social classes of the
population. These reasons motivated us to study a medical control
system based on the Internet of Things that could significantly
improve the conditions of medical care and ensure effective and
effective medical follow-up by automating the process of taking
during the consultations and by preserving the information thus
obtained for restitution in case of emergency or medical follow-up
of the patients. At the end of our study, we were able to define the
challenges posed by technological toolsin improving the conditions
of health structures and to simulate the functioning of the system
we designed.
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l. INTRODUCTION

Health is, we recall a fundamental human right and must be
accessible to all citizens. WHO bases universal access to health
care on three main dimensions. Physical accessibility, Financial
accessibility and Acceptability.

The Senegalese rural environment is mainly composed of rural
communes and villages very far from the big cities and do not
have the same resources. Despite the efforts made by public
policies, some localities still do not have access to drinking
water or electricity. This "phase-shift" between urban and rural
areas strongly influences the health sector and makes access to
health care difficult.

On the other hand, technological evolution has led to the
popularization of severa innovative systems such as Cloud
Computing, the Data Center and the Internet of Things. They
capture, store and process data from physical environments and
also act as a gateway between real and virtual domains. The
combination of these tools has resulted in the design of a
solution that will improve the quality of care provided to rura
populations. This solution should help the support by facilitating
the taking of constants during the consultations. To address the
issue of health worker shortages or unavailability, and provide
the opportunity to centralize consultation data to ensure that
patients' histories are kept appropriately and that in the event of
an emergency, information is no longer a brake on the
management.

A. Context and Motivations

1) Issuesof quality of service of a 3G network
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The World Health Organization (WHO) describes health as
"a state of complete physical, mental and social well-being and
not merely the absence of disease or infirmity".

However, due to inequalities in development and the
environment, the populations of the developing countries are
finding it more difficult to access health care and, unfortunately,
those of Senegal do not escape.

Health in Senegal is mainly characterized by a public sector
(hospitals, dispensaries, health centers, health posts...) and a
private sector (clinics, law firms, etc.).

Degpite the efforts made by the authorities to improve the
conditions of this sector and the growth experienced by the
private sector, health in Senegal still faces many problems.

On the other hand, technological evolution has led to the
popularization of several innovative systems such as Cloud
Computing, Datacenter as well asthe Internet of objects.

The Cloud offers the possbility of decentralizing
information processing units. Its operating principle is based on
the exploitation of resources of remote computer servers via a
network (internet in general). Data centers or datacenters
include equipment, both internal and external, with significant
capacity for storing and processing digital data. The Internet of
objects will also be exploited insofar as it allows to extend the
Internet to the physical world in a concrete way. It is used to
capture, store and process data from physical environments and
also acts as a gateway between real and virtual domains.

2) Analytical approach

Problem:

In emerging and developing countries, living conditions
make it impossible to guarantee every citizen access to health
care. And in genera, the same observations return. Among
them, there are three (3) that will mainly focus our attention.

Firstly, access to an acceptable level of medical carein rural
areas, then to conditions for the care of people with mobility
difficulties and to the medical staff access to patient health
information by the patient or medical staff in real time.

Objectives:

Apart from the few specific predefined objectives for each
problem analyzed above, a global view of this study allows us
to set ourselves the goal of:

eImprove quality of servicein health facilities;

*Optimize the management of resources (temporal, human);
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*Facilitate consultations by automating the taking of
constants;

* Record and save patient constants during consultations;

* Improve emergency management by restoring patient data;

* Improve the conditions for medical follow-up

Approach:

In order to improve this service, which offers assistance to
people with disahilities, we will use:

e The Internet of the objects which alows will automate
certain tasks and will require less irrelevant displacements;

« Cloud computing which will link these different objectsin
anetwork for the accessibility of information;

e The Datacenter which will store al the information
collected and return it if necessary.

With these elements mentioned above we will be able to
propose a solution that will allow:

» Automate the process of taking constants;

« Collect the information provided;

* Interpreting these data to make certain recommendations;

« Save them to data centers,

* Maintain a history of the patient's condition;

* Provide real-time access to this information by returning it
to authorized persons.

This solution will improve the conditions for current home
visits by:

* Reducing the number of trips needed for medical follow-up
(which will impact service costs and thus improve accessibility
to asecond level of education);

e Optimizing the management of time, priorities and
equipment;

* Improving care and emergencies by providing information
that is accessible from all sources by authorized persons.

B. The challenges of 10T, Cloud Computing and Datacenter

Cloud Computing is a model that enables ubiquitous,
convenient and on-demand access to a shared network and a set
of configurable computing resources (such as networks, servers,
storage, applications, and services) that can be provisioned and
released with a minimum of administration. Agility, budgeting,
scalability, geographic coverage availability are objectives that
are driving the adoption of cloud services, and outline
reguirements that must be met.

The Internet of things (IoT) is the network of physical
devices, vehicles, and other items embedded with electronics,
software, sensors, actuators, and network connectivity that
enable these things to collect and exchange data. The loT allows
objects to be sensed or controlled remotely across existing
network infrastructure,[4] creating opportunities for more direct
integration of the physical world into computer-based systems,
and resulting in improved efficiency, accuracy and economic
benefit in addition to reduced human intervention. When 10T is
augmented with sensors and actuators, the technology becomes
an instance of the more general class of cyber-physical systems,
which also encompasses technologies such as smart grids,
virtual power plants, smart homes, intelligent transportation and
smart cities.
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Figure 1. Number of Internet Capable Devices and
Digitalization Waves

Data centers offer a wide range of uses including storage of
large amounts of data. For a project to start, the use of a data
center for storage offers several advantages, including a lower
cost for data management, security and scalable storage
according to needs.

I[I.  MODELING AND DESIGNING APPROACH

A. Entities and processus of the system

User:

Users are an integral part of the system, it is the human
dimension. These are al people who will interact with the
system. They provide input data and interpret output data. These
include:

* structured patients;

* non-structured patients,

* nurses and doctorsin health care facilities;

» doctors and nurses at home;

* system administrators.

Things:

The implementation of the system is based on the use of
connected things. In 10T, we mainly distinguish between
connected and unconnected things. The following table outlines
the specifications for the types of things that will be used and the

information they provide.
Things role Information Need Data
provided controller processing
Smart | weight of Patient weight Sending the
Scae apatient in kilograms yes collected
standing (KG) datato the
on atray controller
Smart An Blood glucose Sending the
Gluco | apparatus | (GL) in grams collected
meter for per liter (g/ 1) Yes datato the
measuring | GL <0.70 controller
theblood | hypoglycemia
glucose | GL>1.10
level hyperglycemia
GL>1.26
diabetes
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Smart An Patient Sending the
Therm | instrument | temperaturein collected
ometer used to degrees Celsius Yes datato the
measure ((®)] controller
and T<36.1°
display hypothermia
thebody | T>37.8°
temperatu | hyperthermia
revalue
Sphyg | measuring | Systolic 9 or Sending the
moma blood diastolic 10 Yes collected
nomete | pressure | blood pressure datato the
r and pulse | in millimeters of controller
rate mercury
(mmHg)
Table 1. Type of things
Processus:

According to the functional analysis of the system the
different entities interact by exchanging information.
Connections are created between people (P2P), people and
machine (P2M) and machine to machine (M2M):

4 Connection P2P
-The patient presents himself to the nurse or the doctor for a
consultation;
-When a doctor or nurse comes to the patient for a
consultation;
-When a nurse or doctor informs a colleague about the state
of health of a patient.

T c—

Doctor [ Nurse
Pationt

Figure 2. Interactions People to People

4 Connection P2M

These M2P connections make it easy to move and
manipulate data, and to create reports. These interactions will
take place:

* When connecting: the user enters his/ her login / password
and password. The connection interface receives this information
and performs an authentication check;

e During a consultation: the connected things are used to
collect the values of the constants of the patient and send them to
the system;

* During the restitution: the doctor or nurse uses the user
interface to consult the prerecorded information of the patients;

* During configurations: the system administrator interacts
with the system to monitor, monitor, and administer the system.
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Figure 3. Interaction People to Machine

4 Connection M2M
M achine-to-machine (M2M) connections occur when data is
transferred from one machine (or “"thing") to another on a
network. The machines generaly include sensors, robots,
computers and mobile devices:
-Consultation of a patient:

| fObjetes ‘ ] IUser interface [

‘ ajeb Senver H Database

in or
sugl
lar:
[sUCCES authentication Ok, Session openning
y

Paramaters saving

eonnecdion pas 0K
Closed session

Display patient page

Figure 4. M2M Interactions during the taking of constantsin
consultation
-Access to patient medical information

Mser Interface ‘ ffeb server ‘ | IDatabase

Ingin and password
Chack authentication
e _Authentication OK._ ™ |
Session openning
K~ e e e
Request for access to medical information
Session opened
< ____________________________________
0K, sSession openad
———————————————————————————————————— = Send request
Medical mformations
______________ Load and dispiay medical information page| [ € ~============-1

Figure 5. M2M interactions when verifying information

Data:

The management rules are based on the present and future
needs of the users of the system. They describe in a way the
conditions of use of the database:

» A patient is identified by his identifier, a unique code is
assigned to him and all other attributes are mandatory

* A medical staff member is identified by hisidentifier and a
unique personnel number and all other attributes are also
mandatory

* A staff member can work in several health facilities

* A staff member has a specific function

* A patient can only be consulted by one person

* A health facility is divided into severd services
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* To each health structure corresponds a type (which defines

whether it is private or public...)
» At each health facility, correspondsto alevel that describes,

according to the hierarchical organization of the hedth

structures, the level to which it belongs.

So following this management rules, we designed the

Conceptual Data Model (Figure 6.):

Patient Consultation
Id_cons int (10)
Id_pa int (10) Numero int (25)
Code int(10) Date_cons date(25)
Access_pa varchar(50) Taille varchar(10)
Nom_pa varchar(30) Poids varchar(10)
Prenom_pa varchar(50) Temperature varchar{10)
Daten_pa date(10) Tension varchar(10)
Sexe pa char(1) Pouls varchar(10)
Tel_pa varchar(12) Glycemie varchar(10)
Id_pa# int (10)
Id_per# int (10)

Service

Id_ser int (10)
Nom_ser varchar(50)
Id_s int (10)

Figure 6. DataBase of the System

1. IMPLEMENTATION OF THE SYSTEM

Architecture of the system:

Fog computing is a form of cloud. It is based on the same
principle, that is to say remote network processing units
accessible via a public network. It offers a main advantage in its
operating logic by proposing a direct connection of the elements
of the access layer at the level of the distribution layer of the
network. We have based this principle on designing the network
synoptic architecture of the system (Figure 7.). The things are
connected to the local networks of hospitals connected to public
network through telecom operators. The medical data collected
are stored in a datacenter and are accessible, controlled and
manipulated through wired, wireless and mobile networks:

Smart —
Thermometer .
‘ L e ri
%

= W

—_— 1,_;1 .

Smart Scale

Figure 7. Network synoptic architecture
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Personnel

Fonction
Id_per int (10) Id_fonc  int (10)
Matricule int (10)
Acces per varchar(50) Nom_fonc varchar(50)
Nom_per varchar(50)
Prenom_per varchar(50)
Daten_per date(10)
Email per varchar(50)
Sexe_per char(1)
Id_fonc# int (10)
Travailler
Type_structure
Id per# imt (10) = o
tvp! int
Id_s# int (10) e int(10)
Type varchar(20)
Structure
Id_s int (10) | Niveau_structure
Nom_s wvarchar(50) | Id_niveau int (10)
Id_type# int (10) Nivean int(2)
Deescription varchar(60)

Id_niveau# int (10}

Id_dep# int (10) [
| Region
| - -
Departement Id_region int (10)
Region varchar(50)
Id_dep int (10)
Departement varchar(50)
Id region# int (10) |

Implementation steps:

In order to better manage the medical information associated
with each patient and resulting from the consultation data, in the
process of generating an alert, the first link in the chain is the
patient consultation item. This element collects the data to be
monitored and exploited, such as "Is the temperature above 36
degrees Celsius? ", Then the trigger to monitor this item,
depending on its conditions and the values returned by the item,
it generates a PROBLEM, UNKNOW or OK event (with
different possible levels of criticality). Doctor will see the
notification of the event via SM S/e-mail/Jabber.

=
' s P
: =5 * ITEM i—-: | TRIGGER |
I = I L

\ 7

l 3
'R
A &
oK
UNKNOW

[ ents

=g
” u

PROBLEM

Figure 8. Implementation of medical events
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Programs are used to tell objects how they should work. To
do this, we will use visual programming. It is a programming
language in which programs are written by assembling
graphical elements. Its concrete syntax is composed of graphic
symbols and texts, which are arranged spatially to form
programs. The programming will be at the level of the SBC (or
Single Board Computer), that will be responsible for retrieving
and processing the data, provided by the objects.

For each thing, it is necessary to declare and initiaize a
variable that retrieves the data sent and integrate it into a main
function that will process them according to the indications.

Things Agent

Server Response

L

Server & Data
Storage
Figure 9. Things Agent and Sever Data

DiscuUssiON OF SOME CHALLENGES OF THE SYSTEM

In rural areas of emerging countries, the quality of medical
care is deteriorating more and more because of the
precariousness of living conditions. The considerable increase
in the number of private facilities, there are in-home counseling
services, ideal for elderly patients or those with mobility
difficulties. However, the management of these services is not
optimal and thisis strongly reflected in the delivery costs.

A saying goes: "Knowledge is the key to power" and this
applies perfectly to health, because the quality of the care
provided depends on the patient's good control of the patient's
file. Hence the importance of ensuring the sustainability of
medical information. All these difficulties have motivated our
study on a medical control system that takes advantage of
technological advances and the development of digital
technology by exploiting the opportunities offered by connected
things, cloud computing and datacenter.

However, the operation of this system is based on the use of
sensitive and highly confidential medical data. It will therefore
be necessary to study the security of the system in perspectivein
order to ensure at all times the integrity and confidentiality of
the information processed

IV. CONCLUSION

The health sector represents a major development challenge
for emerging countries. However, it faces many challenges that
affect the quality of care provided and makes it almost
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impossible to guarantee an adequate level of accessibility for all
social classes of the population.

These reasons motivated us to study an loT-based medical
control system that could significantly improve the conditions
of medical care and ensure effective medical follow-up by
automating the process of taking constant during consultations
and sustaining the information thus collected for restitution in
case of emergency or follow-up.

At the end of our study, we were able to analyze and define
the challenges offered by technological tools to improve the
conditions of health structures, to design and simulate the
functioning of the system. Thus, we first modeled the system
which enabled us to define concretely the implementation
concepts most adapted to realize this system, then to implement
under simulator and finally to observe of the that has been quite
conclusive on the challenge that this system can face in the
health sector, with the exception of the difficulty in transmitting
the results obtained in an environment outside the simulator.
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