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Abstract— The solution of the problem of forecasting
cybersecurity VANET is based on changing the values of global
priorities when comparing alternative options for organizing
information and technical interaction. As tools the method of
analysis of hierarchies of T. Saaty in a combination with a
sampling method, and as alter natives — “ standardized” VANET,
Mobile VANET and I nternet of Vehicles, isused.
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I.  INTRODUCTION

At the moment, the growing interest in the information
functionality givento VANET (Vehicle Ad hoc NETworks) is
observed. Today various applications of VANET solve
problems of automatic informing drivers on restrictions of
speed or a zone of repair work, prevention of collisions,
navigation of etc.; and the pool of such applications constantly
extends [1]-[3].

One of such future-oriented applications can be software
and hardware implementation of the concept (further —
Concept) ensuring priority at intersections regulated by traffic
lights for public transport (buses, trolleybuses, trams, light rail
transport, share taxis, etc.) and transport of a special purpose
(fire trucks, cars of emergency medical service, police,
emergency and special services).

The new opportunities opened by VANET, inevitably
convey defined cyberthreats to the specified Concept. These
threats are formed as difficult result of synergy of the used its
technologies. Questions of VANET cybersecurity are already
not bad studied enough in [4]-[12] for today and systematized
in [13]-[15]. The large number of publications on this
problematic issue in the conditions of absence of Best Practice
results in relevance of the decision of the task of prediction of
cyber security of VANET within the specified Concept that
assumes existence of the appropriate research tools. However
today in science and practice there are no formal models,
methods and techniques of decision of this sort of tasks for
difficult cybersystems to which, undoubtedly, VANET
belongs.

For such a case amost only way of forecasting is use of
expert comparison of dynamic estimates of cyber security of
VANET with possible alternatives. As tools authors offer a
method of the analysis of hierarchies by Thomas Saaty [16] in
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a combination with a sampling method. The first includes
procedures of synthesis and the analysis of multiple judgments
of experts concerning priority of indicators and the choice of
rational options among alternative. The second — a statistical
research of the general properties of objects (alternatives) on
the basis of studying of properties only selections.

Il.  ALTERNATIVES

The entity of information and telecommunication systems
like VANET consists in a method of the organization of
wireless Wi-Fi of a communication network for needs of the
high-speed road transport. Now this method is standardized in
IEEE 802.11p of known as Wireless Access in Vehicular
Environments (WAVE) is specially developed to adapt
VANETs requirements and support intelligent transport
systems[17].

It is possible to assume that with growth of demand of the
Concept and in process of accumulation of Best Practice al its
elements will be involved in process of |EEE standardization
with extension of a zone of responsibility 802.11p: public
transport, transport of a specia purpose and objects of
transport infrastructure (traffic lights, navigation and
dispatching aids, etc.).

In this sense, the “standardized” VANET represents,
undoubtedly, the perspective, but not only option of the
organization of information and technical interaction
(hereinafter 1&T interaction) for the intellectual transport
system. From the point of view of the organization of such
interaction, the following options can be worthy aternatives
of VANET, &t least.

First, conditionally called us, Mobile VANET. Now
develop as new standards, and upgrade the existing networks
of mobile communication for different use cases, for example
in[18].

The networks upgraded for operation by VANET devices
can carry to the mains EC-GSM-loT, eMTC (same thing as
LTE-M) and NB-loT (from Narrow-Band 1oT): by using
infrastructure of the existing mobile operators, they are
capable to support roaming and high data transmission rates.
Some vendors (for example, LoRa Alliance and SigFox) are
engaged in deployment of the LPWAN networks (from Low
Power WAN) with reduced energy consumption and
LoRaWAN (from Long Range WAN) — hybrid networks for
data transfer on long distances.
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And, secondly, specially synthesized class of 1&T
interaction Internet of Vehicles (IoV) [19] in the form of a
combination of VANET and “classical” Internet of Things
(IoT) where the first component is responsible only for the
high-speed motor transport, and the second — for objects of
transport infrastructure (“the world of things’). 10T from the
point of view of I&T interaction is organized on a standard
network equipment of the “classical” Internet and a stack of
its protocols, added by the specifications oriented on the
applications demanding the guaranteed or safe data transfer at
rather low speeds, or a possibility of the long operation of
network devices from independent power supplies and etc.
[20]-[21]. In this case, it is supposed, that interaction between
VANET and loT (and perhaps other attracted information
systems and technologies) will be carried out by “cloud”.

All above-stated alternatives though rely in the mgjority on
modern Wi-Fi-technologies; however have pronounced
specifics in the organization of 1&T interaction within
implementation of the above-stated Concept.

We number the considered alternatives (A) for convenience
of their further consideration in the following order, namely:
Al -"“standardized” VANET, A2 —Mobile VANET and A3 —
loV.

[1. INDICATORS

We will apply a method of the analysis of hierarchies to the
solution of a problem of formation of rational options of the
organization of I&T interaction to the specified Concept, but
previously we will formulate structure of the indicators
describing the most essential properties aternative
information and telecommunication systems and changing in
time valuesitsindicators.

A. Cybersecurity

Cybersecurity  (cs) of any  information  and
telecommunication system is defined by the state of its
protection from different threats, and as a result, characterizes
ability of the cybersystem to provide its subscribers
accessibility of availability (av), integrity (ig) and
confidentiality (cn) of the collected, processed, storable and
transmitted data.

International standards on information security [22] also
mark the feature of I&T interaction, such as the non-
repudiation (nr), that is, the impossibility of denying the facts
of information exchange.

Thus, the cybersecurity vector should include indicators of
confidentiality, integrity, availability and non-repudiation:

Vs (®) = {Vn (8); ¥y (0); Vo (8); Y, ()},

where t — the stage at which there is assessment of quality of
option of I&T interaction.

B. Productivity

Productivity (pr) is the quality indicator of the information-
telecommunication system and characterizes the amount of
information contained in all information units of the
multiservice transport network: messages, packets, cells, etc.,
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— completely serviced and with the set quality per unit of time.
Accordingly, the vector of productivity should include
indicators of throughput (tp), multiservice (ms) and
operativeness (0p):

Vp‘r(t) = {?tp(t); }_}ms(t); }_}op(t)}-

C. Compatibility

The index of compatibility (cb) is a figure of merit which
characterizes ability of cybersystem to exist on the basis of
frictionless and harmonic interaction of different information
and telecommunication technologies (for example, loT for
VANET), ability to include the most various program and the
hardware. In practice of creation of information and
telecommunication system distinguish technological (tl),
semantical (sm) and organizational (og) compatibility.

Accordingly, the compatibility vector should include
indicators of organizational, technical and semantic
(information) compatibility:

Yoy (8) = {V(0); Ve (£); Y0 (1)}

The outcome indicators are interconnected, for example,
requirements to operativeness characterize availability, etc.
Therefore, the created generalized criterion of estimation of
quality of options of the organization of information &
technical interaction considering essential internal properties
of cybersystem, can be presented in the form of joint
conditional probability of implementation of requirements for
cyber security, productivity and compatibility.

IV. STATICSVSDYNAMICS

The decision to preference of options of the organization of
I&T interaction in “the world of cars’ with use of a method of
the analysis of hierarchies is based on using expert's
judgments, which perform paired comparison of preferences
of various attributes and alternatives in the constructed
hierarchy of indicators. Convolution of elements of the
received matrixes of paired comparisons leads to calculation
of values of vectors of local and global priorities. Comparing
the received values of priorities, we can define preferences of
attributes and alternatives.

However, these judgments are static and their values do not
alow us to solve the forecasting problem, since its solution is
based on a dynamic change in priorities. For their definition, it
is necessary to use a relation, which elements are functions of
time. An analytical solution of this problem is given in [23],
also relations are proposed for determining the coordinates of
the eigenvector and their normalization. Thus, the mechanism
of determination of values of dynamic prioritiesis offered.

To determine them, we use the relation:

Aw(®) =A(Dw(t),

whose elements are functions of time, where @ — is the
eigenvector of the matrix A with the maximum value of the
eigenvalue Ama, and whose coordinates are considered as
priorities.
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The problem of finding an eigenvector, by which it is
possible to determine the priorities, involves finding the
eigenval ue vector by solving the characteristic equation:

1-n 0 (O/0x(t) ... @y (6)/wn(t)
wa(O)/0r(t) 1-n wa(O)/0n ()] _ o

wn(B)/w1(t) W, () /w2 (L)

Such an approach allows making judgments about dynamic
priorities based on the chosen dependency w(t). These
dependencies can be determined by using traditiona
forecasting methods, for example, methods based on
regression analysis or on time series theory. As a factor in the
regression equation, the time can be chosen, and the estimated
value of a(t) asthe response.

Results of expert estimates of paired comparisons of
indicators of characteristics of cybersecurity of alternative
information and telecommunication systems for annual
periods (dynamics of paired comparisons for the first ten years
from the decision-making moment) are given in Table 1.

1—-n

TABLE |. RESULTSOF EXPERT ESTIMATES OF PAIRED COMPARISONS

Cyber security

% confidentiality | availability | integrity repScci)ina-tion
SIrAaL[AL[ A2 [AL[AL[A2[AL[AL]A2[AL]AL]A2

VS VS VS VS| VS|VS|VS|VS|VS]|VS|VS]|VS

A2 | A3 | A3 |A2|A3|A3]|A2|A3|A3]|A2|A3]A3
1]5] 9] 3303302 5|5|3|5]9]5
25| 9] 3|3[033[02[5|4]3[5]|9]5
3| 4| 7|3 |3[033[02]4|4]3[4]9]5
4| 4| 7|3 |2]o5[033[ 443|485
53| 6] 3]|2]05[03]3|3|3[3|8]5
6| 3| 5| 3|2]05[0333|3]|3|3]|8]4
71 3| 4] 2 1]05[033]3|3]|2]3]|7]4
8| 2| 3|2 |1]05/05/2|2]2]2][7]4
9l 23| 2 1]1]o5]2|2]2]2]7]4
10| 2 | 3|2 |1|1|1]|2]|2|2]2]7]4

The results of approximate expert estimates of pairwise
comparisons of the parameters of the availability property for
annual time intervals are shown in Figure 1.

35 -
3 A y = 3,95856 01524
25 R2=0,8822 row 1
2 y = 0,1474¢0.1544
15 R2=0,8526 row 3
: y = 0,264660.1188¢
19  R2=0,3026row?2
05 4 o
0 e N : : : ,
0 2 4 6 8 10 12

Figure 1. Approximation of the forecast model for estimating the exponential
curve availability index, where: row 1 — “standardized” VANET vs Mobile
VANET, row 2 — “standardized” VANET vsloV, row 3 — Mobile VANET vs
lov
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Results of the approximated expert estimates of paired
comparisons of indicators of all other properties can be
similarly received.

V. METHOD OF SAMPLING

To obtain estimates of the eigenvector coordinates, the
method of sampling was used in the paper. The obtained
dependence of the deviation of the estimated and analytically
calculated values of a(t) for the i-th property showed an
extremely small error size, that made it possible: firstly, to
simplify the method for determining dynamic priorities;
secondly, remove the restrictions on the dimension of the
matrix A(t).

Assuming that the geometric mean is used to estimate the
eigenvector, and to evauate the dynamic judgments — the
exponential model, the expression for the dynamic
eigenvector is obtained:

izn S (t . .
w;'(t) = A;en2i=1Tu® wheref; (t) —is the time trend;

A= nf T ki, ki -
in determining a (t)/ g(t).

Taking this expression into account, the values of key
characteristics indicators for the first, second and third
variants of the organization of information-technical
interaction were obtained. Example of cybersecurity
indicators for the second alternative — Mobile VANET:

coefficient of exponential dependence

ws™(t) = /1/(5,87e7012t) - 3,53 - @=0059 = (,84¢002¢;
0¥ (t) = 1/(3,96e-015t) . 0,15 - €015t = 0,34e°1¢;

wP(t) = Y1/(5,87e-012t) . 3,53 . ¢=0.05% = (),84¢002t;

i (t) = Y1/(5,87e7012t) . 5,39 . ¢=0.034 = (,97¢003¢,

Taking into account the received values, a priority system
for each property of a higher level of the hierarchy has
constructed. Example of cybersecurity indicators for priorities
of the property of the “benefit-opportunities’ hierarchy of all
three alternatives:

w§s(t) = 2,6e7%08t 4 ,25¢7001¢;
WSS (t) = 0,42e%92t 4+ 0,09e%1t + 0,24¢003¢;
w$(t) = 0,182t + 0,08¢%%5* + 0,30.
For further ssimplification obtained expressions, we use the
Maclaurin decomposition of the function f(x) = €*. In the
conditions of accuracy limitation, the second-order

polynomial obtained dependencies for the cybersecurity
indicators:

w$s(t) = 2,6 — 0,21t + 0,008t3;
w$*(t) = 0,75 + 0,02t + 0,0007t%;
w§*(t) = 0,56 + 0,01t + 0,0004t>.
After normalizing the dynamics of changing the priorities

of the cybersecurity property (wb) for the three aternatives is
shown in Figure 2 and 3.
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Since the obtained indicators are continuous differentiable
functions of time, it is possible to perform differentiation of
these functions to determine the growth rates of the researched

priorities.
0.7 -
06
05 1 —o—wb1(t)
0.4 =0==wh2(t)
e Wh3(1)
03 | /
027 PM
0.1
0 T T T T 1
0 2 4 6 8 10

Figure 2. Dynamics of changing the priorities of the cybersecurity property
for three alternatives based on the use of the second-degree Maclaurin
decomposition polynomial

05

wb1(

Y o4t =

wb3(t) 031 PP

02

0.1
0 2 4 6 8 10

t
Figure 3. Dynamics of changing the priorities of the cybersecurity property
for three alternatives based on the use of pairwise comparisons

Dependencies of change of growth of priorities for the three
alternative options for organizing I&T interaction, shown in
Figure 4, show that the pace of priority change, that
determines the cybersecurity property for the first alternative,
is negative. And the largest (in absolute value) its value is
forecasted in the early years, and then this value is reduced.
The rates of change of priorities for the other two alternatives
is approximately the same.

0.02 T T T T

K o

k3(t0.02

| | | |
0 2 4 6 8 10

t
Figure 4. Dependencies of rates of growth of priorities on time

—0.04
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The pairwise relations of the similar derivativesis obtained,
they allowed comparing growth rates of the degree of
realization of each properties for the considered alternatives.
The results of such a comparative analysis for the property of
cybersecurity are shown in Figure 5; It can be seen that al
obtained dependencies are non-linear functions of time.

-14 . 0 I
ol | a7 |
- 1 - 1
1.7 3
0 5 10 0 5 10
t
a) b)
15 T
iy | |
k3t
i) 0.5 -
0 |
0 5 10
t
c)

Figure 5. Comparative analysis of changesin growth rates: a) — between the
first and second alternatives; b) — between thefirst and third alternatives;
¢) — between the second and third alternatives

These graphs show that the rate of change in the property of
cybersecurity for the second that identifies the greatest
efficiency of its implementation in the near future. In the
future, the effect of its implementation in comparison with
other aternatives falls. At the medium- and long-term forecast,
it is expedient to develop a third alternative — IoV. It is
similarly possible to make the anaysis and for other
properties and then to make convolution of the obtained
results.

VI. CONCLUSION

During the conducted research the correct method of
forecasting of cybersecurity VANET (and in principle — any
difficult cybersystem) which quality of results entirely is
defined by quality of basic data — expert estimates is obtained
efficient and mathematically. The scope of a method can be
extended to other cybersystems of one type and for other
hierarchical indicators.

The analysis of the results received above shows existence
of difficult dependence between extent of centralization and
level of management of transport network and level of
cybersecurity of information and telecommunication systems.
The concept of “layer-by-layer” architecture of I&T
interaction in safe cybersystems can be one of constructive
conclusions of this dependence: for example, SDN technology,
which is cornerstone division of traffic into management and
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data, favourably supplements VANET, for example in [24]-
[26]. To be fair it should be noted that such addition is
synergetic at which besides new advantages of SDN
introduces as well the certain threats which are a consequence
of vulnerabilities of own architectural concept in [27]. This
synergy, according to authors, is formed due to operation of
mechanisms of generation, neutralization and interference of
threatsin [28].

In process of accumulation of Best Practice and the
production of new knowledge about the architectural and
other vulnerabilities of VANET and its applications, it can be
possible and expedient to move from subjective and fuzzy
peer views to more formal and, therefore, more objective
models and procedures for forecasting cybersecurity
indicators, that will increase the scientific validity of
investmentsin its supporting.
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