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Abstract— In this paper, we present how to store the session
information from the Heartbeat signal, which is generated at
regular intervals during the network session, in real packet
analysis tools. Since the existing session information retrieval
method checks the session information at the end of the session,
information cannot be confirmed in the case of an active session.
To verify the information of the active session, this paper utilizes

the heartbeat signal generated by the session every certain period.

By analyzing active session information, it is possible to analyze
information about flows and packets in a session in real time.
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I. INTRODUCTION

Today we are called the information age, and we are living
in an increasingly heavy internet environment. In a growing
network environment, many packets are transmitted and
communicated every day [1].

As the network grows, security threats through the network
environment are also increasing. Recently, network-based
attacks such as Distributed Denial of Service (DDoS) attacks
have been occurring frequently, and these attacks have caused
severe damage to individuals and companies, and even to the
country [2].

As the damage caused by network-based attacks has
increased, studies have been actively conducted to prevent or
defend against such attacks. Now, many security tools such as
network packet analyzers and intrusion detection systems have
appeared [3], [4].

The network packet analyzer, which is one of the widely
used security systems, checks the flow in the session to check
whether there is a problem in the packet inside the flow. In the
present packet analysis process, a method of inspecting an
internal packet after a network session is completely
terminated is used. However, since this method cannot inquire
information of an active session, it cannot check a problem of
a packet received in real time [5].

To overcome this problem, this paper used a method called
a Heartbeat which periodically generated by an active session.
The Heartbeat signal is a packet signal generated periodically
by the session to indicate that the session is alive in
communication between the transmitting side and the
receiving side [6].
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We analyze active session information and internal packets
by applying this method to real packet analyzer. The packet
analyzer analyzes the packets transmitted and received in the
network and stores and classifies the information through
session creation and termination. It receives the heartbeat
signal from the packet analyzer and extracts session
information from the information. By doing so, it implements
the function of analyzing the information of the active session
and confirms the packets transmitted through the flows and
flows in the active session.

In Chapter 2, we present related papers on packet analysis
and heartbeat signal, which is the basis of the technology
proposed in this paper. Chapter 3 describes the description of
the technology implemented in this paper. Chapter 4 presents
the system environment and technology implementation
results for the technology implementation. Chapter 5
concludes the paper.

II. RELATED WORKS

This clause describes the packet analysis method using
session information analysis and the heartbeat signal among
the technologies that are the basis of the active session
information inspection method using the proposed technology
Heartbeat signal.

A. About Threat from Active Session

For packet analysis, it is necessary to analyze the session
information. Packets are passed through the flow, and flows
with the same 5-tuple are bundled into a single session.
Therefore, analyzing session information is essential for flow
and packet analysis.

A session is largely divided into a terminated state and an
active state. A session is created at the beginning of a
communication and is terminated after all the packets have
been delivered. The state where packets are all delivered is
called the end state, and the session in the state where the
packet is being delivered is called the active state [7].

The process of fetching session information from the
current packet analyzer is performed through a start signal
generated at the beginning of the session and a termination
signal generated at the end of the session. The session
information in the terminated state can be analyzed because
the packet analyzer already holds the start signal and the end
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signal information of the session. On the other hand, a session
in the active state cannot be acquired because the session
information has not yet been terminated, and thus the
termination signal cannot be analyzed.

B. About Heartbeat Signal

The Heartbeat signal is a short signal that is periodically
generated to ensure the connectivity of the session configured
in a communication process of the sending and receiving sides.
Through the Heartbeat signal, the receiver can confirm that
the session has not terminated and that the packet is still being
transmitted.

Heartbeat has been proposed to guarantee session
connectivity in a computer system. The heartbeat signal
transmits a simple inquiry to the receiver and confirms that the
session with the receiver is connected through the ACK sent
by the receiver [8].

The heartbeat signal transmits the information including the
information of the receiving side and the transmitting side,
that is, the packet including the 5-tuple when transmitting a
simple inquiry. This 5-tuple contains the same information as
the 5-tuple of the ongoing session.

III. SESSION INSPECTION METHOD USING HEARTBEAT

This clause shows the method used to store the heartbeat
signal and the method to retrieve session information through
stored signals. The packet analyzer retrieves information
about the session by retrieving the start and end signals and
analyzes the flows and packets in the session. Since the
current packet analyzer to search the session in this way does
not get the termination signal of the session until the session is
completely shut down, that is information on the state of the
active session cannot be analyzed.

To solve this problem, we used the method of obtaining
information of active session by using Heartbeat signal. The
heartbeat signal is a kind of signal that is used in the network
communication process, and it is a short packet to be
exchanged to guarantee session connectivity.

A. Heartbeat signal
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Figure 1. Heartbeat signal generation

An existing method for retrieving session information is to
store a start signal generated when a session is created and a
termination signal generated when a session ends.
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Unit of the information transmitted at once on the network

packet

Collection of continuous packets within a certain time

flow All packets in the same flow have same S-tuples

Collection of continuous flows within a certain time
All flows in the same session have same 5-tuples

packet packet packet packet ]

Figure 2. Structure of typical session including flows and packets
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As shown in Figure 1, the heartbeat signal is generated at
regular intervals defined by the Heartbeat Timer until the
session is created and terminated. If the Heartbeat Timer is
shortened, the Heartbeat signal is generated more frequently.

If you send a Heartbeat query packet every cycle set in the
Heartbeat Timer, sending the answer to the query is the main
idea of the Heartbeat signal.

The sender and receiver communicating through the session
use the heartbeat signal to confirm that the session is alive.

The heartbeat signal generated by the session also has the
characteristics of the packet because it is transmitted through
the packets in the session. Referring to Figure 2, which shows
the structure of the session, flows, and packets in the same
session have the same 5-tuple.

In a typical communication, packets with the same 5-tuple
are in the same flow, session. With this feature, the 5-tuple of
the Heartbeat signal can acquire the 5-tuple of the whole
session and store the session information.

The generated heartbeat signals are stored in the heartbeat
records of each session. By storing the signals of the same
session together, it is possible to efficiently store the
information generated from the same session when inquiring
the session information.

The size of the Heartbeat record is determined by the time
the session is maintained. Heartbeat records may not be
generated if the session is held for a sufficiently short period
of time. On the other hand, if the duration of the session is
longer, the size of the Heartbeat record also increases.

Session C
Start

Session A Session B

Stanl ]‘:an

Session A

> time

Heartbeat Timer Point

Session B Save Heartbeat signals of session

Session C No Heartbeat signal when the
D session lifetime is shorter than

heartbeat timer,

Figure 3. Saving Heartbeat signals in various types of sessions

The Heartbeat Timer is used to determine the size of the
Heartbeat record and is determined as shown in Figure 3.
Since the session generates a heartbeat signal every cycle set
by the heartbeat timer, if the session's lifetime is shorter than

ICACT2018 February 11 ~ 14, 2018



International Conference on Advanced Communications Technology(ICACT)

the set heartbeat timer, the heartbeat signal is not generated
and the heartbeat record is not generated.

In conclusion, to utilize the heartbeat signal for session
analysis, the heartbeat signal is generated every period by
applying the heartbeat timer to the session, and the generated
heartbeat signal is stored in the heartbeat record and used for
packet analysis.

B. Session Searching Method

Actual searching range
A

[ |
Heartbeat Timer Desired searching range
) |

[ \f
start_time_2  start_time

Heartbeat signal end_‘tlme

time

Heartbeat Timer

Figure 4. Virtual environment for session retrieval

To retrieve the session information through the heartbeat
signal, a method of searching through the heartbeat record is
required in addition to a method of searching for the session
information of the existing starting point and ending point. In
this paper, we define a search algorithm for retrieving session
information through the Heartbeat record, as shown in Figure
4.

Figure 4 shows the virtual environment for session retrieval.

There are six examples of sessions with different
characteristics and specific time ranges to be searched by the
user.

The specific time range determined by the user for the
session search is determined by start time and end time.
start time is the time to start the search, and end time is the
time to end the search. The user retrieves session information
existing from start_time to end_time. Among the search target
sessions, some end sessions exist before the end time and the
end time information of the session exists, and some sessions
exist in the active state because they do not end within the
end_time.

To retrieve the session information, the retrieval result is
obtained through the following five steps.

1) Find Ended Session: In this step, a session in which end time
information exists, that is, an end session, is searched among the
session information in the range. In the example, session #2, session
#3, and session #5, which are ending sessions, are to be searched.
Session #5 is excluded from the search result because it is not
included in the time range. In other words, Session #2 and Session #3
become search results, and the search results are stored in
finished_session_list.

2) Find Heartbeat Record: In this step, the session in which
Heartbeat information exists is searched. A short session in which a
Heartbeat record is retrieved and no Heartbeat signal is generated is
not retrieved at this stage. In the example, Session #1, Session #2,
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Session #4, and Session #6 are retrieved. The search results are
stored in the heartbeat session_list.

3) Remove Duplicates: In this step, duplicate results are removed
from the results retrieved in steps 1 and 2. In the finished session_list
created in step 1, information of sessions 2 and 3 is stored. In the
heartbeat session_list generated in step 2, session #1, session #2,
session #4 and session #6 are stored. Session #2 also exists in
finished_session_list and exists in heartbeat session_list. Therefore,
at this stage, duplication of session #2 is removed.

4) Start time and end time check: In this step, session
information having both the session start time and the session end
time out of the search range is searched and removed from the
searched session information. In Session #1, Session #2, Session #3,
Session #4, and Session #6, Session #6 is removed from the search
results because Session #6 is not in scope.

5) Print Result: In this process, the search results are output so
that they can be utilized in the packet analysis tool. As a result, the
final result in the example shown in Fig. 4 is Session #1, Session #2,
Session #3, and Session #4, with the session #2 and session #6
removed from finished session list and heartbeat session_list, and
the packet analysis tool displays information about the four sessions
do.

IV. IMPLEMENTATION RESULT

2017-1024 104249 22|
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Figure 5. The entire session list

This clause implemented the Heartbeat Timer setting and
the session information retrieval method including the
Heartbeat record so that the Heartbeat signal can be utilized in
the actual packet analysis tool.

This paper implemented Heartbeat Timer so that active
session generates heartbeat signal at every certain time, and
generated Heartbeat signal is configured to generate Heartbeat
record for each session.

The implementation of the technology uses a packet
analysis tool that operates in a real communication
environment and implements the session retrieval method
presented in Chapter 3 in an environment where a session is
created and destroyed and an active session exists.
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To confirm that the implemented method works, we
experimented based on the sessions occurring in the actual
network environment shown in Figure 5. It is determined
whether a specific time range is determined among the
plurality of sessions, and information of the active session can
be retrieved by searching session information within the
corresponding range.
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Figure 6. Active state session appears in the search results

Figure 5 shows the entire session being searched. Among
these sessions, a time range is set and a session search
operation is performed to search for a session within a specific
time range.

We set the time range to include at least one active session
in the search range and retrieve the session information.
Figure 6 shows that the active session appears in the search
results.

Through the session information obtained from the search
result, information inside the session can be analyzed. We can
see the list of flows in the active session as shown in Figure 7.

Figure 8 shows the information of the packets in the flow
shown in Figure 7. When a specific packet is selected from the
searched packet list, the corresponding packet data can be
confirmed.

As can be seen in Figure 6 ~ 8, the active session can be
searched through the heartbeat signal detection method and
the flow and packet information in the session can be analyzed
through the retrieved active session information.
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Figure 7. The list of flows in the active session
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Figure 8. The information of the packets in the flow

V. CONCLUSIONS

In this paper, we use the heartbeat signal generated by the
active session at regular intervals for session search. To solve
the disadvantage of the existing packet analysis technique
which can analyze only the information of the completely
terminated session, a heartbeat signal which is generated
automatically at a certain period of the session is also used for
acquiring the session information.

By implementing the session information retrieval method
using the Heartbeat signal in the packet analyzer for checking
the actual network packets, it was possible to retrieve the
active session and analyze the packet.

By allowing the active session to be searched for network
packet analysis, a faster and more efficient packet analysis
algorithm can be created by analyzing the packets constituting
the active session before the session is completely terminated.
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