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Abstract— This paper shows the flow reduction effect of 
malware detection system through inactive/active timeout control. 
In the gigabyte network environment, the DB search speed of the 
malware detection system that processes high-speed, large-
capacity data is affected by the number of stored flows. 
Therefore, it is necessary to reduce the number of stored flows. 
The malware detection system captures network data with the 
First-N technique and adjusts the session length by modifying the 
inactive/active timeout. A drill-down mechanism is used for 
malware inspection of network data stored in DB. Inactive/active 
timeout is adjusted to verify that the number of flows decreases 
as the session length increases. 
 
Keywords—First-N, Inactive/Active Timeout, Drill-Down Search, 
Flow Count, Storage Efficiency  

I. INTRODUCTION 
Today, due to the spread of penetration rate of information 

terminals and the Internet, data volume is continuously 
increasing. In order to accommodate increasing production 
volume, the network environment also developed rapidly. A 
network environment of gigabytes or more is currently being 
offered. In such network environment, since a number of 
packets coming into the NIC is very large, storage 
management is difficult with the traditional method [1]-[3]. 

In a network environment where high-speed traffic arrives 
at high-speed, the malware security system should be 
processed in real time. However, with the traditional method, 
it is difficult to process high-speed high-capacity traffic in 
real-time. The signature-based malware detection system 
searches all the signatures of all data, so operation is 
performed by the amount of stored data. This means that the 
amount of data saved will affect the searching speed [4]–[7]. 

To process the data coming from the network interface card 
in the network environment of gigabytes or more, it is difficult 
to process the amount of data in the traditional processing 
method, so it is stored in the DB through the First-N packet 
processing method [8]. 

In security systems where packets are processed in real 
time in a gigabyte network environment, it is necessary for the 
data acquisition from the database to operate at high speed. 
Captured packets are stored in the session on a per-flow basis. 
If we reduce the number of stored flows, the flow search 

speed is improved. We show that adjusting inactive/active 
timeout reduces "number of saved flows". This verification 
can improve storage efficiency and speed up searching. 

For implementation, we first process and store the 
incoming packets through NPU with First-N. Received 
packets create a session on a flow-by-flow basis. At the end of 
the session, it exits on the basis of inactive/active timeout. 
According to the inactive/active timeout value, the session is 
terminated. Change the size of inactive/active timeout and 
compare the results. When the timeout values are changed, the 
total number of flows and the number of flows stored per 
second change. Setting a longer timeout increases the total 
number of flows and reduces the number of flows stored per 
second. Conversely, setting a shorter timeout reduces the total 
number of flows and increases the number of flows stored per 
second. Therefore, in this paper, we increase inactive/active 
timeout settings to verify that the number of stored flows per 
second decreases. 

In Chapter 2, we introduce related works on the number of 
stored flows and the searching speed. Chapter 3 explains the 
First-N method, which is the basic theory of this paper, and 
inactive/active timeout. Chapter 4 explains the implementation 
environment, implementation method, and analysis of 
implementation results. Chapter 5 presents conclusions. 

II. RELATED WORK 
The number of packets coming into the NIC in a gigabyte 

class network environment is very large. When all packets are 
accepted, Storage is burdensome. From the viewpoint of cost, 
it is also required to efficiently manage storage more than 
increasing storage capacity. Also, for flow capture, work 
involving the high storage expenses involves the risk of 
capture loss. This phenomenon will interfere with the 
preservation of important packets and will also have a fatal 
impact on malware detection [1]–[3]. 

In signature-based malware systems, the number of 
signatures and the complexity of the signatures affect the 
detection speed. Storing all incoming packets from the 
network, the number of Storage signatures is more than the 
efficiently managed Storage. Obviously, the number of 
signatures is large and the speed of detecting malware from 
Storage takes time. In order to improve the retrieval speed, 
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techniques such as proposing a structure through signature 
classification [4], deleting duplicate packets, and saving only 
N bytes of packets are studied [5]–[7]. 

Generate flow based sessions for efficient storage with 
First-N method. However, there do not define the session 
inactive/active timeout. If Inactive / Active Timeout is not 
defined, inefficient storage in flow preservation can be 
performed [8]. 

Because of these problems, several studies related to packet 
capture and storage efficiency are under its way. We propose a 
way to reduce the number of flows saved with a fundamental 
solution to all these problems. In order to reduce the number 
of saved flow, we present the concept of Inactive / Active 
Timeout adjustment used in First-N method session creation 
and termination. In this method, if the received packet by NIC 
is processed with First-N, we adjust Inactive / Active Timeout 
which is the session termination criteria short and long. The 
number of flows saved through Timeout adjustment decreases 
and enables efficient storage. Also, reducing the number of 
saved flows improves the detection speed of malware systems 
using the Drill-Down search method. 

III.  FLOW-REDUCED MALWARE DETECTION SYSTEM 
In this chapter, we will look at the session method 

generated based on First-N flow and show how to apply the 
Inactive / Active concept. Then explain the procedure of 
'Drill-Down Search' and explained how it relates to the flow 
number. 

A. Generate a First-N Flow-Based Session 

 
Figure 1.  Session Creation Process 

First-N is used to minimize/optimize the real-time detection 
and storage of traffic in gigabyte-class network environments. 
It recognizes and extracts in real time only packets 
corresponding to initial N packets coming into the network or 
initial N size data. Except for the special case like KeepAlive, 
it is possible to detect less than the first 10 packets of the 
session. So only N packets are stored. 

Figure 1 helps to understand of packets, flows, and sessions. 
A packet is a unit of information transmitted at a time on a 
network, and a flow is a group of packets consecutive within a 
certain period of time. First-N creates a session based on the 
flow. When you create a session based on a packet, the unit 
will store more amount than the flow larger than the packet, it 
takes time to be proportional to the amount of storage. Also, 
the detection speed for generating extra index information is 
lowered. In order to secure these drawbacks, you can create a 
flow-based session and have a fast scan speed. 

B. Metadata Search Method 

In the case of large capacity packets in an incoming 
network environment, use a technology that can search at high 
speed. Enable high-speed search using Drill-Down Search 
technology. In order to extract the stored network packet 
information, the Drill-Down search technology is required in 
order of session, flow, and packet based on 5-tuple (Source IP 
/ Port, Destination IP / Port, Protocol) information a packet is 
detected. It is possible to retrieve necessary packets at high 
speed without saving index information for high-speed 
retrieval of packet information by separately storing the 
generated flow and session information. Figure 2 shows the 
Drill-Down Search process. First, search for sessions 
according to specific search criteria. Search session 
information file using session ID. At this time, the file of 
session information has the largest unit compared with flow 
and packet, so the detected amount is the smallest. Find all the 
IDs of the flows included in a specific session and extract the 
information of the flow list. Find and extract all packet IDs in 
the next extracted specific flow file and read the data. We can 
see that in this process the Drill-Down Search method 
searches for the flow file. You can see that decreasing the 
number of files searched in the flow file helps to improve 
search speed. 

 

 
Figure 2.  Drill-Down Search Process 

C. Inactive/Active Timeout 

Inactive / Active Timeout is a function used when you 
terminate a session with the First-N method. We are trying to 
reduce the number of flows saved in this way. Inactive / 
Active Timeout is used as a criterion for the end point of 
session creation and obtains the change in size to the current 
number of received flows and the number of saved flows. The 
Inactive time means that if packets with the same 5-tuple are 
not transmitted or received for a certain period of time, 
packets up to that time will be stored collectively in one flow. 
The active timeout means that when packets with the same 5-
tuple are continuous for a certain period of time, multiple 
packets are collectively stored in one flow. 

IV.  IMPLEMENTATION RESULT 

A. Implementation Environments 

We have created an experimental environment to verify the 
Inactive / Active timeout efficiency. First, have to make that 
packets arrive in the NIC of a gigabyte network environment. 
For the packet generation, packets are generated on the 
network by executing a computer, downloading a file through 
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the Internet, playing back a movie, etc. Packets coming into 
the NIC are processed by the First-N method and stored in 
Storage. At this time, we use the Inactive / Active Timeout 
adjustment method to give two experimental values and 
measure the result value. 

Setting Inactive / Active timeout adjustment User Interface 
Software used C ++ for development of Support Service based 
on LAMP platform. We used CodeIgniter for UI Framework 
for web service development and used PHP which is a server-
side scripting language. Finally, we used an interface with the 
standard SQL language to access MariaDB where the 
metadata is stored. 

 

 
Figure 3.  Architecture of Implemetation Environment 

An implementation method for the verification is to 
experiment with the Inactive / Active Timeout set value short, 
long and divided into two cases. Compare the values of the 
results that occurred in the two different cases and check the 
change in the number of saved flows. 

The setting values for the verification are as follows. 
 Short-Timeout Length (Short-Time Timeout) – Set 

Inactive/Active Timeout to 10 seconds / 50 seconds. 
 Long-Timeout Length (Long-Time Timeout) – Set 

Inactive/Active Timeout to 40 seconds / 160 seconds. 
Experiment Measurement time will proceed for more than 5 

minutes to collect enough data so that results can be 
accurately derived from the following graph. The short-time 
Timeout is used as a comparison and analysis value for only 5 
minutes from 19: 47 to 19: 52, and the long-time timeout is 
used as a comparison and analysis value of only 5 minutes 
from 19: 54 to 19: 59. 

B. Implementation Results 

   
Figure 4.  Current flow number measurement graph (left timeout for short-

time timeout, right for long-time timeout) 

Figure 4 is a graph obtained by measuring the current flow 
number of the short-time Timeout and the long-time Timeout. 
Analyze the resulting value of the other Timeout setting. In 
the case of the short-time Timeout, the current flow number is 
measured on the average of about 400. In the case of long-

time Timeout, the current number of flows was measured on 
average about 900. 
 

   
Figure 5.  Number of flow saved per second measurement graph (left timeout 

for short-time timeout, right for long-time timeout) 

Figure 5 is a graph that measures the number of saved 
flows per second for short-time Timeout and long-time 
Timeout. Analyze the result value of the Timeout setting value 
in two different cases. In the case of short-time Timeout, the 
number of saved flows was measured on average about 30. In 
the case of a long-time Timeout, the number of saved flows 
was measured on average about 20. For maximum saved flow 
values, the short time Timeout was measured to be close to 
120 and the long-time Timeout was measured for the number 
of saved flows less than 55.  

When it is set to the length of Timeout for a short time, the 
end of the session is finished faster than when the session is 
set to Timeout for a long time. Therefore, the current number 
of flows displayed since the session was created is measured 
relatively small. When sessions are finished, they are saved, 
so when you measure in the same time zone for 5 minutes, the 
number of flows saved every second is increased with a short 
Timeout setting where the criteria of session termination are 
short and termination occurs frequently. In the case of a long 
timeout, the end time of the session is 110 seconds longer than 
that of the short timeout, and the active timeout is 30 seconds 
longer. The end of the session ends late by this difference. For 
sessions that are maintained for a relatively long time, of 
course, the number of flows displayed on the network and 
displayed is numerous. However, as the session is held longer, 
the number of session terminations decreases. A decrease in 
the number of termination is equivalent to a decrease in the 
number of data storage times. Therefore, looking at the 
number of flow saved every second, it is 20 on average. 
Shows the number of stored flow numbers that is less than 30 
which is the average value of short Timeout. Even when 
comparing the flow sizes saved every second, there are times 
when the short timeout exceeds the flow size of 60. The long 
timeout is measured with a flow size of 60 or more. 

V. CONCLUSIONS 
High-speed, and large-capacity traffic requires that the 

amount of packets be stored very efficiently, and the searching 
speed of stored packets should be increased. We implemented 
with the method of adjusting inactive/active timeout in First-N 
mode. Inactive/active timeout were experimented by 
modifying two different setting values. As a result, the results 
of setting timeout to a longer value saved the number of flows 
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per second while maintaining more sessions. Because the 
number of stored flows is reduced, the search speed is 
increased by reducing the amount of search that is performed 
by the Drill-down search, which performs the process of 
searching the flow file. 

We have verified that increasing the length of inactive / 
active timeout reduces the number of stored flows. Applying 
this result to the drill-down search mechanism will reduce the 
number of stored flows and improve the search speed. 

Research is needed to optimize the search speed by 
appropriately adjusting the inactive / active timeout according 
to the specification of the network equipment using the drill-
down search mechanism. 
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