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Abstract

Today, mobile devices are being widely used in personal and
professional life. By increasing the popularity of touchscreen
platform as an input method in mobiles phones, touch gesture
behaviour is becoming more significantly important in interaction
with the phone. Due to increasing demand for safer access in
touchscreen mobile phones, old strategies like pins, tokens, or
passwords have failed to stay abreast of the challenges. By utilizing
touch gesture behaviour biometric techniques, the authentication
mechanism will improve and would make it more difficult for a
shoulder surfer to replay the password, even if he observes the entire
gesture. The purpose of this research is to conduct a systematic
literature review SLR for the current state-of-the-art in the field of
touch features gesture. The results of this research identified thirteen
touch features followed by the previous studies (PSs) to authenticate
users. However, based on the schemes followed by the previous
studies (PSs) there was not any scheme that extract and use all touch
features for mobile user authentication. There are number of areas
of future work that could be carried out to advance upon this
research and within the area of authentication on mobile devices.
Each of the pervious study (PS) extracted only one or more features.
The maximum number of features used in S14 year 2014 and S15
year 2015 were seven features. Extracting thirteen touch features
and use them for the authentication will be one contribution in future
work.

Keywords: Biometrics, smartphone authentication, touch gesture
authentication, mobile security and android authentication.

1.0 INTRODUCTION

Mobile phones and to be specific the smartphone have largely
permeated in almost all our daily lives. Currently they are part and
particle of our daily lives be it at work, in schools, generally in all
spheres of our lives today. This has been largely due to the wide
range of services the smartphone provides such as keeping track of
appointments, meetings, providing multimedia storage, access to
social media and email, among others making it a very fundamental
device in human life today. According to Seo et al. [1], there were
326.5 million smartphone users in 2010 globally. This was an
increase of roughly 15 times in comparison to the number of users
in 2005; they forecast by 2012, the number of users would reach
766.1 million. Most mobile phone services are provided via the
internet making it ubiquitous, with a potential of unauthorized users
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getting unlimited access to the device. This may lead to
data that is private and sensitive to the owner be stolen or
abused [2].

When a mobile phone in particular a smartphone is
stolen, a lot of private and sensitive data can be
compromised and be exploited for malicious activities,
as the users of such phones usually are concerned about
their sensitive data stored in the phone than the phone
itself [3]. In essence, when a smartphone is lost, the
consequences that come with it are dire; they include
privacy  intrusion, user  impersonation, and
sometimessevere financial loss. As a first defence step,
user authentication is essential to protect a system.
Currently, user authentication systems for mobile phones
are mainly based on three techniques: passwords,
physiological biometrics and behavioural biometrics [4].
Password authentication has well-known drawbacks, for
instance, passwords can often easily be guessed and
stolen through

“shoulder  surfing” [5]. Moreover, password
authentication method brings insufficient security level
because writing them down, using simple passwords, or
reusing passwords make them easy to break. In this way,
it is important to make and grow uniquely adjusted
systems, which are intended to be usable under these
limitations.

Previous studies [6-10] have reported that biometric
based person recognition is a good alternative to
overcome the difficulties of password authentication.
Biometric authentication is an authentication mechanism
that uses human behavioural or physiological
characteristics that are measurable, to define and
represent the identity of a user.

Human physiological biometrics are the physical human
body characteristics that uniquely identify a person, these
include fingerprints, retina and human face [11]. Such
biometrics are known to offer a consistent performance,
however, they are also known to have a common
disadvantage of being non-standardized and costly [12].
In addition, physical biometrics are difficult and intrusive
for collectability, low degree of user acceptability [8]. As
reported in Banerjee and Woodard [13], the use of
biometrics such as face, fingerprints and signature
requires additional tools to acquire the biometric which
leads to an increase in costs. In contrast, behavioural
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biometrics authentication relies upon a person's actions or habits to
uniquely identify that person. Behavioural biometrics
authentication may include signature recognition, mouse dynamics,
touch gesture and keystroke dynamics. Behavioural biometrics can
be an alternative to physical biometrics, therefore address some of
the earlier pitfalls of physical biometrics. In addition, behavioural
biometrics are easily implementable since they can be implemented
at the software level [14]. These biometrics can be unobtrusive and
easily collected, without the user's knowledge [11]. In addition,
collection of data about the behavioural biometrics does not often
require any special hardware and therefore it is cost effective [15].
Traditional biometric methods include fingerprints, face or voice
recognition have been wused in mobile devices for user
authentication. However, face or voice recognition have an issue not
very well suited in every situation. The authentication method must
be able to cope with very different environments for example
relatively dark or noisy. In addition, Fingerprints rely on specific
scanners, which are not available on every smartphone today.
Furthermore, embedding fingerprint sensors into touchscreens
behind gorilla glass is challenging, and has not been demonstrated
[16]. Another traditional biometric method is keystroke
authentication that used traditional keyboards [17]. This method
could only provide temporal information, such as time interval
between keystroke and time interval of a key being pressed [18].
With the increased popularity of touchscreen mobile phones, touch
gesture behaviour is increasingly becoming important in
comparison to its counterpart the keystroke behaviour, since almost
all smartphones use the touchscreen as the main input method [5,
19]. A gesture based authentication system would make it more
difficult for a shoulder surfer to replay the password, even if he
observes the entire gesture. Subtleties like force, speed, flexibility,
pressure, and individual anatomical differences would prevent the
casual observer of the password [20].

This research focuses on a biometric authentication method, namely
touch gesture recognition. Most of the latest mobile phones have
embedded sensors which can be used for touch gesture mobile
biometric authentication [21]. Touch gestures, as a kind of
behavioral biometric, are the way that users swipe their fingers on
the screen of their mobile devices to authenticate them while they
perform basic operations on the phone. In these methods, a
behavioral feature is extracted from the recorded data and a
discriminative classifier is trained on these extracted features for
authentication. While the user performs the gesture, it leverages the
touchscreen sensor to extract touch users finger features (size,
pressure, timing and distance). When combined, the information
from touch sensors provides a detailed view into how the individual
user performs the gesture, and as it shows in this research, it can be
used as a finger touch sensor to authenticate the user. Attackers
willing to bypass this authentication mechanism, face a much harder
task, as they have to reproduce the timing, placement, size, and
pressure of each finger touch simultaneously.

This work is provided systematic literature review of touch
features used by the previous studies. Therefore, the systematic
literature review reported in this research is more narrowly
focused, the previous study does not provide a detailed overview
and discussion of identifying touch features. In addition, the
previous work study did not follow a systematic approach and is
more a literature survey than a systematic literature review (SLR).
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This systematic literature review (SLR) summarizes the
current state-of-the-art in the field of touch features
gesture authentication and organized as follows: Related
work in touch gesture features based on systematic
literature review is explained in Section 2. Feature
extraction algorithms of behavioural biometric touch
gesture are described in Section 3. In Section 4, the
finding of systematic literature review are listed. The
concluding remarks and future works are presented in
Section 5.

2.0 Related Work In Touch Gesture Features Based

On Systematic Literature Review.

This SLR summarizes the current state-of-the-art in the
field of touch features gesture authentication. Based on
the [50] guidelines, this SLR was performed in three
main phases: planning, conducting, and reporting the
review. The first stage includes the recognition of the
need for a systematic review and the development of the
review protocol. Based on the previous studies
determined by the study selection process, this SLR
seeks to This SLR seeks to identify possible touch
features that have been empirically evaluated and
applied to authenticate the users based on their touch. To
achieve this goal, we searched the literature for the
corresponding PSs. To obtain a comprehensive list of
previous studies (PSs), we performed an automatic
search in the most popular and relevant digital libraries.
Selecting all these libraries together can lead to
overlapping results, which requires the identification and
removal of redundant results; however, this selection of
libraries increases confidence in the completeness of the
review. To increase the comprehensiveness of the
review, our search considered all years (2012, 2013,
2014, 2015 and 2016).

The resulting general search string is as follows: (touch
features OR touch gesture oriented OR mobile
authentication OR finger pressure in android OR finger
size in android OR touch gesture duration methods OR
touch gesture speed OR ouch gesture distance OR ouch
gesture acceleration OR touch minor in android OR
touch major in android) AND (touch gesture
classification estimate™ OR predict* OR determine* OR
identify*). We followed the conventional practice of
performing the automatic search within the titles and
abstracts of the articles included in the digital libraries.
To ensure that duplicates were ignored, we collected the
search results in an Excel spreadsheet. For each article,
we recorded the authors, year of publication of the
article, extracted features and classification algorithms
as shows in Table 1.
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Table 1: Mapping between the feature references of the PSs

Features
2
Study Author
=HE S
2| |E b=
51 (Meng and wong, 2014) 1 0 O 1) 1/ 1] 0 0] 0| O] Oof O] O
52 (Burgbacher et al., 2014) 1 0] 0] 1) 0] 0] 0] O] O 0] O] O] O
S3 (Veniamin Ginodman etal.,2014) | 0| 0] 0/ 1| 0| 0] 0[ 0] O, 0/ 1] 0] O
5S4 |(Xuetal., 2014) 1) ol o 1 1f 1f ol of 1] 1] o o] O
S5 [(Lietal, 2013) 1) ol o 1| 1f 1f o] 1f ol o] o o] o
S6  [(Mengetal, 2013) 0 ol ol 1] ol o] o[ o] o o] 1] 0] O
s7 (Wolff, 2013) 1 of o[ o] 1| 1] 0o 0] 1| 1] O O] O
58 (Kolly et al, 2012) 1 0/ O 1) 1/ 1] 0/ 0] o 0] of O] O
s9 (Sitova et al., 2015) O Ol O] 1) 0] 0] Of 0] O 0 Of 0Of O
S10 (Trojahn and Ortmeier, 2013) 0 of o] 1] 1] 1] 0o 0] 1 1] O] O] O
511 (Angulo and Wastlund, 2012) O Ol O] 1) 0 0] Of 0] O O] 1] 0O O
512 (De Luca et al, 2012) 1 0/ O 1) 1/ 1] 0/ 0] 1] 1) 0o O] O
513 (Zhenget al., 2014) O O O 1] 1] 1) 1 0] 1 1] Of 0O 0O
514 (Min, 2014) 1) 1) 1) 1] 0| 0] 1] 0] 0, O] O 1] 1
515 (Murmuria et al., 2015) 1) 1) 1] 0] 1] 1) 0 0l 0l O] Of 1] 1
516 (Shih et al., 2015) 1 Ol O 1] 1| 1] 0 0] 1] 1] O] O] O
517 (Buduru and Yau, 2015) 0 0L 0o 1] 1/ 1| of o] O O] 1] O] O
518 (Wang etal., 2015) 0 Ol ol 0] 1] 1] 0 0] 1 1] O O] O
s19 (Feng et al., 2014) 0 Ol 0p O] Of O] 1] 0] O ©Of 1] 0o O
s20 (Qiao et al., 2015) 0 Of of 0] 1] 1) of 1) O 0] Of 0] 0
1represent extracted feature
Orepresent not Extracted Feature |

Researchers have performed various study related to touch gesture
features. In [24], propose a novel authentication scheme for
smartphones and other touchscreen-based devices that extract
touch features from the fingertip movement on touchscreens and a
challenge and response authentication approach. In their proposed
system, the extracted features are the location of the fingertip, and
a timestamp t for each location. In [30], investigated how the
adaptive mechanism affects user authentication schemes based on
behavioural biometrics on mobile phones. In their study they
initially developed wuser authentication scheme based on
behavioural biometrics and experimented on two features related
to gestures namely; speed and time.

In [24], suggested a touch-based authentication framework to
authenticate user. The authentication proceeds in a passive way
while the user performs her normal touch operations. They
collected four types of touch features which are positions, time,
size, pressure, and saves their touch data sequences for further
analysis. In [22], proposed gestured biometric based system that
could authenticate users using finger movements. In their study,
the data collected was on four touch features, namely position,
pressure, distance, time; this data was saved for further analysis.
Another user authentication scheme was proposed by [30] that
used behavioural features related to touch dynamics to accurately
authenticate users. This involved the collection of detailed feature
information on touch gestures like touch direction and touch
duration.

3.0 Feature Extraction Algorithms

The findings of the systematic literature review (SLR) are reported
in this section. This section presents the answer to the research
questions and will come up with a summary of the PSs and
compare it with the proposed extracted touch features in this
research.
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Figure 2: Number of extracted features by previous
studies.

The total amount of extracted touch features by previous
studies are thirteen features namely: position, finger
pressure up , finger pressure down, finger size up, finger
size down, time interval between key press and key
release, distance, speed, acceleration, touch major up,
touch major down, touch minor up and touch minor
down. Figure 2 shows each pervious study extracted
different number of features.

The details of the extracted features by previous studies
are provided in Table 1 and number of extracted features
is shown in Figure 2. In S1 four extracted touch features
are used in their study namely: position, time, finger
pressure up and finger pressure down. In S2 two
extracted touch features are used in their study namely:
position and time. In S3 two extracted touch features are
used in their study namely: time and speed. In S4 six
extracted touch features are used in their study namely:
position, time, finger pressure up, finger pressure down,
finger size up and finger size down. In S5 five extracted
touch features are used in their study namely: position,
time, finger pressure up, finger pressure down and
distance.

In addition, S6 two extracted touch features are used in
their study namely: time and speed. In S7 five extracted
touch features are used in their study namely: position,
finger pressure up, finger pressure down, finger size up
and finger size down. In S8 four extracted touch features
are used in their study namely: position, time, finger
pressure up and finger pressure down. In S9 only time
extracted touch feature is used in their study. In S10 five
extracted touch features are used in their study namely:
time, finger pressure up, finger pressure down, finger
size up and finger size down.

Furthermore, in S11 two extracted touch features are
used in their study namely: time and speed. In S12 six
extracted touch features are used in their study namely:
position, time, finger pressure up, finger pressure down,
finger size up and finger size down. In S13 six extracted
touch features are used in their study namely: time,
finger pressure up, finger pressure down, acceleration,
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finger size up and finger size down. In S14 seven extracted touch
features are used in their study namely: position, touch minor up,
touch minor down, time, acceleration, touch major up and touch
major down. In S15 seven extracted touch features are used in their
study namely: position, touch minor up, touch minor down, finger
pressure up, finger pressure down, touch major up and touch major
down.

Moreover, in S16 six extracted touch features are used in their
study namely: position, time, finger pressure up, finger pressure
down, finger size up and finger size down. In S17 four extracted
touch features are used in their study namely: time, finger pressure
up, finger pressure down and speed. In S18 four extracted touch
features are used in their study namely: finger pressure up, finger
pressure down, finger size up, finger size down. In S19 two
extracted touch features are used in their study namely:
acceleration and speed. In S20 three extracted touch features are
used in their study namely: finger pressure up, finger pressure
down and distance.

Based on the proposed schemes followed by the previous studies
(PSs) in Table 1 they extracted the features using android touch
screen mobile phone. The answer for this question is to show how
the previous studies (PSs) extracted the features. The flowing
section describes the way of extracting the features:

4.0 Systematic Literature Review Discussion

In this systematic literature review (SLR) we have identified thirteen
touch features followed by the previous studies (PSs) to authenticate
users. Table 2 shows the features extraction comparison between
previous studies (PSs) and the propose scheme. Based on the
comparison we can see the propose scheme will follow the same
way of extracting features used by previous studies (PSs). The
difference between propose scheme and previous studies focus in

five contribution as shown in Table 2 below:

Table 2: Propos Scheme Feature Extraction.

Feature Contribution

1 All Features  Each of the pervious study (PS)
extracted only one or more features.
The maximum number of features used
in S14 year 2014 and S15 year 2015
were seven features. The propose
scheme will extract thirteen touch
features.

The pervious study only determined
the distance for the first touch position
and get the coordinates. The propose
scheme will calculate historical point
within action move during touch to get
the distance accurately.

The pervious study used wrong
calculation for distance which will
affect the speed calculation. The
propose scheme will calculate
historical point within action move
during touch to get the speed
accurately.

2  Distance

3 Speed

ISBN 979-11-88428-00-7

71

4 Acceleration The pervious study used wrong
calculation for distance which will
affect the acceleration calculation. The
propose scheme will calculate
historical point within action move
during touch to get the acceleration
accurately.

The pervious study used one position
to determine the distance, speed and
acceleration. The propose scheme will
extract and trace all historical point
within action move and get the
calculation of distance, speed and
acceleration accurately.

5  Position

5.0 CONCLUSION AND FUTURE WORKS

This research focuses on a biometric authentication
method, namely touch gesture recognition. Most of the
latest mobile phones have embedded sensors which can
be used for touch gesture mobile biometric authentication.
This work is provided systematic literature review of
touch features used by the previous studied. Researchers
have performed various study related to touch gesture
features. The findings of the systematic literature review
(SLR) are identified thirteen touch features followed by
the previous studies (PSs) to authenticate users. However,
based on the schemes followed by the previous studies
(PSs) there was not any scheme that extract and use all
touch features for mobile user authentication. There are
number of areas of future work that could be carried out
to advance upon this research and within the area of
authentication on mobile devices. Each of the pervious
study (PS) extracted only one or more features. The
maximum number of features used in S14 year 2014 and
S15 year 2015 were seven features. Extracting thirteen
touch features and use them for the authentication will be
one contribution in future work. The pervious study only
determined the distance for the first touch position and get
the coordinates. Another future work can be done by
calculating historical point within action move during
touch to get the distance accurately
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