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Abstract— Recently, industrial and national infrastructure suffer
ed economic losses due to internal leaks caused by insider leaks a
nd key data leaks. As a result, many companies applying not only
physical external and internal penetration methods, but also soft
ware, machine learning, and other methods to detect people’s ab
normal behaviour. This paper surveys trends and forecasts of the
intrusion detection techniques by categorizing into basic softwar
e and machine learning technique.
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I. INTRODUCTION

In recent years, information leaked from an enterprise or
country has caused massive economic losses [1]. As a result,
major facilities began to separate the external network from
the internal network in order to prevent internal data from
being leak to the outside [2]. It was believed that most people
would be safe from external threats [3]. However, comparing
the cases attacked by outsiders with the cases attacked by
insiders, it can be seen that the cases attacked by insiders
cause more losses [4]. Malicious behaviour caused by an
insider can be seen as a user's carelessness or corporate spy.

In this paper, we refer to industrial spies as "malicious
users" and write users who have caused accidental accidents
as "careless users". Malicious users can easily create new
companies by stealing information or sell data that has been
leaked to competitors. In the case of careless users, damage is
caused by mistakenly downloading spam or accidentally
connecting to the internal network without knowing that
malicious code exists on USB. In order to prevent damage
from information leakage, corporate and national facilities are
constructing their own anomaly detection systems or using
solutions sold by security companies to prevent attacks by
insiders [5].

II. ANOMALY DETECTION TECHNIQUES AND RELATED
STUDIES
A. Rule-based anomaly detection

An anomaly detection system is a system that enables
network administrators to regularize the behaviour of network
users and to detect violations of rules and data leakage.
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The disadvantage of the rule-based detection system is that
it cannot actively detect and defend against attacks that fall
outside of the restricted rules [7].

Malicious users continue to exploit the disadvantages of
rule-based detection systems and add new changes when the
system environment is updated to prevent legitimate rules
from being properly detected [8].

Recently, a malicious user extracts the characteristics of the
target data and finds the characteristics of the malicious user
by using the text mining technique without specifying the type
in advance. However, countermeasures were needed for
criminals attempting to attack a little differently from the
defined rules [9].

B. Machine Running

Machine learning means that a computer learns data from a
variety of cases. Machine learning has a disadvantage that
learning takes a lot of time. But it has the advantage of being
able to actively respond to new types. Table 1 lists the types of
anomaly detection systems that utilize machine learning [10,
11].

TABLE 1. TYPES OF ANOMALY DETECTION SYSTEMS USING MACHINE
LEARNING [10,11]
Type Positive negative
Neural You can generalize The training
Networks unsafe data and discover | process takes a

new and unknown
threats.

long time and is not
suitable for real-
time detection.

Decision Tree

High detection rate even
in large data.

Building a decision
tree is

optimal classification

computationally
intensive.
Fuzzy Logic Reasoning is High resource
Approximate rather than | consumption
precise. Effective, Involved.
especially against port
scans and probes.
Genetic Biologically inspired Optimization
Algorithm and employs an response time
evolutionary algorithm, cannot be
it is possible to derive guaranteed.
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rules and select good
parameters.

variables of interest

Support High training rate and The training takes a
Vector decision rate, long time.
Machine insensitiveness to

dimension of input data.
Bayesian Encodes probabilistic If prior knowledge
Network relationships among the | is wrong, good data

cannot be obtained.

In recent years, there have been various devices besides
smart phones and computers, and the amount of data that
insiders make and use has increased exponentially and the
types of data have diversified.

Rule-based detection methods have become more difficult
for people to manage all their data as the threats become more
complex and diverse.

To cope with this, most security companies prefer to detect
using machine learning rather than rule-based anomaly
detection.

Therefore, there has been an increase in the demand for
active detection and defence according to the new type.

Machine learning tends to collect more data and extract
automatically without renting to quickly respond to insider
threats and continue to try out tutoring.

Table 2 compares the advantages and disadvantages of rule-
based learning and machine learning methods.

TABLE 2. COMPARISON OF THE ADVANTAGES AND DISADVANTAGES OF
RULE-BASED AND MACHINE LEARNING METHODS

TABLE 3. CARNEGIE MELLON UNIVERSITY CERT SCENARIO

Malicious Scenario

User who did not previously use removable drives or work after
hours begins logging in after hours, using a removable drive, and
uploading data to wikileaks.org. Leaves the organization shortly
thereafter.
User begins surfing job websites and soliciting employment from
a competitor. Before leaving the company, they use a thumb driv
e (at markedly higher rates than their previous activity) to steal
data.
System administrator becomes disgruntled. Downloads a
keylogger and uses a thumb drive to transfer it to his supervisor's
machine. The next day, he uses the collected keylogs to log in as
his supervisor and send out an alarming mass email, causing
panic in the organization. He leaves the organization
immediately.
A user logs into another user's machine and searches for interesti
ng files, emailing to their home email. This behavior occurs more
and more frequently over a 3 month period.
A member of a group decimated by layoffs uploads documents to
Dropbox, planning to use them for personal gain.

The internal file of Insider Threat Dataset stores logs and
useful information. Table 4 is the directory or file used in the
CERT Dataset.

TABLE 4. CERT DIRECTORIES OR FILES AT CARNEGIE MELLON

Method Advantages Disadvantages
Rule-based | Rules are easy to It does not actively
learning configure. respond to attacks

outside the rules.
A lot of expert work
is needed to enter the
rules.
Machine It is possible to learn If the machine learns
learning machine itself without the wrong training
expert. data, the abnormal
During learning, you behavior detection
can also find internal does not work
attacks of new methods. | properly.

III.RESEARCH TREND OF INSIDER IDEAL BEHAVIOR

Recently, CERT (Computer Emergency Response Team)
Dataset provided by Carnegie Mellon University was used as
the experimental data used in the experiments of various
papers used for detection of internal threat attacks.

The version of Cert Dataset is available from R1 to R 6.2,
and as the version goes up, it is the latest version with the old
data. Experimental data were collected over 18 months, with
R4.2 collected for 1000 people and R6.2 collected for 4000
people. Table 3 is a scenario for a CERT data set.
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UNIVERSITY
Name Files Inside Function
Datasets
LDAP employee name, There is a file that lists
user_id, email, role | the employees of the
month.
device.csv id, date, user, pc, Record the file access
activity behavior for the device.
email.csv & id, date, to, from. Records e-mail
email- Note that the email transactions between
supplemental. | addresses employees.
csv
http.csv id, date, user, pc, URLSs visited by each
url employee are recorded.
logon.csv id, date, user, pc, Record the logon and
activity logoff activity of each
employee.

There is an example of an outlier detection algorithm that
predicts the degree of threat of an internal member's behavior
by using the above-mentioned CERT Data. This algorithm
generates 60 variables by generating the variables used in the
internal intrusion detection, which are used in CERT Dataset,
and by dividing the time unit into day by working time and
nonworking time. In the abnormal category, about 90% of the
observations were concentrated, and the internal intrusion
detection experiment was performed with only three tables.
The algorithm used was Gaussian density estimation, Parzen
window estimation, PCA (principal component analysis), and
KMC (K-Means clustering). The characteristics of each
algorithm are shown in the Table 5 [12].
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TABLE 5. TYPES OF OUTLIER DETECTION ALGORITHMS USING CERT DATA

Characteristic

A method of calculating an ideal score using the
probability that new data will be generated at an
estimated probability density after assuming a giv
en data as a normal distribution and estimating av
eraging variance to obtain a probability density f
unction.

A method for estimating density using kernel fun
ction as one of estimation methods of non - para
metric density.

A technique for finding new key components that
maximizes the variance of a given data.

A clustering algorithm that assigns each observati
on to a cluster with the closest centroid to itself.

Name
Gauss

Parzen

PCA

KMC

As a result of experiments in the above environment, the
results of the algorithm of Table 5, K =3, 5, 7 value of KMK
algorithm and the ensemble method of Parzen and PCA were
derived.

Experimental results show that each algorithm has a good
detection performance for each table, and that the ensemble of
Parzen and PCA shows generally excellent performance [13].

Another example of anomaly detection technology is
Autoencode, which is implemented using CERT Dataset and
Recurrent Neural Network (RNN).

Recurrent Neural Network (RNN) is different from other
neural networks because it considers the present value and the
previous input value together. Therefore, it is a model that is
used widely for the problem of thinking about the input order
like the natural language processing problem.

Autoencode is a machine learning algorithm that allows
self-learning. In the experiment, we used Autoencode data
after learning normal behavior and detected abnormal
behavior by comparing pattern of normal pattern with pattern
of day. The results showed more than 95% sensitivity, and
abnormal behavior could be detected by comparing normal
data with daily data [13].

In K. Veeramachaneni's "AI2: Protection of Large Data
Systems Education" studies, analysts combined intelligent
computer technology with the latest technology to detect new
attacks and reduce their time lapse. For attack detection and
successful prevention, five machine learning-based modelling
techniques and features are shown in Table 6.

TABLE 6. MACHINE LEARNING-BASED MODELLING TECHNIQUES AND
FEATURES

Feature

Outlier detection methods based on
matrix decomposition use Principal
Component Analysis to find cases that
violate the correlation structure of the
main bulk of the data

(Shyu et al. [2003]).

Name
Matrix Decomposition-
based outlier analysis

RNN Network to compress and reconstruct
(Replicator Neural the data in such away that the bulk of
Networks) the data is reconstructed accurately, bu

t outliers are not. This way,
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the reconstruction error can be directly
translated into an outlier score.

Test instances which fall within a
low-density region of the distri-bution
are considered outliers. The outlier
score is simply the probability density
of a point in the multidimensional
space.

Combining scores from different

Density-based
outlier analysis

Outlier score

interpretation methods is not straightforward. it is
also difficult to exploit the robustness
of multi-algorithm outlier detection
ensembles

Transforming matrix decomposition-based outlier

outlier scores into scores with aWeibull distribution,

probabilities which is flexible, and can model a

widevariety of shapes
Multi-algorithm ensembles are
combinations of predictionsfrom
different machine learning models

Outlier detection
ensembles

An ensemble of method of detection of specificity was
tested with actual datasets consisting of 3.6 billion log lines.
The results of this thesis show that the system protects the
system from invisible attacks. As feedback was collected over
time, the detection speed and the detection speed increased.
[14].

IV.CONCLUSIONS

The paper examines recent research trends of insider threat
detection systems so as not to suffer much from insider threats.
Based on rule-based abnormal behavior detection systems
used in traditional internal threat detection techniques, many
studies have been conducted on internal threat detection
systems through recent mechanical studies. Machine learning
based detection systems can detect intruder rules that can be
found in complex rules and have not yet been discovered. You
can also reduce workload by learning with artificial
intelligence. Based on this research report, we will develop a
system to detect abnormal behavior by insiders with up-to-
date information.
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