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Abstract— This paper presents protocol messages, signalling
procedures, and use cases for Media Independent M anagement
(MIM) in Software-Defined Networking (SDN)-based wireless
access networks. MIM control framework allows to control and
to acquire information in a media independent way through a
generic interface between higher layers and existing media-
specific link layers. Focusing on tightly-coupled integration
between SDN and MIM control planes, this paper describes
signalling architecture, protocol messages, high-level signalling
procedures for resource management and seamless handover,
and three use cases of MIM in SDN-based heter ogeneous wir eless
access networks.
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I. INTRODUCTION

Stimulated by the successful adoption of Software-Defined
Networking (SDN) paradigm in wired access and core
networks, SDN for wireless access networks has been
researched in recent years [1]. The SDN is based on the
separation of control and data planes with a logicaly
centralized controller. High-level SDN controller architecture
consists of application layer, SDN control layer, resource
layer, and multi-layer management functions. There are two
interfaces in the high-level architecture of SDN controller: the
northbound interface (i.e., application-control interface) and
the southbound interface (i.e., resource-control interface). In
this architecture, a logically centralized controller uses the
southbound interface to manage and control the underlying
data plane, and configures the forwarding table of the switches.
In addition, the centralized controller can manage radio
resources and mobility dynamically through the southbound
interface in wireless access networks[1, 2].

On the other hand, Media | ndependent Management (MIM)
paradigm has been evolved since IEEE 802.21 standard on
media independent handover services was published in 2009.
Recently, Media Independent Services (MI1Ss) framework (i.e.,
function and protocol) has been defined in |EEE 802.21-2017
standard [3]. The MIS framework enables the optimization of
services including not only handover service but also other
services such as radio resource management when performed
between heterogeneous networks. Based on the MIS

ISBN 979-11-88428-00-7

framework, |EEE 802.21.1-2017 standard defines several MIS
use cases and services, namely, handover between
heterogeneous networks, home energy management system,
Software-Defined Radio Access Networks (SDRANS), radio
resource management, and device-to-device communication
service [4~8].

Application of the MIM mechanism to SDN-based
heterogeneous wireless and/or wired access networks has been
studied and published recently in [7~11]. There are three
approaches for applying the MIM mechanism to SDN-based
networks, which are de-coupled interworking, loosely-coupled
integration, and tightly-coupled integration of SDN and MIM
control frameworks [11]. The SDRANs use case of |IEEE
802.21.1-2017 standard is an example of de-coupled
interworking of SDN and MIM control frameworks. There is
no relevant work to show generic signalling protocols and use
cases for the tightly-coupled integration of SDN and MIM
controls in SDN-based heterogeneous wireless access
networks.

This paper presents protocol procedures and use cases of
the tightly-coupled integration model of SDN and MIM
control frameworks to support signalling scenarios related
with radio resource allocation and seamless handover. The
MIM framework consists of MIM function (MIMF), MIM
message, and MIM user. MIM function provides a generic
interface between the different link layer technologies and the
upper layers. A set of MIM messages, which is common for
the different link layer technologies, is used to collect link
information and status, and to support seamless handover and
resource management functions. MIM user interacts with the
MIM function in the same network entity by sending or
receiving MIM messages, and decides whether to use the
MIM message information for itself or forward it to another
MIM user or MIM function of other network entity.

Following this introduction, Sections Il and Il explain
signalling architecture and protocol messages of SDN-based
access networks with MIM capabilities, respectively. Section
IV presents high-level signalling procedures for resource
management and seamless handover, and Section V describes
three use cases of MIM in SDN-based access networks.
Finally, Section VI makes conclusion.
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Il. ARCHITECTURE OF SDN-BASED ACCESSNETWORKS
WITH MIM CAPABILITIES

A. Network Architecture of SDN-based Access Network

with MIM Capabilities

Figure 1 shows the network architecture of SDN-based
access networks with MIM capabilities. As network entities,
this figure illustrates both an MIMF-enabled SDN switch
integrated with access point (e.g., AP in WLAN, base station
in cellular network) and an MIMF-enabled SDN switch
separated from the MIMF-enabled access point. The MIM
controller function can reside in the SDN controller as shown
in this figure, or be located outside the SDN controller. A
mobile node (mobile node 1), which is attached to an MIMF-
enabled SDN switch integrated with access point of serving
network, will move and be attached to one of the MIMF-
enabled SDN switches integrated with access point (candidate
1 and candidate 2) when handover occurs. The SDN controller
with MIM controls and manages resources of all of access
points and SDN switches of serving and candidate networks.
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Flgure 1 Network architecture of SDN-based access network with
MIM capabilities
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B. Tightly-coupled Integration of SDN and MIM Controls

Tightly-coupled integration architecture aims to embed the
flexibility of MIM mechanisms into SDN protocol and SDN
network functions in the network entities such as SDN
controller and SDN switch. Figure 2 depicts the signalling
architecture model of a tightly-coupled approach for the
integration of SDN and MIM control frameworks. This
tightly-coupled approach requires development of SDN
protocol (for example, OpenFlow) extensions to obtain link
information and to control link behavior in a technology
abstraction way. The extended SDN protocol becomes able to
provide a common optimized control of wired and wireless
networks through SDN mechanisms.

The signalling architecture model depicted in Figure 2
shows functions and functional interactions among the
following network entities:

- SDN application: This network entity is responsible for

handling network resources and controlling mobility
procedures.
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- MIMF-enabled SDN controller: This network entity is
responsible for performing configuration, resource
dlocation, routing and switching related tasks, such as
updating forward tables of SDN Switches. Also, it hasan
MIM function for exchanging MIM protocol messages
with other network entities.

MIMF-enabled SDN switch: This network entity is
responsible for executing data packet forwarding
operations, via a flow table which stores information on
how to process each data flow, and network resources
configured by the SDN controller via the southbound
protocol. Also, it hasan MIM function.

MIM F-enabled access point: It provides link connectivity
toan MN, as well as features an MIM function.

Mobile node (MN): The MN represents the end-user
equipment that allows the user to connect to the network.
The MN may have one or more wireless access
technologies (ATs) (e.g., WLAN, WiMAX, LTE). The
MN’s MIM function interfaces towards the access links
and interfaces towards higher-layer entities, allowing
them to control and to retrieve information from the links

in an abstract way.
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Figure 2. Signalling architecture model of atightly-coupled
approach for the integration of SDN and MIM control frameworks

[11. PROTOCOL M ESSAGES OF SDN-BASED ACCESS
NETWORKSWITH MIM CAPABILITIES

To support link resource management and seamless
handover, the following messages related to wireless link are
required in SDN-based access networks with MIM capabilities.

- Link_Discovery

- Link_Set Configure

- Link_Get_Parameters

- Link_Actions

- Link_Event_Subscribe

- Link_Event_Unsubscribe
- Link_Probe

- Node Attached

- Node Detached

All of the messages consist of the message header and the
payload. The message header format is described in Table 1.
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TABLE 1. MESSAGE HEADER FIELDS

Field name Description
Version Thisindicates version of message format
Message type This uniquely specifies the type of message
Message length | This specifies the length of total message

Transaction ID This is generated by the sender of the
message and used to control transaction of
message and matching of requests and

responses

The transaction ID is used to control transaction of
messages. Transaction ID is associated with a message. If
there is a response message for a request message, the
transaction 1Ds of the request and response messages are the
same. Response message uses the same ID as was in the
request message to facilitate pairing.

As shown in Table 2, message payload contains operation
code, source ID, destination ID, and optional information. The
optional information field of a specific message may include
some of the following parameters.

- Link address list: contains pairs of link ID and link

address.

- Link ID: identifies the link of switches and access points.

- Node address: indicates link-layer address of a node.

- Status: indicates result status of operation regquested by
Link_Discovery, Link_Set Configure, Link Actions,
Link_Event_Subscribe/Unsubscribe, or Link_Probe.

- Link configuration list: contains link configuration
parameters such as link type, link availability, and link
quality.

- Event list: contains list of events to be
subscribed/unsubscribed, which are relevant to link
status monitoring.

- Action list: contains list of actions to be taken for control
the behavior of the links, which are relevant to handover.

TABLE 2. MESSAGE PAYLOAD FIELDS

Field name Description
Operation This specifies a type of operation to be
code performed. As type of operation there are
request, response, and notify.
Source ID This identifies the invoker of this message. It

specifies the MIM function of the maobile node,
SDN switch, or SDN controller.

Destination This identifies the receiver of this message. It
ID specifies the MIM function of the mobile node,
SDN switch, or SDN controller.

Thisfield can contains optional parameters such
aslink address list, link ID, node address, status,
link configuration list, event list, and action list.

Optional
information

Link_Discovery messages are used by the SDN controller
to discover the link technology and to support capabilities of a
specific link in the SDN Switch. When invoking this message
to discover the link of a SDN switch, the SDN switch can
optionally transmit the link information of its mobile node.
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Therefore, it is possible to selectively transmit the information
when the same node is found in two switches.

Link_Set Configure messages are used by the SDN
controller to configure one or more parameter values (link
type, link identifier, link availability, link quality, etc.) in the
SDN switch. This request message is generated by an SDN
controller to set configuration values for different link
parameters in the SDN switch.

Link_Get_Parameters messages are used by the SDN
controller to discover and to monitor the status of the links in
the SDN switch. This message is aso generated at specified
intervals for various parameters and indicates changes in link
conditions that have crossed specified levels. In the case of
wireless network, this event is generated when higher protocol
layers wish to monitor the performance parameters for a
network. These higher layers can be on the network side for
network initiated handovers, and the MIM user (node
applications) on the mobile node can transfer these parameters.
For mobile node initiated handovers, the local MIM user
(node applications) would monitor link-layer properties. For
each specified parameter, this notification is generated either
a a predefined regular interval determined by a user
configurable timer. The MIM user (node applications)
receives this event from the link layer. The MIM user (node
applications) then passes this notification to the SDN
controller that has subscribed for this notification.

Link_Actions messages are used by the SDN controller to
control the behavior of the links in the SDN switch and to
request an action on a link-layer connection to enable optimal
handling of link-layer resources for the purpose of handovers.
The Link_Actions request message contains action list on
link-layer connection that requests shutdown, remaining active,
performing a scan, changing into active mode, handover
initiation, handover resource request, and remaining in stand-
by mode. The SDN controller generates this message upon
request from the SDN application (e.g., multi-access
management functions) to perform an action on a pre-defined
link-layer connection. Upon receipt of this message, the link-
layer technology supporting the current link-layer connections
performs the action specified by the action list of
Link_Actions message in accordance with the procedures
specified by the relevant standards organization.

Link_Event Subscribe messages are used by the SDN
controller to subscribe to one or more events (link SNR
threshold, link capacity monitoring, link error rate, etc.) from
a gpecific link in the SDN switch. The response indicates
which of the requested events were successfully subscribed to.
Events that were not successfully subscribed to will not be
delivered to the subscriber.

Link_Event_Unsubscribe messages are used by the SDN
controller to unsubscribe a set of previous subscribed events
fromalink in the SDN switch. This message is generated by a
subscriber such as the SDN controller that is seeking to
unsubscribe from an already subscribed set of events.

Link_Probe messages are used by the SDN controller to
request the SDN switch to probe an associated node. It issues
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the switch to send a null data frame to the node, reporting
when the frame is acknowledged.

Node Attached and Node Detached messages are sent by
the SDN switch to notify the SDN controller about the
detection of the attachment/detachment of a node.

IV.HIGH-LEVEL SIGNALLING PROCEDURES OF SDN-BASED
ACCESSNETWORKSWITH MIM CAPABILITIES

A. Signalling Procedure for Resource Management

Signalling procedure for resource management consists of
the following three steps.

1. Process of connecting a mobile node and a neighbour
SDN switch

2. Process of receiving a probe message from an MIMF-
enabled SDN controller after connecting process

3. Process of requesting the setting value of mobile node
from an SDN controller with MIM

Figure 3 illustrates signalling procedure for resource
management of SDN-based access network with MIM
capabilities. Mobile node connects to a nearby MIMF-enabled
SDN switch using MIM information. It is assumed that MIM
information sent from mobile node is transmitted to REST
(Representational  State Transfer), which is one kind of
application protocol. The connected MIMF-enabled SDN
switch transmits this information to the MIMF-enabled SDN
controller by sending Node Attached message through
southbound interface. The MIMF-enabled SDN controller
receives the message, confirms contents of the message, and
registers the mobile node in the management application.

Figure 3. Procedures for resource management

After connection process is completed, Link_Probe
message can be periodically requested from MIMF-enabled
SDN controller through SDN switch to confirm whether
mobile node is connected. Then, the MIMF-enabled SDN
controller can send Link_Get_Parameters request message
that requests the setting value or the status value of mobile
node. The SDN switch that receives the request message
forwards it to the maobile node, and the mobile node sends a
response message to the MIMF-enabled SDN controller
through SDN switch.

B. Signalling Procedure for Seamless Handover
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Signalling procedure for seamless handover consists of the
following three steps:
1. Resource availability check
2. Resource preparation
3. Seamless handover execution

Figures 4 to 6 show the signalling procedure for seamless
handover. The following procedure describes seamless
handover in the network environment with the same type
(MAC, etc.) of network devices. Mobile node checks the
resource of nearby SDN switch. In the SDN switch to which
mobile node is connected, it is difficult to confirm the
resource of nearby SDN switch directly. Therefore, related
MIM message is transmitted to an MIMF-enabled SDN
controller, and the MIMF-enabled SDN controller transmits
an MIM message to the nearby SDN switch for checking
resources. Mobile node receives resource information of
neighbouring SDN switches, chooses a candidate SDN switch,
and requests resource preparation. When the resource
preparation is completed, new connection is completed with
the candidate SDN switch, and old connection is released
from the serving SDN switch.

V. USe CASESOF MEDIA INDEPENDENT M ANAGEMENT IN
SDN-BASED ACCESS NETWORK

A. Use Case of Seamless Vertical Handover

Seamless vertical handover is supported by using MIMF-
enabled SDN switch and MIMF-enabled SDN controller in
heterogeneous network. MIMF-enabled SDN switch collects
information (status and configuration) of wireless resource
from mobile node, and transmits it to MIMF-enabled SDN
controller. MIMF-enabled SDN controller makes decisions
based on the collected information. For this purpose, MIMF-
enabled SDN controller periodically monitors change of the
radio signal that is reported as an event by mobile node or
MIMF-enabled SDN switch.

Process of seamless vertical handover is divided into three
stages as follows.

1. Handover preparation stage checks for decrease in signal
strength or link quality, and neighboring networks are
discovered and information is exchanged.

2. In handover decision stage, best network is selected from
different available networks using decision agorithm.

3. In handover execution stage, connection transfer,
handover signaling, and packet reception occur.

As illustrated in Figure 7, MIMF-enabled SDN controller
performs management of various resources of the wireless
network during the handover process.

B. Use Case of Link Aggregation

Aggregation of multiple physical links into a single logical
link is to provide bandwidth extension, QoS guarantee, and
multipath support. For physical and link layer aggregations,
Network Interface Card (NIC)-based or Virtual LAN
(VLAN)-based bonding is used in wired access networks, and
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Figure 6. Procedures for resource management — (c) Seamless
handover execution

channel bonding is used in wireless access networks. For
transport layer aggregation, multipath TCP (MTCP) are used
in wired and wireless networks.

In this use case, MIMF-enabled SDN controller monitors
the status of ports and links in MIMF-enabled SDN switch,
and performs dynamic link control based on the real time
monitoring. This approach can reduce packet loss and/or
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reordering during the link aggregation since it is possible to
analyse transport header in the SDN switch.

MIMF-enabled
SDN controller

—— Wiredlink - Control path

Data path

; - = = = Wireless link

|
i )
l‘\ Mubiq}é’etwork\

“'-{sgﬁészsmf-':

Mobile
node

MIMF-enabled

SDN controller IMF-enabled

‘-“ SDN controller

. Mobile network 5
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Figure 7. Illustration of seamless vertical handover process

This is an example of wireless link aggregation by MIMF-
enabled SDN controller. Link aggregation requires wireless
resource monitoring and routing. In this use case, we proceed
through these settings by MIMF-enabled SDN controller as
shown in Figure 8. The advantage of this is that it can be
applied quickly in a dynamic environment.

1. SDN switch, Wi-Fi and mobile networks are controlled

by MIMF-enabled SDN controller.
2. Request large amount of data from mobile node to server.
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3. Mobile nodeis connected to Wi-Fi and Mobile Network.

4, Transmission of data from server to mobile node through
Wi-Fi and Mobile network. It is controlled by MIMF-
enabled SDN controller.

—— Wired link

= === Wireless link

MIMF-enabled ..
.+ SDN controller ™. "+

-------- Control path

Data path

ﬁl SDN switch

Serverg

SDN switch  Mohile network
(SDN switch)

Figure 8. lllustration of link aggregation

C. Usecase of coping with interference in wireless network

Recently, number of installed APs and base stations has
been increased due to drastic increase of mobile data traffic.
Hence, the interference between APs or between AP and base
station has resulted in deterioration of link quality and
network performance. This use case uses MIMF-based SDN
controller to resolve this issue. The MIMF-enabled SDN
controller gathers wired and wireless information, and
allocates frequencies and channels to AP and base station
based on this information. It can select an AP or a base station
for a mobile node based on the mobile node profile if there are
two or more candidate APs and base stations for serving the
mobile node.

Figure 9 shows a case where a collision occurs between
wireless network resources. MIMF-enabled SDN controller is
used to monitoring radio resources. When such an interference
occurs, The MIMF-enabled SDN controller checks the node
profile to provide the network service only to the more
suitable network, or to select the network service considering
the network environment.

1. Mobile node A receives data through mobile network,
and mobile nodes B and C receive data through Wi-Fi.

2. Mobile node A is moving to Wi-Fi service area.

3. When mobile node A entersthe Wi-Fi service area, inter-
RAT interference occurs

4. When a new mobile network (small cell) isinstalled near
mobile node B, the mobile node B interferes with the
intraRAT. When using the same frequency in mobile
network (small cell) and Wi-Fi, channel interference
occurs.

V1.CONCLUSIONS

This paper presented signalling architecture, protocol
messages, and high-level signalling procedures for MIM in
SDN-based heterogeneous wireless access networks. It also
illustrated three use cases of the MIM in SDN-based wireless
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networks, which are seamless vertical handover, link
aggregation, and coping with wireless interference. By
focusing on tightly-coupled integration between SDN and
MIM control planes, new emerging 5G services for
cooperative resource management and low-latency seamless
handover can be effectively enabled in the proposed MIM
control framework.

——— Wiredlink  ---- Wirelesslink -——-—--—— Control path

"""”"“‘SD’N switch

MIMF-enabled
SDN controller

"TTTTTTTSDN switch

MIMF-enabled
SDN controller

Figure 9. lllustration of interference in wireless network
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