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Abstract— With the demand for rapid exchanges of information,
device to device (D2D) communications become one of the
essential componentsof next-gener ation network ar chitecture. To
realize efficient D2D communication, peer discovery plays an
important role since the discovery result strongly affects further
performance. Most of the researches on peer discovery in D2D
communication are based on discovering proximity devices to
recognize nearby destination devices. In particular, some
resear ches focus on time dot distribution to broadcast address
information for discovering proximity devices. Moreover, other
resear ches pay attention to user grouping with different beacon
probing signals. However, these peer discovery mechanisms do
not consider therisksthat sour ce devices may encounter malicious
devicesin real situations. Asasolution tothis, thispaper proposes
a peer discovery mechanism which applies the social network
relationship information to exclude malicious devices. The
proposed mechanism contributes to decrease the probability of
encountering malicious devices and enhancesthe efficiency of peer
discovery by excluding maliciousdevices. Simulationsclarify that
the base station (BS) extractstrusted candidates among devicesto
quantify the trust degree of devices based on the potential social
infor mation.

Keywords— D2D communication, peer discovery, malicious
device, social network infor mation, deep neural network

. INTRODUCTION

In the evolution of 5G-based wireless communication
technology, the performance of such as technology continues
to improve the efficiency from the perspective of network
capacity, spectrum utilization, and so forth. On the other hand,
from the viewpoint of users, rich communication services and
the user demands require higher data switching rates and more
connections to ensure lower cost, higher security, and stable
communication. Device to device (D2D) communication, that
is one of the essential technologies of 5G, potentialy
ameliorates the performance of the communication system and
expands the prospects of cellular communication applications.
When devices of users exist in proximity, the devices can
directly transmit data to each other through the D2D
communication, and therefore D2D communication guarantees
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them to reuse the cellular network resources under the control
of base station (BS) [1]. Therefore, some researches that the
cellular network promotes and assists D2D communication
have been proposed to improve spectrum utilization [2], [3].

In D2D communication, peer discovery, mode selection,
resource allocation and interference management [4] are the
main components. Here, this paper focuses on peer discovery
sinceit isthe essential procedure to determine communication
pairs among peer candidates and peer selection affects the
efficiency of D2D communication.

In the peer discovery process, user devices require to
recognize the presence of potential candidate devicesfirstly and
there are two types of discovery approaches in traditional
schemes. Thefirst oneisthe centralized approach that the pair
selection is done from the network-side and performs paging or
other signalling to mediate discovery process by recognizing
D2D candidate devices and potential services in a centralized
manner. In addition, this approach improves the network
resource utilization since it can coordinate time and frequency
of D2D communication from the network-side. However, this
approach suffers from the difficultiesin stability and scalability
due to the irregular behaviours derived from individual device
control by users. The second oneis the decentralized approach
that the devices exchange control signals from each other to
discover themselvesin adistributed manner. If usersare placed
inside their device communication range, they can recognize
idle devices with each other whenever they require without
coordination with others.  Therefore, the decentralized
discovery is readlized only by exploiting the ad-hoc
communication in practical situations. However, there remains
an important issue that the decentralized ad-hoc approach has
high energy consumption [1]. In addition, this approach may
be difficult to find suitable candidates since devices can only
perform randomized beacon without coordination or any other
information.

Recently, a novel approach that utilizes social network
information to discover peers have been studied [1] [5]. Social
networks have penetrated people's daily life and the networks
also have played an important role in our daily life. The rapid
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® Malicious device
Trusted device

Figurel. Cluster divison model. Each cluster includes trusted devices and
malicious devices.

development of socia networks is not only for the
dissemination of information, but also an important way for
users to show their own value and their interests, and to
maintain the interpersona relationship. Consequently, it is
important to understand the characteristics and behaviours of
users in the socia networks to analyse the content
characteristics and information dissemination effect in social
networks. The social network is a system that provides
communication service to users, which is closely related to
social relationships between users. Previous studies of social
network knowledge usage have emphasized potential
advantages in peer discovery [1] [5]. By utilizing the socia
domain information, we can tackle the chalenging issue of
trusted D2D communication pair detection more effectively.

This paper proposes an ad-hoc peer discovery mechanism
based on social network information. The proposed mechanism
can obtain trusted devices based on socia network information
to exclude malicious devices using a deep neura network
(DNN) model. To combine peer discovery with potential social
network relationship, the proposed mechanism realizes to find
out potentially malicious devices. As a result, it can remove
malicious devices and increase the probability to recognize
trusted devices in a long-term situation such as a school or a
company.

Il. RELATED WORKS

Previous works devote much effort to superior mechanisms.
In[7]-[9], these mechanisms consider the target sel ection based
on distance and energy consumption. Each user’'s device
broadcasts its' own address information at a specific time slot
designed previoudy. The mechanism helps to reduce the
communication cost from the view of the individual user.
However, the mechanism forces each device to consume huge
network resource by the notifications. Paper [11] provides a
discovery scheme based on location information of each device.
Devices in a cellular network are distributed with unequal
proximity beacon according to the location valuation such as
duration, switching rate, and transmission speed. However,
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their approach only focuses on the performance improvement
of devices and networks only by using the information such as
throughout, energy and Signal- Noise Ratio (SNR) from the
viewpoint of the network. Inapractical situation, each device
can obtain more valuable information such as user’s preference
and connection frequency associated with each user since each
device belongsto each user. Therefore, it isimportant to utilize
the users' socia information and interactions to control the
network.

As an application of socia information in D2D
communication, some advanced works have been studied [1]
[5]. Paper [5] provided a social-aware peer discovery technique
in cellular networks to improve discovery efficiency. In this
technique, devices are classified into different clusters based on
social interaction frequency. Source devices recognize the
destination devices according to their demand directly from
different clusters with smaller target devices range in the peer
discovery. Paper [5] probed the scheme based on socia
attributes and service attributes [1]. It quantifies the trust
degree between user pairs, and it serves them as the basis of
neighbour discovery combined with users' social attribute
requirements. However, there still remains an ongoing
challenge due to potentially malicious devices since they don’t
consider the impact of potentially malicious devices on
worthless connections.  Potentially malicious devices also
propagate spams and take up resources to a certain extent.

It isworthwhile mentioning that real dynamic gets stuck with
potentially malicious devices, which is not considered in
previous research. In [3] [5], devices are divided into several
clusters according to their sociad metrics, such as
communication frequency and duration. Each cluster is
distributed with optimal beacons probing rate with constant
intervals, which means that each cluster takes up an unequal
time slot to broadcast their address information per cycle. In
Figure 1, the dimension of the cluster indicates the probability
of being recognized in peer discovery. More proportion of
possession signifies higher probability. Under the
circumstance, the source device requires to recognize the
cluster firstly. Then, reliable devices are detected from the set
of devices in the cluster. Therefore, the probability can be
described as the following Eq. (1).

Pf = Pclusterxptrust (1)
where Ps is the final probability of trusted devices being
recognized, Pcluster is the probability of the cluster being
recognized, Puus is the probability of trusted devices being
recognized in the cluster.

In real environments, source devices tend to recognize the
destination devices randomly without using extra information.
In other words, thereisthe possibility that source devices cause
meaningless connectionsfor the existence of maliciousdevices.
Devices may result in consuming their energy since the
recognition process might last for several loops.

The proposed mechanism is based on our previous research
[6] and has a similar work flow. Prior works only focused on
the part of using deep learning in extracting potentially
malicious devices. It achieved separating trusted devices and
malicious devices combining with social network information.
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Figure 2. Process of the proposed model.

However, previous research didn’t mention the whole process
of peer discovery.

[11. SOCIAL-AWARE PEER DISCOVERY M ECHANISM

In this paper, we advance the detail peer discovery process
model combining with social network information, which
reveal's the superiority in connection success rate comparing to
other works. Furthermore, users' evaluation is also considered
to update the individual’s social information. In a long-term
relation environment such as a school or a company, we can
conjecture the trust degree of devices from the social network
information. In general, it is considered that trusted users are
always feasible to serve positive information in frequent
interaction with others, which makes communication more
efficient. Therefore, it is adso considered that there is a
significant correlation between device communication
efficiency and trust degree. For example, user devices prefer
to communicate with familiar devices. Hence, it is also
considered that social information can be employed in a prior
detection system.

To recognize trusted devices and exclude malicious devices,
this paper proposes a peer discovery mechanism using a
recognition of trusted devices based on a deep neural network
(DNN) model. As different from the aforementioned works,
we consider that the BS executes detection tasks of trusted
devices using a deep neural network (DNN) model in the
proposed mechanism. The objective of the mechanism is to
minimize the number of candidate devices, which filters out
malicious devices according to the trust degree of users.

A. System Model

This section defines a system model for the proposed
mechanism. We adopt the common social scenarioin [5] asthe
followings: Trust degree among individuals could be reflected
by social interaction with others and established along with the
formed partnership such as friendship and colleague.
Replicating the true dynamic, the communication horizon of
the celular network is assumed as R.  For a smplified
consideration, border communication is neglected in the paper.
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TABLE |
NOTATIONS IN THE PROPOSED SYSTEM MODEL

Symbol  Definition

The number of devices detected by the source device
Idle device set

Idle device set with their credit information
Connection frequency to devicei
Connection success rate to device i

Contact duretion to devicei

Connection frequency set

Connection success rate set

Contact duration set

Trust degree set

Trust degree to devicei

Bide

— > =

ozrIm

Algorithm 1: Proposed Trusted Devices Detection Algorithm

1: The source device broadcasts asignal and sets atimer.

2: ldledevicesreply an ACK to the source device.

3:  The source device makes an idle device set B and sends
Bige t0 BS.

4: foriin By

5 BS searchesfi, hi, I of user i

6: BSformsfi, h;, li into sets F, H, L respectively

7: end for

8: BSputsF, H, and L into the neural network

9: BSgetsaset M and makes a set B,

10: BS sends B to the source device

0:

93

The sequence of the proposed detection mechanism is
described below and as shown in Figure 2.

To reflect the effect of social interactions among users to
peer discovery, the proposed mechanism uses three types of
social network information: (1) connection frequency, (2)
connection success rate, and (3) contact duration. Firstly,
connection frequency has been proposed in [1], [5] as the key
factor to show the communication enthusiasm of devices. In
addition to the factor, connection success rate and contact
duration have been used. However, in real environments, it is
assumed that malicious devices may appear in general. The
malicious devices often broadcast spams and end up the
communication for causing Distributed Denial of Service
(DD0oS) due to the network congestions. Therefore, the use of
connection success rate and contact duration may get rid of
these malicious devices. The details of them are described in
[11-C. To collect the socia network information, each device
stores and updates socia network information when occurring
social interactions. Then, each device transmits an evaluation
of the social network information in a perspective of the device
to BS to collect and aggregate the social network information
among local devices.

When a user wants to use D2D communication, the user’s
device, a source device, broadcasts its identification
information to detect local devices as peer candidates. On
receiving the message, devices reply an acknowledgment
(ACK) to the source deviceif it isin an idle status. After that,
the source device forms an idle device set Bige = {1, 2, ..., n}
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® Trusted device dataset

® Malicious device dataset

Figure 3. Process of the proposed model. Trusted devices and malicious
devices are separated via the proposed mechanism.

to seek the trust degree of these devices. Here, n means the
number of idle devices detected by the source device based on
the ACK reception.

Then, the source device sends Bige to the BS for excluding
potentially malicious devices using DNN. Here, the proposed
mechanism concentrates the all detection tasks of trusted
devices and malicious devices to the BS to reduce the
computational load of users device. Note that the features for
calculating trust degree of each device are described in [11-C
and the detailed algorithm of DNN is described in [11-D.

B. Trusted Peer Discovery Process based on DNN

This section describes the trusted peer discovery process of
the proposed model cooperate with the associated BS as shown
in Figure 3. In the proposed mechanism, all devices are
classified into two device types, trusted devices and malicious
devices, to distinguish them correctly as candidates for peer
discovery. Combining the detection tasks with social network
information, BS uses a deep neura network (DNN) to
distinguish the devices. By introducing DNN, the network will
be able to adaptively filter out malicious devices. The detailed
trusted device detection algorithmis shown in Algorithm 1 with
the summarized notation in Table 1.

In the detection system, we employ three different metrics
from social network features for decision as inputs into DNN.
The potential social features are collected by the BSin advance
viatheinformation uploading of devices[11] and then analysis
of DNN model is settled in the BS. The DNN model regards
the three social network features as inputs to estimate trust
degree of devices. The proposed neural network consists of
three layers. It is assumed that the proposed mechanism runs
in long-term relation environments such as schools or
companies since people frequently build and keep the social
relationship in these environments. Hence, users in familiar
circumstances can establish their relationship via frequent
interactions. Therefore, it isconsidered that the potential social
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information is contributed to the BS in the paper. In the
proposed mechanism, P is described as below.
P f = PDNN (2)
Where Ppnn is the probability of trusted devices being
recognized after evaluating the devices by the proposed peer
discovery process based on DNN. Through DNN processing,
trusted devices can be extracted out directly.

C. Social Network I nformation

In the detection task, we adopt the following information
based on social activities: (1) connection frequency, (2)
connection success rate, and (3) peer contact duration.

(1) Connection Frequency: The connection frequency
means that a device is recognized by other devices for peer
discovery [1], [5]. Positive devices are more active in
transmission for reciprocity. They can obtain useful
information while sharing information at the same time. The
BS manages a set F to show the frequency of each device, F =
{f1, f2, ...fi, ..., o} where f; represents the mean number of
connectionsto adevicei ina peri%d as calculated by Eq. (3).

J— 3)

R z; Uij, T 7 ]
j:

where ujj is the connection frequency of user i detected by

devicej, respectively.

(2) Connection Success Rate: The connection success rate
represents a rate for successful connection with other devices.
Here, we define a set H = {hy, hy, ..., hi, ..., hy} where h
represents the accumulated success rate of all connection of a
devicei in D2D commur;)ij cation ascz@'l1 culated by Eqg. (4).

(4)

where g;j is the success rate of the peer connection from device
i to device], bjj is the success rate of the peer connection from
device j to device i respectively. Malicious devices perform
worthless actions to waste resources. To improve connection
efficiency, we should enhance successful connection rate to
lessen worthless actions. This part consists of the process of
recognizing destination devices and being recognized as
destination devices.

(3) Contact Duration: Mean contact duration representsthe
duration of each communication. Usually, an effective
transmission sustains for enough long period [4], and it
generally requires more timeto share useful information. There
is a kind of harmful influence that malicious devices execute
short-time connections to transmit spams which results in a
congestion. Therefore, we defineaset L = {ly, I, .. , In}
where l; represents an accumul ated contact duration of devicei.

L= tiji#] (5)
j=1

P, .

1 &
B D ltsih —teikl  (6)

Y g=1
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where t;j is the mean contact duration between device i and A. Simulation Environments and Settings

devicej, Pjj isthetimes of connections between nodei and node
J» tsiik @nd tejk are the start and end of D2D communication of a
k-th time between node i and nodej.

Figure4. Framework of the detection system.

D. DNN Model for Recognizing Trusted Devices

Deep neural network (DNN), which consists of multi-layer
neural networks, is generally interpreted in terms of the
universal approximation theorem or probabilistic inference.
The proposed system uses the DNN model to make the
connection between the trust degree and social information via
neural networks. Devices in D2D communication include
hidden social network information. In the view of previous
researches on people's social behaviours, the trust degree of
devices can be estimated via social interaction information.
The proposed DNN model constructs a structure with 2 fully
connected layers. Inaddition, each layer consists of 10 neurons.
Here, we obtain the social credit set of the source device M =
{cy, ¢y ...y Gy ..., G} Where g € {0, 1} as an output of the
DNN agorithm. Note that the symbol ¢; means the devicei is
atrusted device or amalicious device.

After the detection of trusted devices and malicious devices,
TheBSformsanew set B ={1: ¢, 2: Cy, ..., N: ¢} and returns
the set to the source device. To use the information of B, the
source device can choose trusted devices based on social credit
values and it starts D2D communication based on the
information. The process of the detection system is concluded
in Figure 4.

After D2D communication, pairs of devices make an
evaluation of this communication and send it to the BS
including the features described above. The evaluation is used
to update devices social information described above and it
may increase or decrease thetrust degree of devices. Therefore,
to contribute accumul ating the credit of devices, it improvesthe
detection accuracy of trusted devices and malicious devices.

V. PERFORMANCE EVALUATION

In this section, we carry out extensive simulations to
evaluate the performance of our purposed deep learning based
peer discovery mechanism with social relationship information.
The settings and compared simulation results are presented as
follows.

ISBN 979-11-88428-03-&

We user two simulations to evaluate our proposed
mechanism.

(1) Simulation 1 uses device distribution to test the
performance. In the process, we use an existing dataset [11]
which collects the interaction information among studentsin a
school to reproduce redlistic environments. Each device
contains detailed communication factors, including connection
frequency and connection success rate, as well as contact
duration to each user. Individuals are appointed with trust
degree to be trusted or malicious. Therefore, two device
datasets are established with and without the proposed
mechanisms.

(2) Insimulation 2, in order to deeply investigate the merits
in connection success rate, we compare the proposed
mechanism with existing works [3][4]. In comparison, we
assume peer discovery as anissue of trusted device recognition.
Here, two presumptions are settled: (1) Potentially malicious
devices exist. (2) The cluster with the highest trust degree is
always chosen.

® Trusted device
A Malicious device
[

Contact Duration /10min

(@) Original device distribution.

® Trusted device
A Malicious device

Contact Duration /10min

New device distribution.

(b)

Figure5. Devicedistribution.
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B. ResultsAnalysis

Simulation 1

(1) We compare device distributions of the original one
without removing malicious devices and evaluate the
fundamental performance of the proposed mechanism as shown
in Figure 5. For the comparison, we train the detection system
with the existing dataset. Asaresult, the accuracy of the system
attends a high level in extracting trusted devices at about 95%
after the training.

Figure 5 (a) shows the original device distribution in a
natural environment based on the dataset. 1nthefigure, trusted
user devices and malicious user devices are mixed together.
The aim of the proposed mechanism is to separate them with
the DNN model.

Figure 5 (b) shows the new device distribution with the
proposed mechanism. The result shows that the proposed
system can remove most of the malicious devices correctly.
Then, the source device can acquire a set of trusted devices
from the BS in the peer discovery. Hence, it becomes a higher
probability to make ameaningful connection with the candidate
devices by the proposed peer discovery mechanism since the
source device can avoid connecting with potentially malicious
devices.

Simulation 2

(2) In the process of existing works, each cluster is
independent. Therefore, the source device can only recognize
the target from one cluster per cycle. In practice, devicesin all
clusters are possibleto be assigned asthe candidate device. For
asimplified consideration, we employ the circumstance that the
source device alwaysrecognizesthetarget fromthe cluster with
the highest trust degree. In other words, we just choose the
cluster with the largest probability each time. At the sametime,
Puust keeps the same in each cluster.

Figure 6 illustrates the performance of trusted devices
recognition under two occasions. On the left part of thered line,
the proposed mechanism is adopted. All devices focus on one
cluster. In the right part, previous works are conducted.
Devices are divided into different clusters according to their
trust degree.

Figure 6 (a) shows the result of the accuracy of target
recognition when varying Pyus and fixed Pauster = 0.8. Figure 6
(b) shows the result of the accuracy of target recognition when
varying Pauser and fixed Py = 0.7 where Py iSthe percentage
of non-malicious devices and Pgyuser iS the percentage of being-
recognized probability of the cluster.

The result shows that the proposed mechanism achieves
higher performance than the existing work. The proposed
mechanism can extract trusted devices from whole peer
candidates by using DNN model. Hence, it isakey processthat
provides the peer selection with a scheme on reducing
meaningless-connection targets. On the other hand, the
existing work cannot remove the malicious device sufficiently
since it mainly pays attention into community division with
common interests. Therefore, the peer discovery of the existing
work still suffers from the existence of malicioustargets. Asa

ISBN 979-11-88428-03-& 96

O Brust= 0.9
O Ars=07
|:| Frst= 0.5

100 |

Q1o N O
[eNeNeNoNe)

N
o

Accuracy of target recognition %

a N W
©Socoo

1 Cluster 2 Clusters 3 Clusters 4 Clusters

(@ Accuracy of the trusted device recognition with different Pyryg with

Peluster = 0.8.

2100 —— ! |:| Riuster = 0.9
E a0 | |:| Riuster = 0.7
:E 80 | i |:| Riuster = 0.5
=0 | (!

2 60 I

g, 50 .

5 40 !

330 |

%o | (1]

<@ 0

<0 .

1 Cluster 2 Clusters 3 Clusters 4 Clusters

(b)  Accuracy of the trusted device recognition with different Pauster
with Pyryst = 0.7.

Figure 6. Performance of detecting trusted devices.

result, the fact causes extra resource consumptions on
meaningless connections. Derive from this, we follow with
interest in filtering out malicious users in advance. The
proposed mechanism can emerge as an interesting peer
candidate for peer discovery.

V. CONCLUSION

This paper proposed a D2D peer discovery mechanism
underlying cellular networks based on social network
information. The proposed mechanism could recognize trusted
devices and malicious devices by using DNN model with social
network relationship. In addition, a BS employs the index to
recognize trusted devices and it recommendsthem to the source
devices for constructing worth connection.

In the course of this analysis, we have demonstrated that the
method realizes the trusted candidate detection via potential
socia relationship information. In the simulation results, the
proposed mechanism realizes that the source device avoids
malicious devices.

As a future work, the motivation of users is supposed to be
considered in the research. The instability of connection
influences the communication channel and Signal-Noise Ratio
(SNR). Therefore, future research will pay attention to the
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combination of social network information and physical
network information.
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