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Abstract—Cyber black markets for hacking tools or services
are gaining widespread attention as more advanced persistent
threat attacks are relevant to such markets. In July 2016, the
ATM heist of Taiwan First bank is based on well-known Carberp
malware family, which is available for sharing, sale or
cooperation on such markets. This study reviews organizational
cybercrime activities and ATM threats, and proposes an ICT
gover nance framework in online ATM heist management. This
framework further points out capable people, efficient process,
effective technology, and data governance. This framework is
potentially useful for cybercrime prevention.

Keywords—cybercrime, ATM threat, bank malware, criminal
group, financial technology

I. INTRODUCTION

A. Sophisticated ICT environment

The Internet has become an integral part of our society and
it enriches our lives in countless ways. Information and
communications technologies (ICTs) are the integration of
telecommunications, computers and software, which enable
users to access, store, transmit, and manipulate information.
As the computer systems of new ICT environment get more
sophisticated, so do the criminals. ICTs have facilitated not
only the methods in which crimes are committed but also the
methods in which criminals interact in committing them.

B. Financial Technology

Financial Technology (FinTech) refers to the use of
software and digital platforms to deliver money exchange
services to consumers, and make it easier than ever to make
transactions between two entities [16]. While much
cybercrime is committed by individuals acting alone, a
significant amount is accomplished by criminal groups acting
in concert. These groups have tended to vary significantly in
their criminal activities in which they engage. Cybercrimes are
developing exponentially and threating our FinTech. To fight
against the unlimited growth of ATM security threats, a sound
knowledge of the problem and perpetrators can contribute to
prevent from cybercrimes.

1) Advantages

a) The Traditional Need for Strict Security Controls

Banks use many electronic systems, including Automated
Teller Machines (ATMs), for the operation of their financial
environment. Traditionally, they use strict security controls
over all operational and transaction-related procedures. In
terms of segregation of duties, all systems administration must
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have dua login controls, rare network protocols and multiple
serial firewalls for internal banking communications [16].
However, banks generally choose open system due to friendly
user-interface, convenient process or insufficient budget.

b) Online ATMs for Convenient Payment Activities

Online ATMs have gained increasing popularity all over
the world, as they provide convenience to the public in
managing their banking accounts and payment activities [16].
The vulnerability of complicated, fragmented ATM system
relies on many providers to get customers cash on demand.
Due to the growth of FinTech, some ATM services have
offered convenient payment solutions to facilitate online
internal examination.

2) Disadvantages

a) The Lack of Cybersecurity Awareness

Exploits take advantage of weaknesses or vulnerabilities in
software. A vulnerability run malicious code onto
compromised computers. Maware can further infect other
internal computers without users' knowledge [13]. Financial
ATMs to internet-connected industrials should simply not be
built using commercia operating systems for safety concern.
The lack of cybersecurity awareness may enhance the
vulnerability of individuals and organizations. The threat of
cybercrime impedes the development of information
technology. It could contribute to the weakening of a nation’s
economy security.

b) Unauthorized Access of Internal ATM Details

How can the hacker group obtain the interna ATM
information? Internal IP Address, computer name and device
name should be difficult to match them. As far as ICT
governance is concerned, this kind of data is limited to
internal key persons. The main threat arising is the possibility
of unauthorized access and use of bank card/ATM information
by afraudster [16].

The literature reviews of organizational cybercrime
activities and ATM threats are discussed in Section 2. Section
3 describes USA’s Unlimited Operations on prepaid debit
accounts and recent ATM threats. Discussions and analyses on
ATM malware family areillustrated in Section 4. In Section 5,
a proposed ICT governance framework of ATM hest
management is discussed into four categories: capable people,
efficient process, effective technology, and data governance.
Our conclusions are given in Section 6.
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Il. LITERATURE REVIEWS

A. Organizational Cybercrime Activities

Cybercrime is a rapidly growing phenomenon that requires
a proactive and coordinated response. The convenience for a
user has become another advantage for criminals [7]. The
diversity of organized cybercriminal exploits by state and non-
state actors alike. Criminal offenders or nation-states have
entailed a diverse set of organizational activities. The
following activities in Table 1 describe a number of
organizational cybercrime activitiesin recent years.

B. The Shadowy Criminal Group on ATM Threats

1) Bank Malware Family

Some of the most notable malware families are ZeuS (its
successor Carberp), and Carberp (its successor Carbanak). The
criminal’s pragmatic approach starts a new chapter in the
cybercrime ecosystem [3, 5]. In this era of increasing cyber-
attacks, many different malware families are programmed
specificaly for the mgjority of internet banking fraud through
malware. Traditional bank heists are becoming large-scale
hackers with its unlimited borders, as cybercrime against

Table 1: Organizational Cybercrime Activities

financial banks turns out to be an increasingly convenient way
to withdraw big money. This study focused on the Carberp
malware, and it showed there was a grey area between APT
and malware.

2) Shadowy Criminal Group on ATM Threats

There are a variety of shadowy criminal groups that focus
on banks and payment providers. The ATM threat has
continued to infect ATMs al over the world [10]. An ATM
can be hacked even though it is protected by camera videos or
other locked vaults. The shadowy criminal group members
began actively taking an interest in retail organizations or
bank payment systems [5]. Hackers hacked up to $1 billion
from more than 100 banks in 30 countries. ATM hacking is
becoming a new trend for an organized cybercrime group.
There are certain tutorial, tricks and techniques online about
ATM devices hacking like Diebold, Defcon or Wincor
Nixdorf [17]. It is not really easy to cheat an ATM computer.
If cybercrime targets financial services, it requires advanced
hacking capability. Profit or money is always an initia
motivation for criminas, who have targeted ATMs to
withdraw cash even without the need of a card.

Year Group Actor Behavior Type Activity
Name Type
1993~2001 DrinkOrDie An international group of | lllegally reproduced and distributed software,
(DoD) copyright pirates games, and movies over the Internet.
The A members-only group Exchanged illicit images of children.
1996~1998 | Wonderland
Club
Non- A very loose and decentralized | Focus on website defacements, distributed denial of
2003~ Anonymous | state group of activist and hacktivist | service attacks, and prominent symbols
entities.
A forum for the exchange of | Take advantage of the criminal opportunities
_ stolen credit card and banking | presented by the advent of electronic banking and
2006~2008 | Dark Market details, malicious software, and | theincreasing use of credit and debit cards.
related technology.
PLA  Unit A largescale program  of | Acquire a massive volume of data from a wide
61398 industrial espionage variety of industries in English-speaking countries.
An ongoing series of cyber- | Hit at least 71 organizations
2006~2010 | Shady RAT attacks
Aurora A series of cyber-attacks Aim at dozens of other organizations
Gh A cyber espionage operation Operate from commercial Internet accounts in
osiNet China.
A systematic harvesting program | Capture and store a wide range of Internet data on
= of digital information by the US | the following prominent IT companies. Microsoft,
2007~2013 | PRISM State National Security Agency (NSA). | Google, Yahoo!, Facebook, Pal Talk, YouTube,
Skype, AOL, and Apple.
Operation A collaboration between the US | Disrupt the Iranian nuclear enrichment program.
Olympic National Security Agency and its
Games Israeli counterpart, Unit 8200.
2010 A madicious computer worm | Involve the clandestine insertion of an extremely
Stuxnet (Stuxnet) is believed to be a| complex and sophisticated set of software into
jointly  built  American-lsragli | communications and control systems at the Natanz
cyber weapon nuclear facility.
Software engineers in Eastern | Gain access to the computers of individuals
2010~2012 Ukrainian Non- Europe employed in a variety of small businesses,
ZeuS Group | state municipalities, and non-government organizations
in the United States.
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I1l. SAMPLE CASE

A. USA’sUnlimited Operations on Prepaid Debit Accounts

The hackers from Unlimited Operations were able to
infiltrate various credit card companies and raise withdrawal
limits on prepaid accounts from thousands of ATMs in a
looting. These cybercrime thefts were based on a sophisticated
computer hacking procedure, whereby prepaid debit card
information was stolen from the computers of financial banks.
By using prepaid debit cards, the criminals were able to avoid
the alarms. The cards were then adjusted to have unlimited
balances, so that groups of criminals across the world could
use the cards to withdraw the maximum amount from the
ATMs. The thefts carried out ATM heists in New York,
Canada, Mexico, the Dominican Republic, Colombia, the UK,
Belgium, France, the Netherlands, Germany, Spain, ltaly,
Bulgaria, Romania, Latvia, Estonia, Ukraine, Egypt, South
Africa, Russia, the United Arab Emirates, Pakistan, Sri Lanka,
Russia, Thailland, Malaysia, Indonesia, Japan and so on.
Between December 2012 and February 2013, a cyber-group of
criminals, operating in more than 24 countries, stole $45
million from the accounts of financial banks themselves,
rather than customer accounts. The cyberattacks employed by
the suspects (Elvis Rafael Rodriguez and Emir Yasser Yeje)
and their co-congpirators are known as Unlimited Operations
in the cyber underworld. Eight suspects were charged in May
2013 for the New York portion of the thefts. The alleged
leader of the group, Alberto Yusi Lajud-Pefia, was dead in the
Dominican Republic on April 27, 2013 [7]. Six of the seven
suspects were under 25 years, and all were US citizens. Two
worked as bus drivers for a private company [2]. Their
crimina scheme involved distributing smaller sums of money
across bank accounts, and purchasing expensive luxury items.

B. Recent ATM Threats

In recent years there has been a tremendous increase in
organization crimes. Banks in many countries are becoming
new targets of several independent Russian cybercrime groups.
Traditional organization crimes have a hierarchical top-down
command-and-control structure, but cybercrime groups tend to
involve a loose network or even a peer-to-peer decentralized
structure [16]. The group operated in closed cells, and the
suspects did not know each other involved in the ATM heist
[15]. These attacks rely upon both highly sophisticated
hackers and closed criminal cells whose role is to withdraw
the cash as quickly as possible. The crime chain is the series
of steps cybercriminals go through to transform its ATM
invasion into something of greater value. They make its output
worth more than the sum of its inputs. Their activities can be
divided into primary activities, the foundation on which this
organization rests, and support activities, which span the
primary activities [6]. Primary activities differ from one
organization crime to another. Activities contribute directly to
initiating, committing, collecting, and supporting the crime.
Support activities are usualy smilar in. The ATM
transactions in USA’s Unlimited Operations require only
general bank card information to effect a payment, such as the
bank card number, and PIN code. However, Taiwan's Russian
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Mafia Group in July 2016 further compromises the ATM
systems and criminals can withdraw money without any bank
card information.

IV. DISCUSSIONSAND ANALYSESON ATM MALWARE
FAMILY

Increased access to the Internet has enabled cybercriminals
to perform reconnaissance on their targets using the surface,
deep and dark web to run more successful large-scale fraud
attacks. A dignificant amount of malware targets financial
organizations, bypass security tools, and deploys various anti-
forensics tricks in an attempt to make analysis more difficult.
Cyber threats are till profitable for cybercrime groups and
sponsored APT groups, who may attack bank systems for
financial profits or political reasons. Cybercrime investigation
of these cyber threats through hacker tools, techniques, and
procedures is critical for law enforcement agencies to protect
users and reduce the fraud risk.

A. Functional Comparison

An organized group of hackers from Russia and Ukraine
has broken into internal networks at dozens of financial banks
and installed malware that allowed the group to drain bank
ATMs of cash. The ATM maware family in Latin America,
Europe, and Asia are identified as ‘Carberp,’ ‘Qadars,’
‘Ploutus,” ‘Tyupkin,” ‘Anunak,’” or ‘Carbanak’ during the
period from 2009 to 2015 in Table 2. This maware has
evolved over time and has added functionality beyond banking
credential theft. The details of each malware are somewhat
different, and the stealthy APT methods used by the attackers
in these heists would work across a broad range of commercial
banks one by one. This group speciaizes in hacking into
banks directly, and then working out ingenious ways to funnel
cash directly from the financial institution itself [5].

B. Behavioral Comparison

Since 2009, researchers have warned that hackers were
developing malicious software for ATMs [1, 4, 14, 18].
Hackers may exploit security flaws in specific ATMs, and
cause the compromised machines to spew a flurry of bills
onstage. The behavioural comparison of ATM malware family
islisted in Table 3. These three cases were arrested by the law
enforcement agencies.

C. Proper Security Measures

1) Cybercrime Vendorsin Dark Web

In Dark Web, cybercrime vendors sold access to a wide
selection of maware or compromised zombies from any
country. Price tags for remote desktop-based access run no
more than a few dollars. The criminal group could buy access
to bank employee computers that were already compromised
by massively distributed opportunistic malware [9].

2) AWide Variety of Malware

The hacker forums offer criminals a wide variety of
malware for low prices to assist them in criminal activities.
The Carberp malware source code was acquired and enhanced
to create new threat product for sale to the underground fraud
community [11]. Leaking the source code was like the leaking
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of a tank factory. The future damage cannot be limited or °
controlled. The do-it-yourself maware toolkit sold by the
group has been used to make unauthorized banking )
transactions. The proper security measures for banks are )
recommended both to the cashpoints and the environment they
are placed in, with sufficient lighting and cameras monitoring ]

Replace al locks and master keys on the upper hood
of the ATM machines
Ditch the defaults provided by the manufacturer.

Install an alarm and ensure it is in good working

order.

Change the default BIOS password.

all activity [5, 8]. ® Ensure the machines have up-to-date antivirus
®  Review the physical security of all ATMs protection
®  Consider investing in quality security solutions.
Table 2. The Functional Comparison of ATM Maware Family
Malware Carberp Qadars Ploutus Tyupkin Anunak Carbanak
Family
Group Carberp, Pawn Anunak hacker | Carbanak criminal
Storm or APT28 group gang
Identified by | Federal  Office | Symantec, Symantec, Kaspersky Group-1B Kaspersky
the Internet | for Information | Microsoft (US) Microsoft (US) | (Russian/UK) (Russia) and | (Russian/UK)
security Security, BSlI | and Sophos. Fox-IT  (The
companies (Germany) and Netherlands)
Trend Micro
(Taiwan).
Maware Zeus, Rovnix, | ZeuS, Zbot Carberp  (source
Successor RDPdor, code) + Anunak
(initialy Hodprot, and (Wincor ATMs)
based on) Origami
Finding 2009 May 2013 August 2013 March 2014 December 2015
Time 2014
Victim Russian Netherlands, Mexico Eastern Eastern Russia, the United
Location France, Canada, Europe, the | Europe, the | States, Germany,
India, Australia, u.s, India, | U.S. Chinaand Ukraine
and Italy China.
Russia, Isradl,
France and
Malaysia.
Table 3: The Behavioral Attribute Comparison of ATM Malware Family
Category Case 1 2 3
An organized criminal group name Carberp, Pawn | Unlimited Russian Mafia
Storm or APT28 | Operations
Suspect numbers 8 8 19
Arrest by Russia USA Taiwan
Who Arrested suspects name (from Newspaper) Germes and Elvis Rafael | Andrejs Peregudovs,
Arashi (Alias) Rodriguez, Emir | Mihail Colibaba and
Yasser Yeje, and | Nikolay Penkov
Alberto Yus
Lajud-Pefia
What USD theft inan ATM looting $1 Billion $45 Million $2.6 Million
(NT$83.27 Million)
From planto ATM heist 2009 ~ February | December 2012 | July 2016
When 2015 and February 2013
Arrest date March 2012 May 2013 July 2016
ATM location M oscow New York inUSA | Taipei City, New
Where in Russia (More than 24 | Taipe City, and
countries) Taichung in Taiwan
How Money from the financial | Prepaid Debit | the financial
ingtitutionitself | Accounts institution itself
perpetrators. The whole society should be encouraged to
V. PROPOSED STRATEGY ON |ICT GOVERNANCE

Cybercrime prevention requires the participation of Internet
users or enterprises to maintain personal or commercial data,
and achieve a comprehensive understanding of cybercrime
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participate more fully and effectively
prevention in order to provide for a harmonious online world
[16]. A supplementary strategy is intended to achieve the goal
of information security. This method can assist banks or law

in cybercrime
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enforcement agencies in dealing with today’s ever-increasing
ATM heist. The proposed ICT governance framework in
online ATM heist management is discussed into four
categories (Figure 1): capable people, efficient process,
effective technology, and data governance.

& Data Governance

Y -
. Effective

Technology

+protect against
computer security
threats

+enhance access

s chose closed system control practices

& . *protect ATM data
" Efficient Process

*remote data access for
ATMs

sremove or limit the
remote access for

;“:'jCapahIe People

*commit cross-
border
cybercrimes

*need for global
cooperation

Figurel: ICT Governance Framework in Online ATM Heist
Management

A. Capable People

1) Commit Cross-Border Cybercrimes

More and more organizational crime groups use the
transnational characteristics of the Internet to evade legal
sanction. Cybercrime groups try their best to make geography
irrelevant, commit their crimes in cross-border cybercrimes,
including online fraud, online gambling, cyber pornography,
and hacker attacks. Banks in many countries are becoming
new targets of several independent Russian cybercrime groups.
Once the attackers successfully compromise the bank’s
network, the targets are money processing services, ATMs and
financial accounts [8]. These cybercriminals use multiple
stealing techniques and respond to new security measures with
zero-day attack methods to bypass them. They also use stolen
money to stay out of jail [12].

2) Need for Global Cooperation

Seeking mutual legal assistance of international cooperation
and assistance is a complex, time-consuming process.
Arresting some groups or disabling their botnets is not enough
to stop them. In March 2012, the 8-member arrest of
Department K group in Moscow by the Russia Ministry of
Internal Affairs (MunncTepcTBO BHYTpeHHHX [en) IS a great
example of international collaboration between both private
industry research and international law enforcement (see the
case 1in Table 3)[1, 4, 18]. The only way of fighting them is
by the global cooperation of public—private partnership.

B. Efficient Process

The hacking of bank’'s ATM exposes its careless
management to cyber-attacks, highlights the awareness of
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information malicious activities, and takes preventive
measures.

1) Remote Data Access for ATMs

ATMs need aremote access to communicate with bank data,
so network attacks are also a possibility. Some ATMs have
wireless modems or Wi-Fi enabled and communication over
the public Internet. Others have dedicated connections [9].
There is a trade-off between convenience and security. If
convenience increases, security must decrease. The idea of a
trade-off just implies a decision to be made with full
comprehension of both the upside and downside of a
particular choice.

2) Remove or limit the remote access for ATMs

Availability of access to bank ATMs from internal network
segments opens great opportunities for the hackers [5].
Security holes or mistakes of system configuration in the
internal bank network left sensitive databases exposed to
hackers. The strategy should remove or limit the remote
accessfor ATMs.

C. Effective Technology

1) Chose Closed System

Crimeware-as-a-service involves selling exploits and tools
for computer trespass. Once attack tools are in place, buyers
can rent them to deliver a variety of attacks. Active crime
groups have recognized the benefits of the Internet [16]. A
bank system should have the boundary of closed system for
safety concerns [6]. A closed system has no external
interactions and is an isolated system which exchanges neither
matter, nor information with its environment. No interactions
can take the form of information or material transfers into or
out of the system boundary. Internet is not created for security
concerns. Once the computers or ATMs are connected to the
Internet, no one can guarantee its security.

2) Protect ATM Data

Internal IP Address, computer name and device name
should be difficult to match them in an internal network. As
far as ICT governance is concerned, this kind of dataislimited
to key persons or computers. The security of information
systems should be reassessed periodically, as the requirements
of cyber security vary over time. This raises serious concerns
on ATM protection.

D. Data Governance

1) Protect against Computer Security Threats

There are a number of measures that can be adopted by
banks to detect, prevent, and minimize the cybercrime damage
on the Internet. Banks may implement a number of
organizational policies to protect against computer security
threats. Moreover, banks need to provide information security
training to staffs, increase their awareness of the Internet
dangers, and create effective practices to prevent its happening
[16].

2) Enhance Access Control Practices

The ATM operation is continuing to become more complex,
difficult, and costly. When Microsoft has ended support for
Windows XP, most ATM manufacturers still continued to use
Windows XP [8]. The access controls of ATM theft still leave
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much to be desired. Security risks arise and need to be
managed. They are networked devices that have many
potential weaknesses if not carefully configured, updated and
physically secured. It is important to improve the security
controls within banks. Although security controls can never be
perfect to implement and expensive to deploy, it remains of
critical importance for security measures to be continually
managed, reviewed and improved. Insufficient budget can
never be used as the reason for not taking action [16]. The
default setting for any usersis no or limited access. If nothing
has been specifically configured for an individual or the
groups, users should not be able to access that resource. Banks
should enforce strict access criteria, and pay more attention on
limiting and monitoring the usage of administrator and other
powerful accounts.

V1. CONCLUSIONS

ICT innovations are not only set to bring enormous benefits
to the general public, but also bring new technological risks to
individuals and businesses. Cybercrimes have rapidly evolved
for the dissemination of malware. Criminals increasingly use
sophisticated tools and methods to commit their cybercrimes.
Most ATMs are still running Windows XP, which is first
released in October 2001. The malware is being continuously
updated. Old 15-year-old system often opens security holes
for hackers. There will be a persistent increase of ATM
robbery around the world. The ATM withdrawals happened so
quickly that none of the financial banks involved noticed in
time to stop the perpetrators. ATM technologies are evolving
fast and making payments more convenient. It is our sincere
hope to bring the technical details to the attention of
information security specialists, and to minimize risks by
preventing information security incidents. A small sacrifice in
convenience can be useful to prevent an attack in the ATM's
door. The ICT governance should be employed by banks to
heist ATM money with more barriers.

ACKNOWLEDGMENT

This research was partialy supported by the Ministry of
Science and Technology of the Republic of China under the
Grants MOST 107-2221-E-015-002-.

REFERENCES

Bitdefender, “ Carberp Team Arrested in Russia after Three-Year Run,”
http://www.bitdefender.com/security/carberp-team-arrested-in-russia-
after-three-year-run.html, 2013.

Broadhurst, R., Grabosky, P., and Alazab, M., “ Organizations and Cyber
crime: An Analysis of the Nature of Groups engaged in Cyber Crime,”
International Journal of Cyber Criminology (1JCC), val. 8, no.1, pp. 1-
20, 2014.

Driehuis, E. and Bij, J, “Anunak (aka Carbanak) Update”
https://www.fox-it.com/en/press-rel eases/anunak-aka-carbanak-update/,

(4

2

(3l

2015.
[4] Ferguson, P., “Russian CARBERP Arrests Renew Optimism on
International Cybercrime Prosecutions,”

http://blog.trendmicro.com/trendlabs-security-intelligence/russian-
carberp-arrests-renew-opti mi sm-on-internati onal-cybercrime-
prosecutions/, 2012.

ISBN 979-11-88428-03-8

615

Group-IB and Fox-IT Research, “Anunak: APT against Financia
Institutions,” https://www.fox-it.com/en/files/2014/12/Anunak_APT-
against-financial-institutions2.pdf, 2014.

Impagliazzo, J. and McGettrick, A., Information Systems: What Every
Business Sudent Needs to Know, NW: Taylor & Francis Group, 2016.

Jeffries, A., "Cyber Caper: behind the Scenes of the $45 Million Global
ATM heist," http://www.theverge.com/2013/5/13/4326336/cyber-caper-
behind-the-scenes-of -the-45-million-atm-heist, 2013.

Kaspersky Lab, “Carbanak APT: The Great Bank Robbery,”
https://securelist.com/files/2015/02/Carbanak_APT_eng.pdf, 2015.

Kessem, L., “Carbanak: How Would You Have Stopped a $1 Billion
APT Attack?” https://securityintelligence.com/carbanak-how-woul d-
you-have-stopped-a-1-billion-apt-attack/, 2015.

Kumar, M., “Tyupkin Maware Hacking ATM Machines Worldwide,”
http://thehackernews.com/2014/10/hacking-ATM-machine-tyupkin-
malware.html, 2014.

Maor, T., “Carberp Source Code for Sale — Free Bootkit Included,”
https://securityintelligence.com/carberp-source-code-sal e-free-bootkit-
included/, 2013.

Matrosov, A., “All Carberp Botnet Organizers Arrested,”
http://www.welivesecurity.com/2012/07/02/all-carberp-botnet-
organizers-arrested/, 2012.

Microsoft Malware Protection Center, “The Exploit Malware Family,”
https://www.microsoft.com/security/portal/mmpc/threat/expl oits.aspx,
2016.

Osborne, C., “Suspected Hackers behind Carberp Botnet, Eurograbber
Arrested,” http://www.zdnet.com/arti cle/suspected-hackers-behind-
carberp-botnet-eurograbber-arrested/, 2013.

Pan, J, “Key ATM Heist Suspects Turned Over to Prosecutors,
* http://www.tai peitimes.com/News/front/archives/2016/07/19/2003651
333, 2016.

Smith, R. G, Cheung, R. C. C., and Lau, L. Y.C., Cybercrime Risks and
Responses Eastern and Western Perspectives, England: Hampshire,
Macmillan Publishers Limited, pp. 67-211, 2015.

Wallace, G., “Hackers Stole from 100 Banks and Rigged ATMs to Spew
Cash,”

http://money.cnn.com/2015/02/15/technol ogy/security/kaspersky-bank-
hacking, 2015.

Warner, G., “CyberCrime & Doing Time: A Blog about Cyber Crime
and related Justice Issues. Russian MV D announces arrest of CARBERP
gang,”  http://garwarner.blogspot.tw/2012/03/russian-mvd-announces-
arrest-of-carberp.html, 2012.

(10

(11]

[12]

(13]

(14]

(19]

(16]

(17]

(18]

Dayu Kao is an Associate Professor at Department of
Information Management, College of Police Science and
Technology, Central Police University, Taiwan. He is
responsible for various recruitment efforts and training
programs for Taiwan civil servants, police officers or
ICT technicians. He has an extensive background in law
enforcement and a strong interest in information security,
ICT governance, technology-based investigation, cyber
forensics, human resource development, and public
sector globalization. He was a detective and forensic
police officer at Taiwan's Criminal Investigation Bureau (under the National
Police Administration). With a Master degree in Information Management
and a PhD degree in Crime Prevention and Correction, he had led severa
investigations in cooperation with police agencies from other countries for the
past 20 years. He can be reached at camel @mail.cpu.edu.tw.

ICACT2019 February 17 ~ 20, 2019




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




