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Abstract— Understanding the IP address depletion and the 
importance of handling security issues in IPv6 deployment can 
make IT personnel becomes more functional and helpful to the 
organization. It also applied to the management people who are 
responsible for approving the budget or organization policy 
related to network security. Unfortunately, new employees or 
fresh graduates may not really understand the challenge related 
to IPv6 deployment. In order to be equipped with appropriate 
knowledge and skills, these people may require a few weeks of 
attending workshops or training. Thus, of course involving some 
implementation cost as well as sacrificing allocated working 
hours. As an alternative to save cost and to help new IT 
personnel become quickly educated and familiar with IPv6 
deployment issues, this paper presented a learning kit that has 
been designed to include self-learning features that can help 
neophytes to learn about IPv6 at their own pace. The kit contains 
some compact notes, brief security model and framework as well 
as a guided module with supporting quizzes to maintain a better 
understanding of the topics.  Since IPv6 is still in the early phase 
of implementation in most of developing countries, this kit can be 
an additional assisting tool to accelerate the deployment of IPv6 
environment in any organization. The kit also can be used by 
teachers and trainers as a supporting tool in the classroom. The 
pre-alpha testing has attracted some potential users and the 
findings proved their acceptance. The kit has prospective to be 

further enhanced and commercialized. 
 
Keywords— IPv6 Deployment, Security Challenges, neophyte, 
Learning Kit, Self-learning  

I. INTRODUCTION 

IPv6 deployment normally means that an 
organization is already in the midst of deploying 
IPv6. When an organization refers to IPv6 
deployment, it normally means configuring and 
running IPv6 either by native or dual-stack in its 
organization, either on the infrastructure alone or 
also covering applications and services. IPv6 
deployment in enterprise network may involve fresh 
installation of IPv6 and use it as native or adopt 
IPv6 in an existing IPv4 network. 

With the depletion of IPv4 addresses, new hosts 
or new branches need to deploy IPv6 to enable 
connectivity to the headquarters or potential new 
customers. Nonetheless, some countries such as 
India and Malaysia experience slow rate of IPv6 
deployment. Among the factors that contribute to 
this slow rate are uncertain risk to the network 
operators, unclear benefits of IPv6 to the network 
operators, lack of IPv6 applications, lack of 
technical knowledge and lack of public awareness 
[1]. Hence, educating the public or the management 
of enterprises networks regarding the importance of 
IPv6 and its challenges is necessary.  

Basic knowledge of the IPv6 protocol, security 
concerns in IPv4/IPv6 coexistence network and 
security framework helps the reader understands 
works related to IPv6 transition security issues and 
the importance of acquiring skills related to IPv6 
deployment. Currently, transition security is among 
the top concern of network executives. Therefore, it 
is critical to design and create security solutions 
from a generic perspective for enterprise network as 
almost all enterprise networks need to deploy IPv6 
or have a coexistence network in order to stay 
connected worldwide.  

Since not much real implementations have been 
conducted and shared in detail, many of IPv4/IPv6 
coexistence security issues are poorly understood. 
Due to people unawareness or lack of knowledge 
they may inadvertently cause threats to exist. Also, 
not much reported research findings can be referred 
to or viewed as useful insights. This scenario 
contributes to the issue of inadequate skills, 
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knowledge and experience about transitioning to 
IPv6 among the IT personnel.  

 Considering the public comprises of people with 
various level of knowledge background that could 
be new to IPv6, this paper addresses them as 
neophytes [2]. They can represent IT staff, 
managing personnel, students or anyone who are 
new to IPv6. Realizing the potential threats and 
vulnerabilities due to flawed software or insufficient 
security controls is crucial, software or web 
developers who are dealing with web applications 
and internet access must incorporate both IPv4 and 
IPv6 addresses in their program whenever 
necessary.  

Thus, an appropriate tool or mechanism should 
be devised in order to educate them about IPv6 
deployment. As such, having a learning kit that 
consists of information on IPv6 deployment and its 
security challenges as well as supporting 
experiments or lab activities can help neophytes to 
obtain knowledge and associate skills. 

The rest of the paper is organized as follows. 
Section II gives general descriptions of IPv6 
deployment and security challenges. Section III 
explains the IPv6 learning kit, testing and 
discussion. Finally, section IV concludes the paper.  

II. IPV6 DEPLOYMENT AND SECURITY CHALLENGES  
Before deploying IPv6, some considerations like 

cost on interoperability, personnel training, 
hardware procurement, and security are major 
concerns. Other issues affecting adoption of IPv6 
include vendor support, government policy, 
psychological factors, inevitability, no commercial 
incentive, and lack of immediate benefit [3]. 
Security is a main issue that concerns network 
service providers, business enterprises, and users.  

Security issues can be caused by the IPv6 
specific protocols such as addressing, ICMPv6, 
transition mechanism (dual stacking, tunneling, 
translation) and IPv6 deployment itself  which could 
be due to addressing scheme, inadequate assessment 
tools or untested codes. As depicted in Figure 1, 
IPv6 security can be discussed in term of IPv6 
protocol itself, the transition mechanisms, and IPv6 
deployment [4].  

 

 o Site scope multicast 
address 

o Misuse of routing 
headers 

o ICMPv6 
o Link local address, ND 

& RD vulnerabilities 
 o IP spoofing 

o Injection packet at the 
tunnel endpoint 

o Bypassing firewall or 
ingress filtering checks 

 o DNS server problem 
o Addressing scheme 
o Securing routers 
o Inadequate 

assessment tools / 
untested codes 

 
Figure 1. Brief summary of security issues in IPv4/v6 transition 

In understanding the security challenges of IPv6 
deployment, one must be aware of the respective 
threats and vulnerabilities and realize how they can 
be treated to make sure smooth IPv6 deployment 
[5]. It means, consciousness of the potential risk 
impacts that caused by the threats and 
vulnerabilities of coexist scenario are essential. 
Besides having appropriate tools and mechanisms 
to counter threats and vulnerabilities, educating 
people about how to use IPv6 and their associated 
protocols is also important. People need to be 
educated on the right transition method for a 
specific scenario. Nevertheless, creating awareness 
about IPv6 impact among the public can create the 
demands which potentially accelerating the 
deployment of IPv6. 

Cultivating IPv6 to the decision makers such as 
top management personnel is vital as they are the 
people who decide on budget allocations for IPv6 
deployment and security policy. Understanding the 
threats and vulnerabilities, the potential risks and 
how to overcome the problems or mitigate the 
security issues is crucial.  Different knowledge level 
may lead to different policy definitions which may 
also lead to different security solutions.  

Since most organizations have IPv6-capable and 
enabled operating systems in their environment, 
networks today are at risk of transporting 
uncontrolled, unmanaged, and insecure IPv6 traffic. 
For network engineers and administrators to 
mitigate the risk, acquiring an in-depth 
understanding of IPv6 behavior is critical [6].  
A. Threats and Vulnerabilities in IPv6 Deployment 

IPv6 deals with the transportation of packet at the 
network layer.  Since most attacks are related to 
vulnerabilities that exist at the application layer, the 
methods of attack in IPv6 are no different compared 
to IPv4. Among the security threats and 
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vulnerabilities that also become issues in IPv6 
deployment are: reconnaissance, misuse of routing 
headers, fragmentation related attacks, 
autoconfiguration and Neighbor Discovery (ND), 
misuse of ICMPv6 and multicast as well as well 
known threat like unauthorized access, 
impersonation and DoS attacks [5]. A threat model 
[7] that depicts a graphic overview of these specific 
issues and vulnerabilities can be used to identify 
possible attacks and determine potential risks [8].  

The previous works had explored some of the 
potential IPv6 attack scenarios [9], which also are 
included as some of the materials in the learning kit. 
Besides, a recommendation on implementing 
distributed security policy for IPv6 deployment [10] 
is also worth for consideration for in-depth study.  
At the early stage in learning to secure the IPv6 
deployment, a user can apply some filtering rules to 
the ICMPv6 messages [7], [11] or check the 
incoming or outgoing tunneled packets [12]. 
Following to that, a conceptual framework [13] that 
presents the abstraction of the required components 
to secure the IPv6 deployment can give insight to a 
beginner in understanding the issues related to IPv6. 
It highlights the important knowledge and skills that 
should be acquired by neophytes in order to be 
ready for IPv6 deployment.  

Due to present security tools are not supporting 
IPv6 in the same level as IPv4, people who 
involved in the transition, whether they are network 
administrators, security officers or managers of IT 
departments, or just the employees, they must be 
trained about IPv6 to educate them about good habit 
and avoid from unintentionally being the cause of 
attacks. Educating the executives on the real threats, 
the expected risk and how to deal with the security 
issues should be emphasized in the organization 
[14] and followed with appropriate training. 
Besides, it should go parallel with creating 
awareness to cyber threats and vulnerabilities 
among the internet users.  
B. Neophytes 

Anyone who is new to any particular type of 
endeavor, such as a sport or a technology is call 
neophyte. The term is commonly applied to new 
users of personal computers and to new users of the 
Internet. It was historically used to describe 

someone just starting school or a new job. In some 
sense, to encourage the neophyte to ‘self-diagnose’; 
or, in education parlance, to become a ‘reflective 
practitioner’, a practitioner who is able to learn 
from his/her own practice through a process of self-
reflection [2]. 

III.   LEARNING KIT 

This IPv6 deployment’s learning kit is designed 
to provide an integrated module about IPv6 
deployment and its security challenges. It is a set of 
solution for use by people who are new to IPv6. 
The learning kit consists of self-guided module with 
supporting quizzes to maintain a better 
understanding of the topics. Users can access to this 
module by installing them in a laptop or as a mobile 
apps on their smart phones.  Compact notes of some 
important facts are also provided for easy viewing if 
the user does not want to go through the web apps 
or mobile apps.  

Since the mobility features of mobile applications 
[15] can be used as one of the channels in 
delivering the knowledge in teaching and learning 
environment, a mobile apps has been developed to 
contain self-guided modules about IPv6 and 
security issues as well as some research findings. 
The mobile apps has been designed to have 
gamification features to induce positive behavior in 
people, in conjunction to improve their motivation 
and engagement in learning IPv6 with supporting 
quizzes on every topic. The questions for quizzes 
are designed according to the level of difficulties: 
easy, medium and hard. Figure 2 depicts the 
components of the learning kit. 

 
Figure 2. IPv6 Deployment’s Learning Kit 

Gamification is also applicable in fields related to 
education, workplace, business, sport, health care, 
software and website [16]. It can be used to enhance 
user engagement in games through the increase in 
users’ motivation. User engagement is the amount 
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of time that the users spend on the software to 
work, enters content, or use content. Base on that 
perspective, gamification is a chance to increase the 
interest of children, students and youth, their 
motivation, connection and empowering their 
communication and sharing within educational 
system, in their natural environment [17].  

Furthermore, learning process begins with getting 
familiar with IPv6, appreciating its role in internet 
development and understanding the need for IPv6 
deployment. Thus, a collection of research findings 
and some recommendations from our previous 
works [7]–[13] are also included as insights to 
support the learning kit materials. User can learn 
about the potential threats and vulnerabilities from 
the threat model and conceptual framework that are 
supplied in the kit. Subsequently, by studying the 
threat model and the secure transition framework, 
help the learner to realize the security challenges in 
IPv6 deployment.  

A documentation of the case study and risk 
analysis that were conducted during the pilot IPv6 
deployment projects in a few organizations some 
years ago is also supplied in the kit. It provides 
some insights on how to tackle the problem 
encountered during the deployment. The user can 
apply the risk assessment equation to determine the 
risk and decide the appropriate security mechanism 
to mitigate the risk. 

Another main component of the kit is the hands-
on activity that can benefit the neophyte. It 
comprises of a list of network scenarios that related 
to IPv6 deployment which emphasizes the dual 
stack and tunneling as well as mechanisms to deal 
with security issues in the co-exist scenario. 
Associated experiments and lab activities that were 
conducted in the previous works can be of 
meaningful references to the learner. Since these 
precious experiences and research findings are 
integrated together in this learning kit, new staff or 
fresh graduates can learn the theory as well as 
scenarios in real live implementation and can repeat 
the experiment for better understanding.  

As for the hands-on activity, the user needs to 
install a router emulator (GNS3) in his machine and 
may require some other additional devices to setup 
their mini training lab for the learning purposes. 
The kit provides guidelines to proceed with the 

respective hardware or software installation and to 
run the respective experiments. Hence, this IPv6 
deployment kit can be used to determine risk and to 
test the possibility of attack. Following to this, 
anyone who uses the kit, be it network or security 
administrators can conduct their own experiments 
in the training lab to acquire better understanding 
and skills to handle the security issues related to 
IPv6 deployment. This effort can help transition 
occurs smoothly and securely and reduce the 
mistakes that caused by illiteracy.  

Moreover, everybody learns differently. With 
self-pacing, each individual can make the best use 
of his or her time, in order to meet his or her 
learning objectives. Individuals who learn at a fast 
pace have the opportunity to gain competency 
quickly. Individuals who learn at a slower pace 
have the opportunity to absorb information without 
being pushed ahead too quickly. In other words, 
both groups to be either bored or lost are easily 
remedied. Self-pacing can improve memory 
performance, particularly when the learner allocates 
more time to the more difficult material in effective 
ways [18]. 

Hence, with this learning kit, learning IPv6 and 
its security challenges would be interesting and can 
motivate them to learn more. Thus, accelerate the 
learning process in producing personnel with 
sufficient knowledge and skills to manage and 
monitor the IPv6 deployment. 
A. Evaluation and Validation 

Evaluation of the complete learning kit takes 
longer time as there are many components available 
for the user to explore. In the initial stage, a number 
of interviews were conducted separately with six IT 
personnel of several government agencies and 
private sectors to identify knowledge and awareness 
among the IT personnel regarding issues related to 
IPv6 deployment. From the feedback, we found out 
that 84% does not have strategic plan in deploying 
IPv6 and 17% are not aware of potential security 
issues while 83.3% did not run any risk assessment 
on the network assets. Table 1 shows the result 
about IT personnel’s assumptions regarding IPv6 
deployment. 
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TABLE 1. CHALLENGES ISSUES IN IPV6 DEPLOYMENT. 

 

As for the challenging issues in the IPv6 
deployment, all respondents see that the security of 
the data and network devices as well as the 
compatibility of the hardware and software as the 
most demanding issues. The next challenging issue 
is trained personnel and followed by user 
acceptance. Some of the respondents also consider 
applications and the interoperability between 
products from different vendors as challenging 
issues.  

The result of the interview confirms that security 
is crucial during IPv6 transition and it is related to 
lack of security training and lack of efficient 
security tools. If the human resources are not skilled 
enough to effectively and securely deploy IPv6, the 
organization is not really prepared which may lead 
to security breaches. Besides, appropriate education 
programs may increase the innovation potential of 
the IPv6 users. In facing IPv6 deployment, the 
whole Internet industry and its users require IPv6 
training. Therefore, IPv6 education should be 
provided to the current students and engineers in 
industry to improve their knowledge and skills 
because future Internet will be managed by them [6]. 

At present, the prototype of the learning kit is still 
in the trial phase. It has been introduced to some 
potential users to get initial feedbacks. As the kit 
has several components, the self-guided module 
which had been installed on a PC had been tested 
by a group of users and gained a positive response.   

Meanwhile, the mobile apps that contains the 
self-guided module with supporting quizzes has 
been evaluated for usability and performance test. 
The link to the mobile apps IPv6 module was sent 
to several Whatsapp groups, requesting them to 
install the apps and try out the module. They need 
to sign up an account in order to use the apps. At 
the end of the module, users can give comment on 
their experience using the apps. After trying out the 
apps, users are being requested to attend to 

questionnaires where they need to answer some 
respective questions related to the apps.  As of this 
time of writing, we have received feedback from 43 
respondents. Questionnaire was designed in such 
away to get feedback on usability, functionality, 
perceive of usefulness and intention to use.  

These analyses resulted in three cumulative levels 
of usefulness, intention to use, structural and 
perceptual element base on investigation to examine 
the relationships among them. 
B. Result and Analysis 

Apparently, the data collection techniques that 
were employed to increase the valid return rate are 
quite effective. As explained previously, the 
questionnaires were used to investigate the 
relationships among the selected variables. 

As for IPv6 Learning kit, the mobile apps self-
guided module testing has provided quite 
interesting result. 93.02% of respondents agreed 
with the elements used and how they are organized. 
It had shown us that it is well structured and useful. 
Self pace control in navigating the entire apps is 
easy as supported by 88.37% agreed users. This will 
lead and make learning fun to the core. 

In inquiring mind, synthesis of knowledge and 
understanding, self test or quizzes have been 
provided with three levels of difficulties which 
supported by 88.7% users. In motivating the users 
to achieve higher score and increase understanding, 
total score has been ranked with higher score on top. 
It is agreed by 90.9% respondents. The users feel 
competitive which drive them to improve the score 
in the ranking system.  All in all, 90.96% users 
satisfied with the contents, module provided and the 
score ranking system, which increased the 
motivation to use the apps as well.  

IV.  CONCLUSIONS 

Realizing the importance of IPv6 development in 
business activities and the internet has to be 
cultivated among our citizens. Thus, having a 
supporting tool like IPv6 Deployment’s learning kit 
to be used by a neophyte can contribute to 
increasing the IPv6 literacy among the public 
regardless of their academic background. Even 
though the prototype of the learning kit is still in the 
implementation stage, the findings show that most 
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of the users satisfied with the contents and modules 
provided. The embedded gamification elements 
have motivated them to continue the learning 
process. In other words, by providing learning 
module over ‘must have’ gadget in hand will 
support self pace learning and it lead to change in 
epistemological belief regarding research relates to 
students' approaches to learning. Additionally, the 
learning kit provides opportunity to browse through 
the past experiments and explore the deployment 
scenarios via hands-on activity. However, a longer 
period of observation is required to study the 
effectiveness of the learning kit. 
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