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Abstract—There is a growing interest in personal data mining 
and user profiling to improve the surveillance practices for rapid
analysis of underlying business patterns. User profiling from 
Personally Identifiable Information (PII) is one such technique to 
breach personal data privacy in mobile devices, web browser, 
smart homes, Internet of Things (IoT) etc. This study proposes a 
PII risk factor by bringing aggregated risk modelling of personal 
information in the IoT environment. Intuitively, most of the IoT 
devices are produced by identical manufacturers. Similarly,
smart devices typically assemble facts from plentiful devices
where collected information’s� owners are mutually inclusive.
Proposed Massive Personal Information Clustering (MPIC) 
model shows that IoT product manufacturing companies can 
cluster PII collected from a) IoT device managing application
and b) device data flow. Subsequently, owner-centric aggregated
IoT device data can reveal user ID, which was not considered by 
other studies. Our approach was validated by satisfactory data 
analysis from IoT standardization organization (Open 
Connectivity Forum), Android and iOS app store. The analysis
shows 80-90 percent of available IoT devices are manufactured 
by 6-10 major companies with 5 potential PII threats. Personal 
information like location, email, biological ID, contextual actions
and social graph are at risk if collective information gathering
(aggregation) through multiple IoT devices are not correctly 
measured. Finally, research directions in establishing privacy 
preservation in smart IoT ecosystem are advocated.

Keywords— Internet of Things, Data Privacy, Personally 
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I. INTRODUCTION

Internet of Things (IoT) integrates several physical devices, 
sensors and objects under a common network that can 
communicate and share information without any human 
intervention. The IoT autonomously connects Cyber-Physical
system (CPS) to establish a data-driven identical platform 
among physically connected device to collect and exchange 
data [1], [2]. This higher deployment of IoT devices is
expected to grow to 10 billion by 2020 and 22 billion by 2025. 
Intuitively, to adjust a data-driven competitive market, IoT 
devices frequently use Personally Identifiable Information (PII)
[3], [4]. Pfitzmann and Hansen [5] have termed Personally 
Identifiable Information (PII) “An� identity� is� any subset of 
attribute values of an individual person which sufficiently 
identifies�this�individual�person�within�any�set�of�persons”. A 

slightly different from PII, quasi-PII can be termed as 
Potential Personally Identifiable Information (PPII). Same 
author [5] defined PPII� as� “A partial identity is a subset of 
attribute values of a complete identity, where a complete 
identity is the union of all attribute values of all identities of 
this� person”. Massive business chances that exist in the IoT
domain meaningfully amplified the amount of smart IoT 
sensors and intelligent data mining and analysis in IoT. 

Until now several components of this IoT sectors are well
studied and analysed [6]-[9]. However, in-between data 
privacy, security, personal information sharing, and device 
trust are still in their infancy [10]. Placement of IoT devices 
that assemble people private data pose a new dimension of 
risk to� individuals’� privacy.� Legacy privacy breaching 
requires actions from users. However, IoT nodes are gathering
user’s� private� information without any consent and put their 
privacy at stake [11]. Existing IoT privacy preserving 
approaches are generally user, content or context centric. 
However, the Internet of Things (IoT) devices is naturally 
developed by a specific group of companies. Currently, 
available devices and sensors are mostly developed by 
Amazon, ARM, AT & T, Samsung, Ayla Networks, Bosch, 
Cisco, Dell, Fujitsu, [12]. Besides object-oriented privacy 
model data aggregation made by manufacturing companies 
should be controlled and monitored. Identifying companies 
that may passively be collated user’s�PII� is� a�huge�challenge�
where few companies dominate the IoT device producing 
market [13]. Zheng [14] mentioned several personal 
information leaking through IoT devices in Figure 1.

Figure 1. Information leaking in the Internet of Things (IoT) [14]
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The contributions of this study in the field of protection of 
PII in the IoT domain are summarized as follows: (1) Risk 
modelling in revealing PII to a particular IoT device
producing organization. (2) This study considered PII leaking 
to an IoT device and the ultimate owner of that information
(device). (3) Possible privacy breaching options through IoT 
devices are identified. (4) Finally, validation is done with real 
data to provide insightful cautioning to the user when IoT 
devices from identical manufacturers are used.

II. LITERATURE REVIEW

Although people are getting conscious of securing personal 
information and considering those as an asset, several recent 
incidents have shaken the whole world in perspective of data 
privacy. Personal data privacy risk in IoT has been widely 
studied. Internet of Things (IoT) devices generally reveal
sensitive personal information in two ways ass below:

A. IoT Device Controlling Application:

Most of the IoT devices can be controlled by mobile 
applications. Generally, Android [15] and iOS [16] apps are 
used to control the functionalities of IoT devices. Previous 
studies have also provided enough evidence of personal 
information leaking through android privacy permissions [17], 
[18]. After companies introduced a cloud-based system, third 
parties are also developing applications for IoT devices [19]. 
Examples of such app are�Samsung’s�SmartThings, Microsoft 
Corporation, Kakao’s� kakaomini, Apple’s HomeKit, Vera 
Control’s� Vera3, LG, Naver’s� Clova, Google’s� Weave, 
AllSeen� Alliance’s� AllJoyn,� Qualcomm,� Cisco and AT&T.
Previously stated device handling applications gain access to 
all privacy permission regardless of their device functionality. 
The home-level granularity of IoT applications means all 
applications are overprivileged inevitably. Therefore, android 
must make a manifest template that contains individual 
interfaces of other apps. This manifest signifies application’s
permission demand like smartphone apps demand permission 
to sensitive resources. At installation time, the admin practices
the security manager to an identity certificate [19]. Above 
concept is similar like smartphone owner accepting the set of 
permissions an app requests [15], [16] (Figure 2).

Figure 2. iOS and Android Application Privacy Permission [15], [16]

B. IoT Devices:

Another way of breaching user privacy through IoT device 
is service level data sharing from device to manufacturing
companies. For serving device functionality IoT devices send 
multi-dimensional personal data either for processing or 
storing. Several studies have already mentioned misuses of
IoT device data collection procedure [20].  

C. Internet of Things (IoT) Privacy-Preserving Model

Most of the devices gather information in IoT environments 
have unusual properties; even some of them are without user 
interfaces (IoT server gather data but generates no signal). 
Encryption and de-identification are existing techniques to 
secure privacy. However, the process of achieving those in 
IoT is not energy and cost-effective. The General Data 
Protection Regulation (GDPR) [21] imposes control over
personal data which also covers the data produced in IoT. 
Victor morel [22] mentioned two trust generating procedure.
The first process was to implement transparency by 
connecting information gathering device and user devices.
The second method to bring transparency is declared through 
a registry. This registry stores relevant information of data 
collection, devices, range and laws. Studies identified user 
normally choose pragmatic posture on distributing their 
private information [23]. An incentive can be a reasonable
exchange of their private information. At this point, personal 
data monetization has a concrete effect on personal database-
oriented research. That is, they would agree to release of some 
of their sensitive facts in return for few incentives. This has 
inspired an important drive in the database research field to 
monetize private information, based on potential privacy risks, 
and compensate users directly [24]. Privacy-Preserving 
Protocols for Securing a reliable data aggregation in IoT-
enabled smart Systems by another study [25]. The study
suggested a new protocol in Smart Grid Advanced Metering 
Infrastructure (AMI) to decrease issues while providing a 
viable privacy-preserving data collection strategy. IoTivity is 
an open source framework by the Open Connectivity 
Foundation (OCF) [26]. IoTivity’s [27] aim is developing an 
exposed reference implementation of OCF’s Internet of 
Things (IoT) standards to enable communication of IoT 
devices among themselves and the web. In this study, we will 
only analyse IoT devices standardized from OCF. IoTivity 
doesn’t�include security features by default. 

III. PROPOSED METHOD

This section presents in detail explanation of proposed 
Massive Personal Information Clustering (MPIC) PII risk 
model.

Massive Personal Information Clustering (MPIC) 

Gathering of cumulative privacy permission by particular 
IoT device manufacturer is a threat for any IoT user. We posit 
that users that have given more of PPII on IoT devices, 
produced by a particular manufacturer have also higher 
chance of exposing their PII to that device producing company. 
Figure 3 and Figure 4 illustrates the MPC proposition. 
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Figure 3. Massive Personal Information Clustering (MPIC)

For using an IoT device sensitive personal information (PII 
or PPII) is needed. This information can be collected either by 
application or directly by the device. In the market, millions of 
IoT device are there from thousands of manufacturers. We 
posit that users that have given more of PPII on IoT devices, 
bought from a particular manufacturer also poses a higher
scope of revealing their PII. That is, a set of users can be 
defined as U1 to Un, set of PPII of a user U can be termed as 
PPII1 to PPIIn. Let a set of IoT device manufacturer are Man1

to Mann. Suppose, a group of IoT device are Dev1 to Devn. We 
explore the above conjecture to propose that if a set of 
information given to a particular device manufacture Man1 is 
PPIIman1 to PPIImann through Dev1 to Devn then Man1 gets all 
PPII1 to PPIIn. Therefore, Man1 is very likely to produce PII of 
user U1 by summarizing. The total PPII from a user, U1 can be 
calculated by below equation. According to our proposition, 
user U1 provides manufacturer Man1 total PPII –

(1)
If the chance of particular PII breaching through IoT device 

Dev1 to Devn to Man1 to Mann are Pa(A), Pb(B), Pc(C) ….
Pn(N). After that, the probability of breaching a specific PII 
for collective device information can be expressed as Pa(A) + 
Pb(B) + Pc(C) or Pa(A) U Pb(B) U Pc(C). By the way, specific 
Personally Identifiable Information (PII) is mutually exclusive. 
Therefore, the chance of leaking a particular PII to a specific
manufacturer from list of manufacturers Man1 to Mann is 
independent) that is, P1 to n (A and B and C and D…�N)�=�0.�
Fig. 4 shows, user giving personal information (truly PPII) to 
4 distinct devices (i.e Smart Alarm, SmartWatch, Smart Light 
and Smart Coffee Maker).� It� is� seen� from� Fig.� 4� that� ‘IoT
System Manufacturing� Company’ is the manufacturer of all 
four IoT devices. At this point, if that particular manufacturing 
company process information from individual IoT device 
server for profiling, that particular manufacturing company
can achieve PII of that two users.

Figure 4. Gathering of Personal Information by Manufacturing Company

Rest of the section will elaborate with proposed Massive 
Personal Information Clustering (MPIC) step by step.

A. Product Developed by the Same Company

At present, 8.4 billion IoT devices are out there in the 
market but a number of established and widely used IoT 
manufacturing companies are meagre. User preference and 
trust motivates IoT users to go for a particular set of smart 
devices. Previously mentioned causes create a set-up where a 
particular user is destined to use IoT devices from a selected 
group of IoT device manufacturer. Figure 5 shows an example 
where several products from the same company.

Figure 5. IoT�Company’s Gathering PII from their Products (Device level)

B. Device Sensing PII and PPII

Usually, IoT devices vastly collect PPII and PII for serving 
user and business requirements. IoT system is gathering user 
personal information either legally or illegally. Firstly, the IoT
system can acquire user consent to collect personal data 
through the device’s privacy permission agreement and 
through the device itself for maintaining service. Secondly, 
unexpected data breaching and information hacking by a 
hacker or third parties. For now, this work only focuses on the 
PPII gathering by IoT system manufacturer rightfully. 
Therefore, in connection to the last discussion IoT users are 
actually providing a lot of PPII to a preferred group of IoT 
system manufacturer. Figure 6 shows an example where 
several PPII and PII is connected to the same company.
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Figure 6. IoT products are sensing PPII from users.

C. Company gathering PII and PPII

Internet of Things (IoT) manufacturer uses cloud storage 
(servers) to store data produced by the device. Smart IoT 
devices frequently use those storages and update collected PII.
From IoT user’s viewpoint, data are given to a specific
manufacturer. Contrary, if that user uses 5 devices from same 
users then all 5 devices are giving information to a particular 
company. That is how the IoT device producing manufacturer 
is producing enormous information indirectly. Figure 7 shows 
an example where several PPII is producing PII. 

Figure 7. Company gathering PPII and PPII from products

D. Company Generates PII

At this stage, an IoT system manufacturer company who 
has several PPII of a particular user can easily accumulate 
those to generate PII. Although, an IoT manufacturing 
company is not collecting PII directly, indirectly a 
manufacturer is very likely to have the PII of their top 
customers. The same assumption complies with other popular 
IoT devices manufacture used by that user. Figure 8 shows an 
example where several PII of user are exposed to companies.

Figure 8. Profiling to generate PII by Company

E. Company Producing User Identity and Profiling

Finally, the company is having some users PII means it is 
actually having a huge control on those user’s privacy. Since 
that particular company is in control of those PII is now able 
to misuses, sell or manipulate user information. Figure 9 
shows an example where several personal information of user
is exposed to companies.

Figure 9. The company owns users personal information

IV. EXPERIMENTAL ANALYSIS 

A. Dataset Collection and Analysis

This study separates the experimental analysis in two 
dimensions. Firstly, personal information collected through 
Android or iOS application. That information collected while 
installing or using through proper consent gathering process 
(privacy permission). Secondly, data producing by a particular 
device to serve the purpose of that particular device. To 
maintain the functionality of an IoT device, it often exchanges 
information with its server.

� Application Level
According to the computer world, UK and Forbes top IoT 

system manufacturing companies are HPE, IBM, Intel, 
Microsoft, Oracle, Qualcomm, Salesforce.com, and Samsung.
In this study, we have collected 26 android and iOS
application related to IoT. For Android and iOS, this study 
considers the dangerous permission only. This work uses, 
webscrapper.io an open source Chrome extension was utilized
to scrap data from android play store [15] and iOS store [16]. 
Scraper automatically visits specified web pages and 
dynamically developed the necessary database.

� Device Level
For evaluating device level data leaking we consider 

several other study resources [28] and Open Connectivity 
forum [26]. OCF is a worldwide famous IoT standardized 
organization with renown companies from around the world.
This study mainly focuses the information an IoT device sends
during the process device operation. Total number of Product 
according to OCF is 2425. However, due to the privacy issue,
the Certified Product Registry contains only 105 devices. 
Figure 10 shows that most of the devices are manufactured by 
a certain group of companies. Technicolor company leading 
the race with 39 devices. The fact is, the company offered
only 1 type of device, means the chance of using that device is 
also higher. Electrolux is at second position with 26 devices
where they only offered 3 types.
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Figure 10. Manufacturer vs OCF devices

B. Model Validation

� Application Level:
Android and iOS apps used for IoT device control also 

release sensitive user information through application privacy 
permission. Manufacturing companies can aggregate personal 
information collected through different applications. However,
Account detail, Location, Camera, Read Phone Status and 
External Storages are frequently taken sensitive permission. 
Figure 11 shows risky PII according to our MPIC method.

Figure 11. Risky Personally Identifiable Information (Application)

� Device Level:
According to the analysed data open Connectivity 

Foundation, top 5 companies produced 90% of the available 
certified� product� list.� This� is� really� a� warning� for� user’s�
personal data. Because, if the user keeps using those IoT 
devices produced from the identical manufacturing company 
then personal information mentioned in figure 12 are at risk.
Health Status, Internet Information, Hobbies and Politics and 
Biological Identity are at risk through IoT device data sharing.

V. DISCUSSION AND FUTURE SCOPE

Previous experimental analysis validates our assumption 
about aggregated privacy risk modelling. Figure 11 and Figure 
12 displays risky potential PII. At this moment, we will 
discuss a few research direction and existing issues related to 
IoT app privacy and IoT device privacy: 

Figure 12. Risky Personally Identifiable Information  (Device)

Device Privacy and Application Privacy Conflict:
Google and Apple are moderating android and iOS application 
privacy permissions. But, no such moderation is there for IoT 
device controlling application separately. IoT device itself can 
leak personal information while service level data sharing. So, 
this study recommends separate moderation of IoT device 
permission and IoT device controlling applications. Therefore, 
this study thinks IoT device sellers should gather consent from 
users solely for IoT device service level personal data 
collecting. User-managed Independent Privacy Policies: At 
this moment several mobile applications can manage more 
than one IoT devices. This allows needless permission to a 
specific IoT device. The user-managed sovereign privacy 
policy is needed. Limited scope for IoT device Certification 
Authority: At this moment very few IoT device certification 
authorities are present. Even if, certification authorities want 
only basic requirements from IoT device [26]. Global 
standardization authority is needed for securing the privacy of 
personal information related to IoT devices. IoT system 
privacy awareness: IoT system privacy awareness is required. 
Although several types of research have already proposed IoT 
privacy monitoring architecture [29], [30]. However, context-
aware and aggregated risk modelling-based privacy 
monitoring system are still absent. 

VI. CONCLUSIONS

This paper proposes a novel approach for summarizing 
Personally Identifiable Information (PII) leaking risk through 
IoT devices. Our study firmly believes IoT apps and devices, 
regardless of IoT device type, after clustering information can 
release PII. Plenty of risks generate, when PII are achieved by 
a specific IoT device producing company through aggregation
of Potential Personally Identifiable Information (PPII)
presents in cloud servers. An extensive review of personal 
data gathering of IoT devices with device manufacturing
companies is needed for securing personal data privacy. This 
study requires large-scale data analysis with diverse use cases.
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