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Abstract— With the advent of many 10Ts, users need a common

use environment to easily connect, search, and share various l10Ts.

In addition, as loTs become increasingly intelligent, there is a
growing demand for services that work together. However, a
large number of 10Ts can cause serious traffic to the network
when they collaborate with each other in a common usage
environment. In this paper, we have designed the structure of
10T to construct a distributed social network based on semantic
web to solve this problem. We also designed and implemented an
autonomous collaborative service of 1oT that can find
collaborative partners through social network and accumulate
experience knowledge after collaboration. We defined l1oT with
this structure as Smart Thing and a unique Basic Identity
Information (BI1) that allows Smart Thing to identify each other.
In addition, we defined Basic Response Rules (DRRFS) for
Smart Thing to follow in the Query & Answer process for
Collaboration. Smart Thing with basic identity information is an
independent, autonomous loT device. Smart Thing with a
distributed social network finds collaborative partners though
recursive queries and provides services. In addition, we have
confirmed in the autonomous collaborative system that Smart
Thing who has experienced collaborations can work faster and
more accurately using the accumulated experience knowledge
when the same thing is done again. If all 10Ts have basic identity
information and use semantic technology, the Internet will be a
huge space where Smart Thing can collaborate.

Keywords— Autonomous Collaboration System, Semantic Web,
WeblID, Distributed social network, 10T device

I. INTRODUCTION

As many loTs come into existence, users need a common
usage environment, which easily connects, searches, and
shares various IoT’s.[1] In addition, as loTs become
increasingly intelligent, there is a growing demand for
services that work together. Figure 1 shows that 10Ts create
collaborative groups for tasks and accumulate their
collaborative experience knowledge. lIoT 1, 2, 6, and 7 are
group to complete task A. 10T 3, 4, and 10 were grouped for
task B, and 10T 5, 8, 9, and 11 were grouped for task C. loTs
accumulate experience knowledge after completion of work.
However, many loTs collectively collaborate in a common

environment, causing a lot of data traffic to the network. To
solve this problem, we designed the structure of 10T, which
constitutes a distributed social network based on Semantic
Web. We also designed and implemented an autonomous
collaborative service of loT that can find collaborative
partners through social network and accumulate experience
knowledge after collaboration. We defined the 10T device
with this structure as Smart Thing. In this paper, we use the
Web as an environment for autonomous collaboration of
Smart Things. In addition, Smart Thing expands its social
network with accumulated experience.

Collaboration service platform

Experience
knowledge

Internet of Things
a8

Figure 1 10Ts create collaboration groups for tasks

In this design, all Smart Things have Basic Identify
Information (BII). BIl is WebID, Web server address, and
Endpoint for SPARQL. Smart Things identify each other's
basic identity information through an Identification Process
(IDP). We discussed BII in detail in Section Il1l. Originally,
WebID is a technology that defines user's data as ontology and
notifies the location of defined data through URL. It is defined
for identification of users in a global distributed social web.
We use this technology to allow Smart Things to identify each
other. Smart Thing also has Apache Jena Fuseki. Fuseki
provides SPARQL and Triple Database (TDB) to Smart Thing.
In addition, Smart Things accumulates experience knowledge
to TDB after collaboration.

Note 1: Solid is a new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web. It provides a set of rules and tools that we use in this
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In this paper, using these technologies, we implemented one
case of autonomous collaboration systems: a mailing and
delivery collaboration system among drones as a specific task
of autonomous collaboration. A delivery drone takes the mail
to the recipient's company and finds an in-house drone that
can deliver the mail to the recipient, and then delivers the mail
to the in-house drones. In-house drones are responsible for in-
house delivery.

All Smart Things in the system were implemented in PCs
and assumed that physical movement and mailing were
replaced by separate applications using GPS and mechanical
devices. In section II, we describe WebID, Solid server
(WebID server), SPARQL and Apache Jena Fuseki in the
background of the related technology. And in section III we
show an example model including definitions and procedures
of the structure of Smart Thing, the Basic Identity Information
(BII), Identification process (IDP), and Default Response Rule
for SPARQL (DRRFS). In section IV, we describe the
implementation in detail, and finally present conclusions and
future work in section V.

II. TECHNOLOGY TRENDS AND BACKGROUND

A. WebID

WebID is an HTTP URI referring to an agent (an individual,
an organization, a group, a device, and the like) with a
technology defined according to a standard proposed by the
W3C. WebID provides a globally unique identifier by URI. [2]
The WebID profile is a document that describes the owner of
the WebID in the RDF data format. The data in this document
is defined through an ontology that describes each relationship.
Ontology consists of a URI, which provides a globally unique
identifier for the defined data, and its definition can represent
the service. Figure 2 shows the relationship between WebID
URI and WebID Profile document.

The delivery drone’s WebID

—| http://ccl.kcrea.ac.kr:MB/pruﬁle/card*me e

http://ccl.korea.ac.kr:8443

pi/fcclkorea.ac.kr:8443/profildyf

:

Figure 2 Relationship between WebID and WebID profile

The WebID URI is created by adding the hostname of the
WebID Server to the HTTPS protocol and appending the
location of the profile document. The reason for using the
HTTPS protocol is that WebID authentication and security are
performed using TLS. In the WebID URI, the location of the
profile document can be specified using a hashtag. Figure 2
shows the WebID URI using the WebID of the delivery
drones as an example. Hittp://ccl.korea.ac.kr/profile/card,

which is a WebID profile URI that does not include hash tag
#me, describes the owner's profile document. That is, if <me>
is included, it indicates information describing the WebID
owner, and if not, it indicates information describing the
WebID profile document. Agents and applications use
WeblIDs to authenticate WebIDs to Web sites that support the
WebID protocol and act on behalf of the owner. The WebID
protocol integrates authentication and trust into the concept of
WebID. The basic concept of the WebID protocol is to
connect the SSL client certificate to the WebID profile so that
the WebID owner can authenticate against other Web sites
that support the WebID protocol. WebID authentication and
security uses TLS, and this protocol is called WebID-TLS
protocol. [3]

B. WebID Server (Solid Server)

Solid Server is a server program provided by Solid'. It has
functions of WebID creation and management. [4] In this
paper, we use a Solid Server for the WebID server that
generates and manages WebID and profile in the mailing and
delivery collaboration system among drones. Solid Server has
Single-mode and Multi-mode. Single-mode, used in this paper,
creates a single WebID and profile on the server, thus
indicating the location of the profile in the domain of the
Server. Single-mode also requires the use of SSL certificates
because Server can authenticate WeblD.

p://cclkorea.ackr:8443

- 3/profile/rard

irst.ccl.korea.ac.kr:8443/prof

WebID server(Solid Server-multi mode)

Figure 3 Multi-mode in Solid Server

WebID creation and management uses the LDP (Linked
Data Platform) standard. The LDP standard defines a set of
rules for HTTP operations on RDF-based Web resources to
provide architecture for reading and writing linked data on the
Web. [5] WebID profile can be created and modified using the
HTTP method defined by LDP in the WebID URI.

C. SPARQL

SPARQL (SPARQL Protocol and RDF Query Language) is
a query language for processing structured data in RDF format
or RDF format and has been recommended by W3C. [6] The
main purpose of SPARQL is to provide a formal language for
expressing questions with semantic information. [7] SPARQL
Endpoint is also used. SPARQL Endpoint is a Web-accessible
query service that provides the ability to process SPARQL
query language. Normally, when an HTTP GET request is
sent to a SPARQL Endpoint, the server that received the

Note 1: Solid is a new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web. It provides a set of rules and tools that we use in this
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request searches the query and returns the result. SPARQL
Endpoint uses the encoded URI to avoid special characters
when it receives a query via HTTP, and has a variable named
query in the SPARQL query string.

In this paper, we use Apache Jena Fuseki (hereinafter
Fuseki) as SPARQL server. Fuseki is a SPARQL server that
provides a user interface for data security, server monitoring
and management, and a TDB (Triple Database), an RDF data
store. Fuseki also uses the SPARQL 1.1 protocol to update
RDF data as well as queries. Each Smart Thing has Fuseki,
and can query remotely via HTTP via Fuseki's Endpoint.

Figure 4 shows the delivery drone do SPARQL to the
Fuseki Server on the in-house drone #3. Set up the endpoint of
the Fuseki Server of the in-house drone #3 and write a query.
The generated query is encoded in the endpoint and passed to
the Fuseki Server. Fuseki Server searches the TDB for the
received query and returns the result. The result of SPARQL
is returned in JSON format. The JSON format is a JSON
object, enclosed in curly braces ({}). The header is
represented by a key-value member called head with the value
of another object. The object inside the header is named 'vars',
and the value contains a component in the JSON array. The
array contains the SELECT clause of the query as a string.

Delivery drone In-house drone's Apache Jena Fuseki Server

http://dd3.korea.ac.kr:3030

https://dd3 korea.ac.kr:3030/ds/query

SELECT 7p %0

WHERE {

https://dd3 korea.ac.kr/profile/card#me 7p of
1

RESULT RESPONSE

I

http://dd3.korea.ackr:3030/ds

Figure 4 SPARQL to Endpoint

D. Apache Jena Fuseki2

It is a SPARQL server provided by Apache Jena. Fuseki
provides a user interface for server monitoring and
management and provides TDB, an RDF repository for RDF
storage and query. Fuseki provides SPARQL queries and
SPARQL updates by connecting to query endpoints and
update endpoints via HTTP communication. The SPARQL
query is a function that Fuseki queries the TDB owned by its
own TDB or other Fuseki, and the SPARQL update refers to
the function of inputting and modifying data in the TDB. A
SPARQL endpoint is a data provider such as DBpedia that
enables SPARQL queries through the HTTP API. [9] In this
paper, each device in the mailing and delivery collaboration
system among the drones has Fuseki and has a data repository
related to its functions and tasks. Smart Things can identify
each other's endpoints through the IDP and do SPARQL to the
endpoints.

III.DELIVERY MODEL

A. Structure of Smart Thing

In this paper, Smart Things are implemented in two Intel
Xeon CPU E3-1225v5 (RAM 8GB) HP server, and three PCs
15-2500 CPU 3.3GHz (RAMS32). Its structure is shown in
Figure 5. We installed Node JS based on Ubuntu 16.04 LTS
and JAVA (v1.8.0_181), and Web server to collect the WebID.
We use Socket 10 program, which is open source as Web
server. In addition, we installed Apache Jena Fuseki2 to
LOAD each other's profile through WebID, SPARQL to the
endpoint, and to store information such as experience
knowledge in TDB. Finally, we installed WebID server (Solid
server) for WebID, profile creation and management in
Python 2.7 base. Figure 6 shows the operation of each server
in the mailing and delivery collaboration system among the
drones

Smart Thing Device

WeblID server

VS R (Solid server v4.1.2) GrmeElE

Fuseki 2

Node J5(v8.12.0)
JAVA(v1.8.0_181)
Ubuntu 16,04 LTS

Python 2.7

Figure 5 Structure of Smart Thing

B. BII and IDP

Smart Thing, which consists of Web server, WebID server
and Apache Jena Fuseki, starts to communicate by logging in
to the other Web server with its own WebID. 1) When Smart
Thing A logs in to Web server of Smart Thing B with WebID
2) B's Web server delivers A's WebID to Fuseki. 3) Smart
Thing B do SPARQL to the WebID profile of Smart Thing A.
4) LOAD the profile of Smart Thing A, and 5) Smart Thing B
saves it to TDB <Temporary knowledge>.

Smart Thing A

Smart Thing B

= 2)/14)
Web Server = Web Server

8) Object profile

WebID server

(Temporary J

7
e _ - / 1w AN | nowledge)
< lisw - = . VR -'mqu -
(Experience J (Work ;l?:wledge)J/ MEJ (Experience J
Knowledge) s o _Knowledge)

Figure 6 Identification and collaboration process of Smart Things

In the profile of Smart Thing A, there is Web server address,
WebID, Endpoint address which is BII (refer to Table 1).

Note 1: Solid is a new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web. It provides a set of rules and tools that we use in this
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Table 1 BII (Basic Identity Information)

Web server address
WebID
Endpoint

BII

6) As same token Smart Thing B logs in to the Web server,
which confirmed in BII of Smart Thing A. 7) Smart Thing A
sends Smart Thing B's WebID to its Fuseki. 8) Fuseki in
Smart Thing A do SPARQL to the WebID profile of Smart
Thing B. 9) LOAD the profile of Smart Thing B. 10) Smart
Thing A stores it in TDB <Temporary knowledge>. We
defined the process from (1) to (10) as IDP as a procedure in
which two Smart Things identify each other. Every Smart
Thing always identifies each other through an IDP. 11) After
the IDP, Smart Thing A does SPARQL to the endpoint of
Smart Thing B for collaboration. The endpoint is the TDB
<Work knowledge> address of Smart Thing. We designed the

TDB with three directories, as shown in Table 2. 1 | After IDP,
Table 2 TDB structure in Smart Thing 2 do (query) {
3 SPARQL to the Endpoint which is registered in
TDB & directory Role TDB<Experience knowledge> or TDB<Temporary
TDB <Temporary knowledge> Storage Temporary data knowledge>
(ex: http://ccl.kora.ac.kr:3030/temp) 4 }

collaborative experience knowledge and it is social network
information.

If Smart Thing A is going to do the same thing again after
completing the collaboration, it will complete the
collaboration faster than the first by SPARQL directly to
Smart Thing B's Endpoint, which is accumulated in the
experience knowledge.

C. Default Response Rules for SPARQL (DRRFS)

Smart Thing follows the Default Response Rules for
SPARQL (DRRFS) in the Query & Answer process for
collaboration (see Table 3).

Table 3 Default Response Rules for SPARQL (DRRFS)

DRRFS 1 —do SPARQL

Smart Thing wills simultaneously SPARQL the endpoints of all
Smart Things registered in TDB <Temporary knowledge> or
TDB <Experience knowledge>.

TDB <Work knowledge>
(ex: http://ccl.kora.ac.kr:3030/ds)

Storage Work knowledge
data

TDB <Experience knowledge>
(ex: http://ccl.kora.ac.kr:3030/sn)

Storage Experience
knowledge data

The TDB <Temporary knowledge> of the delivery drones
in the mailing and delivery collaboration system among
drones is http://ccl.korea.ac.kr:3030/temp, a place to store data
temporarily. TDB<Work knowledge> is http://ccl.korea.ac.kr:
3030/ds, a place to store working data. In addition, TDB
<Experience knowledge> is http://ccl.korea.ac.kr:3030/ds, a
place to store experience knowledge data after collaboration.
In this system, the delivery drone has two query statements for
collaboration. The first is 'Can you carry 0.8kg of mail?' The
second is 'Can you deliver mail to Chang-Su Lee?' That is, the
delivery drones are looking for in-house drones that can
deliver 0.8 kg of mail to Chang-Su Lee. 12) And confirm the
answer of Smart Thing B. We assume that Smart Thing A's
TDB-Work knowledge has mailing information, and Smart
Thing B's TDB-Work knowledge has Smart Thing B's limit
weight and some employee’s information. If the answer is yes,
B output the Web server address. 13) Smart Thing A enters its
endpoint into Smart Thing B's Web server. 14) Web server
sends the endpoint to Fuseki. 15) 16) Smart Thing B do
LOAD the mail information at the endpoint of Smart Thing A.
17) Smart Thing B save it in TDB <Temporary knowledge>.
18) Smart Thing A moves and saves the Smart Thing B's
profile stored in TDB<Temporary knowledge> to
TDB<Experience knowledge>. Smart Thing B also saves the
profile of Smart Thing A that was stored in TDB<Temporary
knowledge> to TDB<Experience knowledge>. At 12) if Smart
Thing B’s answer is 'No', Smart Thing A finds the other Smart
Thing again and starts again from 1). The information stored
in Smart Thing's TDB <Experience knowledge> is

DRREFS 2 - Structure of Questions

At the end of the question, attach the endpoint address of all
Smart Thing receiving the question.

1 | Question+’ http://gate1.korea.ac.kr:3030/ds/query’

DRREFS 3 - Structure of Answer

1) If the answer is No, Smart Thing will answer ‘undefined’. If
the answer is yes, Smart Thing answers with his web address.
DRRES 4 - If answer is No

1)Smart Thing, whose answer is No, asks the same question to the
endpoints of all social networks registered in TDB <Experience
Knowledge> before answering. The structure of the question is as
shown in DRRFS 2.

Question+’ http://gatel.korea.ac.kr3030/ds/query’

1 + “http://gatel.korea.ac.kr:3030/ds/query’

+ *http://dd3 . korea.ac.kr:3030/ds/query’

2) If any of the added endpoint addresses have duplicate
addresses, do not ask questions to the duplicate Smart Thing.

3) If the answer of all Smart Things is No, output No'.

1 if (result value of SPARQL == 'undefine') {

2 do (query) {

3 all Smart Things which are in TDB-Experience
knowledge

4 if (result value of SPARQL == 'undefine') {

5 message == 'No'

6 H

7 !

DRREFS 5 - If answer is Yes

1) If the answer is yes, Smart Thing answers with his Web
address.

2) Smart Thing, whose answer is No, asks the same question to
the endpoints of all social networks registered in TDB
<Experience Knowledge> before answering.

- If Smart Thing A receives a web server address from Smart
Thing B registered in TDB<Experience knowledge>, Smart Thing
A attaches its web server address after B's web server address and
output it. (ex. "B’s web server address + A’s web server address")
- If Smart Thing A received web server address from one or more
Smart Things registered in TDB<Experience knowledge>, select

Note 1: Solid is a new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web. It provides a set of rules and tools that we use in this
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only a Web server address of Smart Thing, which answered first.

1 if (result value of SPARQL == 'undefine') {

2 do (query) {

3 all Smart Things which are registered of social network
4 if (result value of SPARQL == 'undefine') {

5 message == 'No'

6 telse {

7 Select the Web server address which
8 answered first

9 Message==Web server address

10

11 }

12 |}

DRRFS 6 — Collaboration & Finish

After the question, Smart Thing, which receives the web server
address, confirms that its TDB has the same web server address.
1) If it is, log in as an Endpoint at that address and collaborate.
2) If not, proceed to 1) after the IDP procedure.

1 if (result value == ‘undefine’) {

2 finish the SPARQL process

3 } else if {

4 select first web server address

5 fws address == first web server address

6 if (fws address is in TDB-Experience knowledge or
7 TDB-Temporary knowledge) {

8 logs in to the fws address with Endpoint
9 } else {

10 logs in to the fws address with WebID
11 }

12 }

13 |}

IV.IMPLEMENTATION

A. The mailing and delivery collaboration system among
drones

Table 4 shows the details of Smart Things in the mailing
and delivery collaboration system among drones. It describes

the BII and TDB information of each Smart Things.

Table 4 BII and TDB information of Smart Thing in the System

oint>
<http://ccl.korea.ac.kr
:3030/ds/query> ;
<http://sac.korea.ac.kr
:3003/ontology#Serve
>
<http://ccl korea.ac.kr
:3000>.
TDB-Experience knowledge
<https://dd1.korea.ac. 1)
kr/profile/card#me> <https://gatel .korea.ac.kr/profile/card#me
<http://sac.korea.ac.kr | >
:3003/ontology#Endp | <http://sac.korea.ac.kr:3003/ontology#En
In- oint> dpoint>
house <http://dd1 korea.ac.k | <http://gatel.korea.ac.kr:3030/ds/query> ;
drone 1r:3030/ds/query>; <http://sac.korea.ac.kr:3003/ontology#Ser
#1 <http://sac.korea.ac.kr | ver>
:3003/ontology#Serve | <http://gatel.korea.ac.kr:3000>.
> TDB-Work knowledge
<http://dd1 korea.ac.k | 1) Dong-Hee Kim/010 3077 4727/Gatel
r:3000>. 2) Chang-Su Lee/010 3537 3708/Gate3
less than 0.7kg
TDB-Experience knowledge
1))
<https://dd3.korea.ac.kr/profile/card#me>
<http://sac.korea.ac.kr:3003/ontology#En
. dpoint>
<https://dd2 korea.ac. | /443 korea.ac.kr:3030/ds/query> ;
kr/profile/card#me> : .
<http://sac korea.ac kr <http://sac.korea.ac.kr:3003/ontology#Ser
. ver>
:3003/ontology#Endp | 1. //443 korea.ac kr:3000> .
In- oint> 2)
house <.http://dd2,korea.?c.k https://gatel .korea.ac.kr/profile/card#me>
dl;); ¢ 2}31:)33//ds/q11{lery> ? X <http://sac.korea.ac.kr:3003/ontology#En
3003 /ontel y#Serve | Aot
;> ontologyiserve <http://gatel .korea.ac.kr:3030/ds/query> ;
. <http://sac.korea.ac.kr:3003/ontology#Ser
1jlslz)tgb/iddZ.korea.alc.k ver>
’ ' <http://gatel .korea.ac.kr:3000>.
TDB-Work knowledge
1) Dong-Hee Kim/010 3077 4727/Gatel
2) Nak-Hyun Kim/ 010 3030 5904/Gatel
less than 0.5kg
<https://dd3 korea.ac. E) B-Experience knowledge
lilgpr(?ﬁle/card#me> <https://dd2.korea.ac.kr/profile/card#me>
ttp://sac.korea.ac.kr httn-//sac.k Kkr:3003/ontol
3003/ontology#Endp Z ttpt sac.korea.ac.kr: ontology#En
In- oint> P om. > § .
e | o | o ety
drone r:3030/ds/query> ; ’ ’ AR
i ver>
3 z}g(t)%'//éii‘;ll;or;;'sit\lg <http://dd2.korea.ac.kr:3000>.
;> S TDB-Work knowledge
. 1) Chang-Su Lee/010 3537 3708/Gate3
:gggi)/i dd3 koreaack | )\ gk /010 2236 253 1/Gate3
) ) less than 1kg

In this system, the delivery drones are looking for in-house
drones capable of delivering 0.8 kg of mail to Chang-Su Lee.
According to Table 4, the delivery drones must find in-house
drones # 3 and pass the mail information.

B. Delivery drone vs. In-house drone #3

IoT BII TDB information
Gatel <https://gatel korea.a TDB-Experience knowledge
c.kr/profile/card#me> | 1)
<http://sac.korea.ac.kr | <https://dd1.korea.ac.kr/profile/card#me>
:3003/ontology#Endp | <http:/sac.korea.ac.kr:3003/ontology#En
oint> dpoint>
<http://gatel korea.ac | <http://dd1.korea.ac.kr:3030/ds/query>;
kr:3030/ds/query> ; <http://sac.korea.ac.kr:3003/ontology#Ser
<http://sac.korea.ac.kr | ver>
:3003/ontology#Serve | <http://dd1.korea.ac.kr:3000>.
r> 2)
<http://gatel korea.ac | <https://dd2.korea.ac.kr/profile/card#me>
kr:3000>. <http://sac.korea.ac.kr:3003/ontology#En
dpoint>
<http://dd2.korea.ac.kr:3030/ds/query> ;
<http://sac.korea.ac.kr:3003/ontology#Ser
ver>
<http://dd2.korea.ac.kr:3000>.
TDB-Work knowledge
1) Dong-Hee Kim/010 3077 4727/Gatel
2) U-Suk Ji/010 2236 2531/Gate3
3) Seung-Won Jung/010 2345 2345/Gatel
<https://ccl.korea.ac.k TDB-Work knowledge
Deliver | r/profile/card#me> Delivery information
ydrone | <http://sac.korea.ac.kr : Chang-Su Lee/010 3537 3708
:3003/ontology#Endp Digital Camera/0.8kg/

The delivery drone that brought the mail to the recipient's
company will hand over the mail to the in-house drone #3. A
delivery drone knows the location of the recipient's company
and information about the in-house drone #3 Web Servers
before departure. Collaboration configuration is shown in
Figure 7.

Note 1: Solid is a new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web. It provides a set of rules and tools that we use in this
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Delivery drone
https://ccl korea.ac kr/profile/card#me

gi( 3 5
In-house drone #1~

https://dd1 kefea ac kr/profilefcard#me

Experience Knowledge
(Social Network)

In-house drone #3
https://dd3 korea.ac kr/profile/card#me

“p-house drone #2.” i
T ——hiwps:/dd2kored.ac kr/profile/card#me

Figure 7 Collaborative diagram of delivery drone vs. in-house drone #3

1) The delivery drones arriving at the company log in to Web
Server of in-house drones #3 with WebID. Then do IDP.

2) In-house drone #3's fuseki checks the profile of the delivery
drone (see Table 5) and loads it.

Table 5 Check the WebID of the smart thing logged into the web server

1 function Devicecheck (WeblID) {

2 username = WebID;

3 var url = WebID;

4 if (url.length > 0){

5 var http = new XMLHttpRequest();

6 var params = "?2url="+url;

7 http.open(HEAD', url);

8 http.withCredentials = true;

9 http.onreadystatechange = function(){
10 if (this.readyState == this. DONE){

11 if (this.status === 0){

12 console.log(‘could not connect to server.");
13 } else if (this.status === 200){
14 var chatpage = chatroom2();

15 /I Confirm the WebID with the HTTP HEAD method.
16 /I If it is an existing WebID, it returns HTTP

17 /Il STATUS CODE 200. In this case, you log in and
18 /1 pass the profile

3) In-house drones #3 check the profile through the Web ID of
the delivery drones and login to the delivery drone’s web
server.

4) The delivery drones get the profile of in-house drones #3
(see Table 6).

Table 6 LOAD a profile

1 var UpdateDroneData = function(data){

2 var webid = data.webid

3 var url = 'http://localhost:3030/temp/update’

4 var query = "LOAD <"+webid+">";

5 var http = new XMLHttpRequest();

6 http.open('POST", url);

7 http.setRequestHeader('Content-Type',

8 ‘application/sparql-update');

9 http.withCredentials = true;

10 http.onreadystatechange = function() {

11 if (this.readyState == this.DONE){

12 if (this.status === 204){

13 /I Update the profile to Fuseki using the LOAD

14 /I statement on the endpoint 'http: // localhost: 3030 / // ds /
15 update'. If the update succeeds, it returns HTTP // STATUS
16 CODE 204.

The delivery drones doing SPARQL to the endpoint of the in-
house drones #3 (see Table 7). The questions are "Can you
carry 0.8 kg of mail?", "Can you deliver mail to Chang-Su
Lee? All Q & A (Query and Answer) follow DRRFS in Table
4,

Table 7 SPARQL to Endpoint

1 var queryl = 'SELECT ?Device ?Server WHERE { ?x
http://sac.korea.ac.kr:3000/ontology/ccl#Name>
"+DronReceiver+";
<http://sac.korea.ac.kr:3000/ontology/ccl#haveTel>
"+DronReceiverHP+".?Device
<http://sac.korea.ac.kr:3000/ontology/ccl#MaxWeight> ?W
eight. FILTER('+DronWeight+'<=?Weight)}'
var urll = DeviceEndpoint+"?query="+
encodeURIComponent(queryl);
var httpl = new XMLHttpRequest();
httpl.open('GET', urll);
http1.withCredentials = true;
httpl.onreadystatechange = function(){

if (this.readyState == this. DONE){

if (this.status === 200){

/I Query the Endpoint to verify the DronReceiver,
/I DronReceiverHP, and DronWeight.

N
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5) Confirm the answers of in-house drones #3 (see Table 8).

Table 8 Answers to queries

1 var url = Server+'/query?query="+
encodeURIComponent(query);

2 var http = new XMLHttpRequest();

3 http.open('GET', url);

4 http.withCredentials = true;

5 http.onreadystatechange = function(){
6 if (this.readyState == this. DONE){
7 if (this.status === 200){

8 var result = http.responseText;

9 var resultJSON = JSON.parse(result)

10 if(typeof(result]SON) === "undefined’){

11 console.log(‘cannot find data’)

12 Yelse {

13 var answer = 'YES'

14 message = {recepient:responsename, status:1,

CollaboralteServer:resultJSON.Server,
CollaboralteDevice:resultJSON.Device}

15 socket.emit(‘collaboralte worker', message);

16 }

17 //1f the result of the query is 'Yes', the function

18 /lcollaboralteDeviceSavel is executed to deliver the //Web

19 Server address to the delivery drones

6) The delivery drone hands the mail to the in-house drones #3,
which answer with web server address. In this paper, it is
assumed that the physical movement of each Smart Thing and
the mail transfer are replaced by separate application using
GPS and mechanical device, so that in-house drone #3 is
replaced by importing the mail information of the delivery
drone.

7) The delivery drone adds Bl of the in-house drone #3 to
TDB-Experience knowledge. In-house drone #3 also adds the
BII of the delivery drone to his TDB-Experience knowledge.

C. Accumulation of Experience knowledge (expansion of
social network)

Note 1: Solid is a new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web. It provides a set of rules and tools that we use in this
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Figure 8 shows the social network of delivery drone and in-
house drones # 3 expanded after collaboration.

Q&A follow DRRFS in Table 3. The progress of SPARQL is
shown in Figure 10.

Delivery drone
https://ccl karea.ac kr/profile/card#me

é/.g
N
In-house drone #1

httpsy/cdL fofea ac kr/pmnefcardw me

Experience Knowledge
(Social Network)

' In-house drone #‘5 B
https://dd3 korea. ac.kr/p{oﬁlei:ard#me

~/ @g‘-’ﬁl A ..‘

{n house drone #2 -
ht‘tm,i/ddz leered ac kr/proﬁie‘l:ard#me

Figure 8 Expanding social network after collaboration

The delivery drone adds the BIl (green) of the in-house
drone #3 to his experience knowledge, and the in-house drone
#3 add the BII (red) of the delivery drone to his experience
knowledge. Adding BIl of collaboration partners is an
expansion of the social network of Smart Thing as the number
of social member’s increases. Therefore, 'accumulation of
experience knowledge' can be defined as 'expansion of social
network'. By accumulating experience knowledge after
collaboration, Smart Thing can handle the same thing faster
and more accurately in the future.

D. Delivery drone vs. Gatel

It is a collaborative scenario in which a delivery drone who
brings mail to the recipient's company hand over the mail to
gatel. The delivery drones know the location of the recipient's
company and the web server information on gatel before
departure. The collaboration configuration is shown in Fig 9.
The delivery drones arriving at the company log into the web
server of gatel. Then those do the IDP.

Delivery Drone
https://ccl korea ac kr/profile/cardime

-

| Experience Knowledge
(Social Metwork)

I Oslivey D
]
|

Jfi-house Drone #1 |
/ https://dd1korea ac/ kr,';sromefcard#me =

~" In-house Drone #3

https://dd3.korea.ac. k r/profile/card#me

leater |
P‘\npsﬂgatel koreaac wpﬂof e/card#me

\ In-house Drvn- #2

— w;;; /7832 korea ac kr{prnf\la/’card“ma

Figure 9 Collaboration diagram of delivery drone and gatel

1) The delivery drones doing SPARQL to the endpoint of the
Gatel (see Figure 10). The questions are "Can you carry 0.8
kg of mail?", "Can you deliver mail to Chang-Su Lee? All

Delivery Drone §
https://ccl korea.ac.kr/profile/card#me (8) — QL

€==" answer
2% -
#

—__> Sodal group
by In-house Drnne #1N
hitps//dd 1korea.ac. kr/prone;cardma
~" In-house Drone
https://dd3.korea

kr/ proﬁielca rd#me

\'. In-house Droné #2
\ hﬂps ,f/ddZ korea ac. kr/pmﬁ\e/card#me

https,/gbtgl korea.ac kr/pf cofilefcard#me

Figure 10 Answer flowchart based on DRRFS

2) Gatel do SPARQL to the in-house drones #1 and #2
registered in its social network according to <DRRFS-4>
before responding 'No'

3) In-house drone #1 responds with 'No' to Gatel according to
<DRRFS-4>

4) In-house drones #2 do equally SPARQL to in-house drones
#3 according to <DRRFS-4>

5) In-house drone #3 responds with the web server address
'http://dd3.korea.ac.kr: 3000’ to in-house drone # 2 according
to <DRRFS-5>

6) In-house drone #2 responds with ‘http://dd3.korea.ac.kr +
http://dd2 korea.ac.kr’ to gatel according to <DRRFS-5>

7) And gatel responds with ‘http://dd3.korea.ac.kr +http://dd2.
korea.ac.kr +http://ccl.korea.ac.kr’ to the delivery drones.

8) The delivery drone log in to the web server address of in-
house drone #3 which is confirmed by the answer of gatel
according to <DRRFS-6>. Then those do the IDP. The
delivery drones do SPARQL to the endpoint of the in-house
drones #3, and check the responds ‘http://dd3.korea.ac.kr:
3000'. Since the delivery drones have the same web server
address in TDB, log in to the web server of in-house drones #
3 as an endpoint. In-house drone #3 LOADs the mail
information from the delivery drone and stores it in TDB-
Temporary knowledge.

As shown in Figure 11, the delivery drone adds BII of the
in-house drone #3 to TDB-Experience knowledge. In-house
drone #3 also adds the BII of the delivery drone to his TDB-
Experience knowledge.

Note 1: Solid is a new project led by Prof. Tim Berners-Lee, inventor of the World Wide Web. It provides a set of rules and tools that we use in this

paper
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Experience Knkowledge
(Social Network)

Delivery Drone
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Figure 11 Expanding social networks after collaboration

E. If the delivery drone doesn’t know the web server address
to log in to

If the delivery drones that bring mail to the recipient's
company do not know the address of the web server to log in
to. The configuration is shown in Figure 12.

1) Smart Things keep informing their web server information
to around. In this paper, we use the advertisement function of
wireless router.

2) When the delivery drone is connected to the open Wi-Fi, it
is automatically connected to the Web server of the Smart
Thing, which is designated as the notification / advertisement
site (see Table 9).

Delivery drone
httpsi//cclkorea.acki/profile/card#me

L~

In-house drone #1
https://dd1 korea.ac.kr/profile fcard#me L)

In-house drone #3
https://dd3.korea ackr/profile/card#me

In-house drone #2
https://dd2 korea ac kr/profile/card#me

Figure 12 Log in to the Smart Thing web server in the vicinity

3) If the delivery drone connects to the Web server, login with
WeblID. And do IDP.

4) The delivery drones look for in-house drones # 3 according
to DRRFS.

Table 9 Logging in to the Smart Thing's web server in the vicinity

function autologin(checkdata){
var url = "http://localhost:3000/autologin™;
var http = new XMLHttpRequest();
http.open('GET", url);
http.withCredentials = true;
http.onreadystatechange = function(){
if (this.readyState == this.DONE){
if (this.status === 200){
var data = http.responseText;
10 var chaturl = checkdata.Server + *?url=" + data;
11 location.href = chaturl;
12 Jelse {
13 console.log(*"login Fail™)

O©COO~NOOUIDWN PP

14 //The autologin function asks the WebID to Smart Thing to
15 llog in. When the WebID is returned, add the WebID to the
16 //domain and log in. The format is 'protocol + domain +? Url
17 //+ WeblID'.

V. CONCLUSIONS

We have confirmed in the mailing and delivery
collaboration system among drones that Smart Thing can
provide autonomous collaboration services using social
networks. We confirmed that gatel, which was requested by
the delivery drones, used social network to find in-house
drones # 3 and added BII to each other after collaboration. We
also confirmed that when a delivery drone who has
accumulated experience knowledge is asked to do the same
task again, he can use the experience knowledge to deliver
mail faster and more accurately than the first. Also, when
Smart Things follow the DRRSF for collaboration, we have
confirmed that the searching and Q & A procedures follow
recursive querying. We also confirmed that when Smart Thing
follows the DRRSF for collaboration, the Q & A process
follows a recursive query. If so many Smart Things provide
autonomous collaboration services using distributed social
networks, the Web will be able to maintain a more stable
network environment

In the future, we will define various tasks as ontologies and
make application services where hundreds or thousands of
smart things collaborate concurrently through hundreds of
social networks. Therefore, we will comprehensively analyse
the performance of the social network based on the semantic
Web and the autonomous collaboration of Smart Thing using
experience knowledge.
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