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Abstract—Digital signatures are fundamental in today’s
modern world to verify the sender of a document’s identity.
Digital signature is a method to bring integrity and authenticity
to the digital data signature. Signature is computer utilizes a set
of principles and parameters such that identification and
authenticity of the data can be confirm.There are three
algorithms that are suitable for digital signature generation
under the DSS standard. First one is RSA algorithm second is the
ElGamal algorithm, and the tired is Elliptic Curve Digital
Signature Algorithm (ECDSA). This paper discusses the
cryptography including different types of digital signatures based
on the kind of key and a few algorithms of Digital Signature
RSA, ElGamal, and ECDSA.

Keywords—Digital Signature, Digital Signature Algorithm,
DSA, ECDSA, RSA, DSS.

l. INTRODUCTION

The signature is always created by the use of a private key
where only the user is known the private key. The signature is
also verified makes use of a public key which match to the
private key. Every user has one public key and one private key
pair. Public keys are known by everyone, and can be used to
verify the user signature. However private key is not shared,
private key is used in generation signature, which is done only
by the user [1].

Kumar et al. [17] proposed an efficient two-factor user
authentication framework for wireless sensor networks, which
is based on password and smart card and it uses one-way hash
function. This scheme provides mutual authentication and
gives user facility to change password at need. But the problem
here is, it does not provide privileged insider attack as the
password is sent to the base station in plain text. It also suffers
from the synchronization problem as it uses the time stamp for
avoiding replay attack.

Digital signatures used to reveal unauthorized amendment
to data. However, the recipient of a digitally signed document
in proves to a third party that the document was indeed signed
by the human who it is assumed to be signed. This is
recognized as nonrepudiation, because the human who signed
the document cannot refuse the signature at a later time. We
can use Digital signature algorithm in electronic funds transfer,

e-mails, data storage, electronic data interchange, software
distribution, and just about any application that would need to
assure the integrity and originality of data [2].

Digital Signature Algorithm (DSA):is set in Digital

Signature Standard (DSS). The specification containsstandard
for the generation domain parameters, generation of private
key and public key pairs, verification and generation of digital
signatures.
RSA digital signature algorithm: Is set in Public Key
Cryptography Standard and American National Standard
(ANS). FIPS 186-4 notarize the use of enforcement of either or
together of these standards and assignextra requirements.

Elliptic Curve Digital Signature Algorithm (ECDSA):Is set
in ANS X9.62.

The public key is applied in the process of signature
verification. However, the public key does not required to be
preserved secret, where its integrity should be maintained.
Using the public key,anybody can prove a correctly signed
message [3],[15].

In signature verification and generation processes, the
message is transform to a fixed-length personification of the
message by means of aconfirmed hash function. The digital
signature and the original message are both made ready to a
verifier (Fig. 1).
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Digital signatures can supply assertion of the evidence to
exporter, identity, and status of an electronic document and
acknowledging informed consent of the site by a signatory [4]
and [6].

Integrity: There is status where is a need for dependability
where the message has not been changed during transmission.
However, if a message is digitally signed, any modification in
the message after signature will abrogate the Digital signature.

Confidentiality: it is used to protect the information and
only authorized users can got it.

Authentication: to authenticate the origin of message, we
can use digital signatures. For instance, Alice will sends Bob
the encrypted message digest. In order for Bob to authenticate
the signature he should apply the same hash function as Alice
to the message she sent to him. He will also decrypt the
encrypted message using Alice is public key and compares the
two. If the two are the same then he has successfully
authenticated the signature. If the two are not match then either
an error happen through transmission or someone was trying to
impersonate Alice. However, valid signature display that the
message was sent by the ownership user, when the digital
signature of the ownership is constrained to a particular user.

Non-repudiation: here the information that we may have
received can be definitely attributed to somebody and there is
no way that they can take it back. They definitely said what is
that we have in this message right here.

1. COMPARISON OF RSA wITH ECDSA

ECDSA and RSA are applied to protect the data packet inside
the network. For security, the RSA and ECDSA equip the
same security level with the short and large keys. To use the
cryptography for data transmissions, verification, less power
consumption, faster signature generation, the minimal size key
of ECDSA probably allow for minimum estimation fit light-
weight wireless systems and devices.

Table 1: Comparison of RSA and ECDSA
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Key Generation: The key generation is faster than the RSA
because of the key lengths differences [12]. RSA create and
generate utilizing two pig prime numbers so it takes so much
time than the minimum ECDSA keys which is generated.
Verification time: RSA verification For RSA the verification
time is so fast because it is simpler in terms of cryptographic
computations as only a lower of modular multiplications is
needful.

Execution Time: Considering the RSA keys are significantly
bigger than the ECDSA keys, RSA takes longer time to
generate the key compared to ECDSA.

Signature Time: The time needed for ECDSA operations to
generate signatures is so mash slower because of the
convergence among the key sizes. The time needed for RSA

operations to generate signatures so fast increases because of
its big keys which is not reasonable and keep delay packets
from being transferred.

V. COMPARISON OF RSAwITHECC

The ECC have full exponential time where the RSA takesub-
exponential time. For instance, the ECC for 160 bit key size
take 9.6x 10" MIP years [8] where the RSA of 1024 bits for
key size takes 3x10™ MIP years.

With the smaller key size the ECC offers same security level.
The size of data in the RSA is smaller than the ECC and the
power computational is smaller for ECC compared to the
RSA.

V. DIFFERENT TYPES OF DIGITAL SIGNATURES

Digital Signatures with appendix: need the main message as
input to the verification. For instance, DSS, EIGamal, DSA.
Message recovery with Digital signatures: A priori knowledge
of the main message is not required for the verification where
the main message can be recovered via the signature itself. For
instance, Rabin, RSA, Rueppel.

Digital signatures based on RSA:Includes the features of both
Digital Signatures with appendix and Digital signatures with
message recovery

Blind signature schemes [14]: Allows sender A to remain
anonymous so that spending patterns cannot be monitored

VI. SIMPLE DIGITAL SIGNATURE ALGORITHM

The public key is used in the signature verification process.
The public key need not be kept secret, but its integrity must
be maintained. Anyone can verify a correctly signed message
using the public key.

Signing Process by Sender:  Message digest (MD)
generated. A message digest is a “summary of the message
that is going to be transmitted,” thatgenerated by a set of
hashing that were agreed to by both users. The hashing
algorithm guarantees the integrity of a message by making a
fully different hash value when a single part of the message
changes. The encrypted message digest is created when the
Message digestencrypted with a sender’s private key that is
called a digital signature (DS). A DS is enclosed [16] with the
message and sent to the receiver (Fig. 1).

Signature Verification Process by Receiver: Using the
sender’s public key, a receiver decrypts the digital signature to
obtain the message digest generated by the sender. Using the
same hashing algorithm, the receiver calculates the MD of the
received message. The acquired MD value is compared with
the sender’s MD value. If they are identical, then the message
is not altered and the originality is assured. At this phase, if
decrypting the message using the sender’s public key [5]
results in a faulty message digests, then the message has been
changed and cannot be trusted. However, it is clearly shown
that the integrity of the message is maintained but not the
privacy, since the message is sent plainly.
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Fig. 1 Simple digital signature algorithm

This may be suited to a situation where confidentiality is not
an issue. In order to ensure confidentiality in communication,
the message should be encrypted. Basically, a digital signature
scheme typically consists of three algorithms, namely key
generation, signing and signature-verifying algorithms. The
techniques are varied, and these systems are categorized based
on their mathematical problems. Generally, public key systems
are grouped into three main classes which are based on integer
factorization (i.e. RSA), discrete logarithm (i.e. DSA), and
elliptic curve discrete logarithm (i.e. ECDSA). The security
degrees of all the techniques are based on the hardness of
mathematical problems.

A. Digital Signature Algorithm (RSA)
RSA is a public-key cryptosystem that gets its name in 1977
from its inventors — Ronald Rivest, Adi Shamir and Leonard
Adlemanand was developed [4]. It has since withstood years
of extensive cryptanalysis. It is used for electronic commerce
and many other secure communications over the Internet. The
RSA system utilizes one way functions of a additional
complex nature [13]. RSAis a Block cipher in which the plain
text and cipher text are integers between 0 and e — 1 for some
integer e. RSA gets its security from the difficulty of factoring
large numbers.
Working of RSA: Select 2 random large prime numbers r and
g of almost equal length. Compute their product e = rg. The
Euler’s Totient function ¢(e) is computed, i.e. d(e) = (r—1) (q
— 1). We then choose two keys a and b such that, a.b = 1 (mod
¢(e)). One of the keys say a is made public while the other key
b is kept a secret. At this point, we no more require r, g and
¢d(e). We can discard these values. If we have a message H,
encryption of H is C = Ha mod e, C is the resultant cipher text.
Decryption of C is achieved by H”= Cb mod e.
Consider H*=Mab mod e = Hk¢(e) + 1 mod e (Since
ab =1 (mod ¢(e))) =H> = H . Hkp(e) mod e = H mod e

(It can be proved that x¢(e) = 1 (mod e))

Hence we see that H = H’. Thus we have achieved efficient
encryption and decryption using RSA.

B. Elliptic Curve Digital Signature Algorithm
(ECDSA)
ECDSA was first proposed in 1992 by Scott VVanstone [9].
Elliptic Curve Digital Signature Algorithm (ECDSA) Key

Generation [7].
User A has these steps where r is a large prime:
Select a random integer d €[1, e - 1].
Compute Q=d x R.
The private and public keys of the users A are Q and d,
respectively.
The other users can check if the public key is valid by;
Checking that Q # 0.
Checking that xQ and yQ are properly represented elements of
Fq.
Checking that Q is on the elliptic curve defined by a and b.
Checking that eQ = Q.
If any of these checks fail the public key Q is invalid,
otherwise Q is valid. The following procedure describes how
to generate the signature.
ECDSA Signature Generation
Select a pseudorandom integer k €[1, e - 1].
Computing k x R = (x1, y1) and r = x1 mod e.
If x1 €, GF(2K), it is assumed that x1 is represented as a
binary number.
If r = 0 then go to Step 1.Compute k-1 mod e.
Compute s = k-1(H(h) + d * r) mod e.
Here H is the secure hash algorithm SHA-1.
If s=0go to Step 1.
The signature for the message h is the pair of integers (r, s).
ECDSA Signature Verification
Verify that r and s are integers in the interval [1,e-1].
Compute ¢ = s-1 mod e and H(h).
Compute ul = H(h) * ¢ mod e and u2 =r * ¢ mod e.
Compute ul x R + u2 x Q = (x0, y0) and v = x0 mod e
Accept the signature if v=r.
ElGamal Digital Signature
El Gamal Key Generation
The prime r, a generator g of fieldZ;, A's private key dA is a
random integer from the interval [1; r-1] and her public key is
yA=gdamodr.

C. El Gamal Signature Generation

Select a random integer k from interval [1; r-1], satisfying
ged(k; r-1) = 1;[10][11].
Compute k -1mod (r-1);Compute r = gk mod r;
Compute s = k-1{h(h) - dAr} mod (r-1). h is the hash
function:{0; 1}- Zr.
(r; s) is A's signature of message h.
El Gamal Signature Verification
Verifythat 1 <r <r-1;
Compute v1 =y, gk mod r;
Compute h (h) and v2 = gh(h);
Accept if and only if vl = v2.
Schnorr Digital Signature; Schnorr Key Generation
Primes q, r, satisfying q | (r-1), the generator a of the unique
cyclic ubgroup of Z; (satisfying 3 u Z;, a=u(r-1)/q mod r ,but
a # 1). A's private key dA is a random integer from the
interval [1; g-1], and her public key is yA = a%Amod r.
Schnorr Signature Generation
Select a random integer k from interval [1; g-1];



Computer=akmodr,e=h(h|r)ands=dAe+kmodq. his
the hash function {0; 1}—>2Zq. (s ; e) is A's signature of
message h.

Schnorr Signature Verification

Compute v =asy,® mod r and e'= h(h || v);

Acceptifand only ife = ¢

VII. COMPARISON OF SECURITY LEVELS

An elliptic curve, defined modulo a prime r, is the set of
solutions (X,y) to an equation of the form:

y2 =x3+ax+b (modr)

For two numbers a and b.

If (x,y) satisfies the above equation

ThenR=(x,y) is a point on the elliptic curve.

In fact, an elliptic curve can also be defined over the finite
field consisting of 2h elements. Such a representation offers
extra efficiency in the operation of the ECC.

Using some particularly deep mathematics, it is possible to
define the “addition” of two points on the elliptic curve.

Suppose R and Q are both points on the curve, then R +
Qwill always be deferent point on the curve. The elliptic
curve discrete logarithm problem can be stated as follows. Fix
a prime p and an elliptic curve. XR represents the point R
added to itself x times. Suppose Q is a multiple of R, so that Q
= xRfor some x. Then the elliptic curve discrete logarithm
problem is to determine x given R and Q.

Fig. 2 compares the time required to break the ECC with the
time required to break RSA or DSA for various modulus sizes
using the best general algorithm known. The values are
computed in MIPS years. A MIPS year represents a computing
time of one year on a machine capable of performing one
million instructions per second. As a benchmark, it is
generally accepted that 1012 MIPS vyears represents
reasonable security at this time, since this would require most
of the computing power on the planet to work for a
considerable amount of time.
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Fig. 2 Comparison of Security Levels

However, from this figure, we can see that to obtainsensible
security, DSA and RSA mustuse a 1024-bit modulus, and a
160-bit modulus must be enough for the Elliptic-curve
cryptography (ECC). The ECC and security gap required a
smaller modulus more than the RSA or DSA, among the
systems grows where the key size is increases.For instance,
300-bit ECC is a large deal extra secure than 2000 bit DSA or
RSA[6].

l. CONCLUSION

Digital signatures are fundamental in today’s modern world to
verify the sender of a document’s identity. In this paper we
perused the concept of Cryptography including different types
of digital signatures based on the kind of key and a few
algorithms first one is RSA algorithm, second is the EIGamal
algorithm, and the tired is Elliptic Curve Digital Signature
Algorithm (ECDSA)Electronic digital signature (EDS) has
eliminated most of the problems inherent in the signature on a
paper document; however the future work would consider
theproof of identity of who sent the document and
confirmation of the authenticity of the document.
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