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Abstract—Alternate Data Streams (ADS) is a method of
information hiding that is only possible on NTFS file systems.
Criminals are using it to hide data because the ADS can hide any
size and type of data in NTFS file system. ADS is invisible to
users. However, ADS oper ation updates the temporal attribute of
cover medium, which could be atrace for ADS evaluating. Cover
medium indicates to the file/folder which is used for ADS
operation (creating, modifying and overwriting). In general
file/folder operation, if we create (archive/copy) afileinto folder,
it updates certain timestamps attributes of folder and file itself.
Same result takes place when modifying/overwriting the file
within folder. Based on this concept, we took a file within folder
as a cover medium and applied some operations (create, modify
and overwrite) on it to observe the timestamps variation on both
folder and cover medium.
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reconstruction, digital investigation, cybercrime investigation

I. INTRODUCTION

In NTFS, there is one unnamed $DATA attribute which is
the data stream default for an NTFS file. The unnamed
$DATA attribute contains the standard file content of the
file/folder. There are one or more named $DATA attributes in
every file/folder. Additional $DATA attributes can be
allocated to an MFT entry, but they must have names. A
normal file can be attached with multiple ADS. In NTFS, the
main data stream ($DATA) is visible to the user. However,
ADS is invisible to the user [6]. ADS can hide data as any
format in additional $DATA attributes of digita files. ADSs
do not have any size limits and it does not affect the capacity
of the file itself, which means that users wouldn’t see any
difference since results are too subtle for users to notice. No
one will be known by just observing the file if it contains an
extra executable or text file within ADS. Windows operating
system does not provide any means for any Windows utility to
detect the presence of ADS. Therefore, they are not detected
by the vast mgority of file management applications like
Windows Explorer [4].

A use of ADS is tracking the source of downloaded file.
Windows uses a simple technique to keep track of where
binary files were downloaded from through the Internet (or by
a network share). Each downloaded file is tagged with a
hidden NTFS ADS file named "Zone.ldentifier". However,
ADS can be treated as an artifact by DOS command operation,
which means that NTFS ADS files can be faked and be used
to hide viruses. Moreover, those virus files can be hidden in a
number of alternate streams within one file or multiple files.
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In 2009, ADS was used by a click fraud Trojan named
FFSearcherWeb  Link. It used the stream name
“Zone.ldentifier”, which is a stream name that Microsoft used
to mark the files downloaded by Internet Explorer. Instead of
a simple zone identifier, the Trojan implanted a DLL file
containing the Trojan’s code. The netcfgx.dll is attacked by
DLL file, which is used for network configuration. The results
were generally not noticed by users asthey are subtle [5].

ADS can be used to hide not only viruses but Trojan code
as well. With ADS manipulation, one fileis effectively hidden
behind another. The target file (cover medium) is the only one
which is visible in Windows Explorer or via the dir command.
Cover medium indicates to the file/folder which is used for
ADS operation (creating, modifying and overwriting). In fact,
the only telltale sign is that the date-time stamps of the visible
file (cover medium) changes to the time that ADS operation
has been executed. The modified time is the time that the
content of the $DATA and/or $INDEX attributes were last
modified [8]. However, every file format has unique
timestamps variation rule of itself, no timestamps variation is
the same, even applying same operations on them. In general
file/folder operation, if we create (archive/copy) a file into
folder, it updates certain timestamps attributes of folder and
file itself. Same results take place when users
modify/overwrite the file within folder. We took the files
including the folders as a cover medium and applied some
operations (create, modify and overwrite) on them to observe
the timestamps variation on both folder and cover medium.

The main idea of this paper is how ADS affect the
timestamps of cover medium and how ADS affect the
timestamps of foldersif ADS operations are applied in the file
within folder. We aso compare the timestamps of folder/file
with ADS, when they are in the same operations (creating,
modifying and overwriting).

Il. REVIEWS

Timestamps have been used to show the change,
modification and access time of a particular digital file for a
long time. However, file MAC times can easily be atered in
many sSituations including ADS operations. Experienced
examiners are reluctant to draw their own conclusions solely
relying on the date and time information of a particular file
because such information contains many potentia pitfalls.
Although there are papers discussing about timestamp
evaluation, they did not provide sufficient grounds for
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examiners to apprehend the problems comprehensively or that
the presented solutions could not be applied in certain cases

As a matter of fact, forensic examiners or investigators
who wish to use time-stamps as evidence are facing the
challenge of shortage of documentation on how timestamps of
file format are updated with different file operating. Moreover,
there is no systematic documentation on the behavioral
characteristics of file timestamps under different operations
with ADS.

A. Alternate Data Streams (ADS)

ADS is a method of information hiding that is only
possible on NTFS file systems. ADS can hide any size and
type of datain NTFS file system. In NTFS file system as we
have seen that file is stored as MFT Entry with set of
attributes. Each attribute consists of a sequence of bytes called
as stream [9]. The file's actua data is stored in default
(unnamed) $DATA attribute and file's metadata can be stored
in additionally created $DATA attribute. All the additional
$DATA attributes that are created for file are known as ADS.
ADS is purely a feature of NTFS file system. It is ADSs that
can be accessible with the following command line: "echo
command”, "notepad command” and "type command" (Table
1).

1) ADSCreating

The simplest way to create ADS in file is using "echo
command”. The method to create ADS in folder is same as the
method we have seen earlier for creating ADS in files.

2) ADSModifying

The method to modify ADS within file/folder is using
"notepad command".

3) ADSOverwriting

The way to overwrite/store/hide ADS in an existing
file/folder is using "type command".

Table 1. Three kinds of command line for ADS operation

Operation General File/Folder
. The ADS is created into the cover medium
Creation o W
with "echo" command
Modification The content of ADS within cover medium is
modified with "notepad" command.
- The ADS within cover medium is overwritten
Overwriting o "
with "type" command.

B. Three Main Data Attributes and Four Main Timestamps
Attributes

1) Three Main Data Attributes

There are three attributes that are important in forensics
and are used in the NTFS file system and contain much of the
metadata that a MFT entry records. They are the
$STANDARD_INFORMATION ($SI for short) attribute, the
$FILE_ NAME ($FN for short) attribute, and the $DATA
attribute. The three main attributes discussed above are very
important when considering timestamps. Window operation
system stores any sort of data content in $DATA attribute, and
stores timestamps attributes in $SI/$FN attribute [6].
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The $3l attribute contains the timestamp information for
that file. It is from this attribute that Windows determines the
MAC times for afile that are displayed to the user when they
view the properties of a file. The four date/time stamps are
also recorded in the $FN attribute, but they usually correspond
to when the file was created, renamed, or moved. The $DATA
attribute has no defined value [8]. Every file has a $SDATA
attribute, which contains the file content. When afile has more
than one $DATA attribute, the additional attributes are
sometimes referred to as ADS [2].

2) Four Main Timestamps Attributes

There are four main timestamps attributes in NTFS,
which are creation time, modification time, MFT entry
modification time, and access time, or MACE-time. NTFS
deals with every attribute as a file and maintains at least one
MFT entry containing various attributes to store
corresponding metadata and multiple date-time stamps [7].
Details for each attribute come from the $AttrDef of NTFS
hidden system files. $AttrDef is made up of multiple 160 byte
records, and it contains attribute definitions. The attributes of
$SI and $FN in the NTFS $AttrDef file hold the following
four forensically interesting values (EMAC for short) [1, 3]:
MFT Entry modified (or metadata change) time (E-time), Last
Modification Time (M-time), Last Access Time (A-time), and
Creation time (C-time). $MFT is Windows Master File Table
it stores metadata about the files on a system. The $MFT is
located in the Windows registry. EMAC times record pieces
of file system metadata when certain events pertaining to a
digital file occurred most recently. They are updated in
different circumstance. Windows does not often update $FN
temporal values when $S| attributes are much sensitive to the
file's diverse processes.

3) Temporal Patten of Text File, Word File and Folder

Before talking about ADS evaluation, it is important to
understand the timestamps variations of files/folders. In this
section, three kinds of operations (creating, modifying and
overwriting) are applied on file/folder. Three kinds of
operations are listed in Table 2.

a) Creation Operation

The blank file is added with double click, write the
content and archive after named it.

® Creation of File

When afile is created, the creation, modification, access,
and MFT entry modification times in the $SI and $FN
attributes are determined as a single file creation time. In other
words, it is possible to determine that a folder has been created
at a particular location because the time information fields of
all attributes contain the same value (Figure 1 and Figure 2)
[9].

® Creation of Folder

Folders and files have time information in their $FN and
$Sl attributes, and the time information of all attributes is
determined by the folder creation time [1, 9]. The time change
pattern resulted from “Creation” operation is simple. All of the
timestamps both in $SI and $FN are adjusted to the file copy
operation time. When we examine the “Creation” time, we can
find some different casesin $SI (Figure 3) [10].
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b) Modification Operation

The archived file is opened with double-click, change the
content and archive it.

® Modification in General File

To verify changes in time information as a result of file
modification, two applications programmed Notepad for
Windows and Microsoft Office Word were used to modify the
contents of document files [9]. Because time information in an
MS Word file does not rely on the operating system or file
system, but it is generated and maintained by MS Word itself.
As shown by the experimental results, there were some
differences in how time attributes were changed during
storage of results which had been modified by application
programs. This occurred because certain application programs
created temporary files or recreated files for storage purposes
during data modification [9]. In general file, two timestamps
are changed by the “Update” operation. “MFT entry
modification time” is changed to update operation time [10].

® Modification in MS Word/Officefile

If the modification is executed on MS Office, the
behavior of timestamps is different from general files. All of
the timestamps in $SI and $FN are set to the file save time,
except the “Creation” time (Figure 1 and Figure 2) [1, 10].

® Modification in folder

We update folder names as a modification way. In $SI
attribute, the MFT entry modification time is replaced. The
time information in the $FN attribute is replaced by the
existing time value of the $SI attribute (Figure 3) [1, 9].

c) Overwriting Operation

Thefile is covered with the same name by using cut-and-
paste methods. The overwriting operations replace an existing
file with another file with the same name. After the
overwriting operation executed, two timestamps of the
overwritten file are updated in $SI. The “MFT entry modified
time” is changed to the “Overwrite” operation time. The Write
time” is timestamps come from the “Write time” of a source
file. The remaining fields are unchanged. $FN fields are all
unchanged [10].

® File Overwriting

The “MFT entry modification time” is changed to the
overwriting time [1, 10]. The MFT entry modification time
serves as the overwritten time value in Vista and subsequent
Windows versions (Figure 1 and Figure 2).

® Folder Overwriting

In folder overwriting, there are generally no changes in
time attributes (Figure 3). The time information in the $FN
attribute is replaced by the existing time value of the $SlI
attribute [1].

Table 2. Three kinds of operations on file/folder

Operation General File/Folder
The blank file is added with double-click

Creation application, write the content and archive after
named it.

Modification The archived fileis opened yvith double-click,
change the content and archiveit.

Overwriting Thefile is covered with the same name by
using cut-and-paste methods.
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[11. EXPERIMENTAL DESIGN

A. Experimental Procedure

This experiment takes Five Digital Forensic Model Stages
as Experimental Procedure to illustrate what we have done in
thisresearch. (Figure 4)

1) Identification stage

Both mechanism of $SI.MACE-time and of $FN.MACE-
time on Folder/File are confirmed in this experiment. In this
experiment, the operations (creating, modifying and
overwriting) are applied on folder/file for temporal
observation.

2) Collection Sage

This experiment carried out ADS operation in cover
medium (Word file/Text file) by using DOS Command, such
as creating ADS with "echo" command, modifying ADS with
"notepad" command, and overwriting ADS with "type"
command.

3) Examination Sage

This experiment executed ADS operations to the cover
medium (Word file/Text file) within the folder, like ADS
creating, ADS modifying, and ADS overwriting. For
inspecting the indirect effects of folder that is caused by the
ADS operations of cover medium.

4) Analysis Sage

This experiment identified the temporal features of each
ADS operation which were listed and established as an index
for incident Scenario evaluation.

5) Presentation Sage

We made a comparison table for distinguishing the
difference of timestamp between general files/folders with
ADS operations.

A N

Identification
AR R

Presentation Collection

Analysis Examination

4 J
Figure 4. Application of Digital Forensic Model Stages

B. Experimental Environment
To simplify this experiment, the file sizesin this paper
arelessthan 1 MB. The research environment for the
experimentsisillustrated below.
1) OS Windows 7 Ultimate, 64-bit
2) File System: NTFSfile system
3) Microsoft Office Suites: Word, PowerPoint and Excel.
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4) Forensic Tool: Forensic Toolkit (FTK) 6.2.1
(http: //accessdata.conVpr oduct-downl oad/ftk-downl oad-page)
5) File Sze: Thefilesizesin this experiment are less than
1 MB.

C. Experimental Conception

The experiment design intended to support the
timestamps analysis of digital evidence in ADS operations.
The objective isto identify temporal features of ADS. The
challenge of these experiments liesin the hidden date-time
stamps not easily visible and extracted using regular File
Explore in Windows. These hidden date-time stamps contain
more critical information about the file operations, which
reguire rigorous procedures to extract.

The concepts of this experiment are listed below:

1) How ADS affects the timestamps of cover medium, if we
took folder/file (Word file/Text file) as cover medium and

applied three kinds of ADS operations
(create/modify/overwrite) on folder/file(Word file/Text file)
(Figure5).

2) The interaction feature of timestamps between folder
and the cover medium, after applying ADS operations on
cover medium.

3) The co-variation feature of timestamps between ADS
and cover medium, after creating multiple ADS into cover

medium.
Folder/
File

Creation
S
Modification
2

Overwriting
C-time

=

Figure 5. The Experiment Conception of ADS Oper ations

E-time M-time

A-time

IV. DISCUSSIONSAND ANALYSESON TEMPORAL ANALYSIS

In experiment procedure, three kinds of operations are
applied on genera file and ADS. They are "Creation",
"Modification" and "Overwriting". For emphasizing the time
attribute which is updated by operations, the updated data is
denoted and showed with a word "Update". This experiment
put genera file part and ADS part together after applying
same operation, for comparing time difference with each
other.

The phases of experiment findings are divided into two
parts for discussing the timestamps variation of folder after
those three operations are applied to the file within folder. One
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is general file operation, and another is ADS operation. For
better understanding timestamp difference, the experiment
made a comparison of Genera file and ADS. The significant
timestamp differences are found between Genera File and
ADS after each operation applied.

A. 1% Creation

In 1% general file creation, the $SI.MAE-time of folder
are updated after file creation, regardless of Word file or Text
file. In ADS creation, only timestamps of cover medium is
updated. No timestamps of folder is updated after ADS is
created into cover medium.

B. 2" Creation

In 2@ general file creation phase, the $SI.MAE-time of
folder are kept updated after 2™ file creation, regardless of
Word file or Text file. Each file is taken as an individual one.
It means that file creation did not update the timestamps of
any other file within same folder. However, the timestamps of
existing ADS are updated when new ADS operation is
created.

C. Modification

In folder modification phase, the $FN.EMA-time inherits
from the time attributes of $SI.EMA-time before the folder is
modified. Only $SI.E-time of folder is updated after folder
modification. In general file modification, both $FN.MAE-
time and $SI.MAE-time of Word file are updated after Word
modification. The Word modification updates the $SI.MACE-
time of folder too. In ADS modification, ADS modification
updates the $SI.M-time of ADS itself. ADS modification
updates the $SI.EM-time of cover medium. ADS modification
updates the $SI.M-time of existing ADS too. It means that
ADS modification makes al timestamps of data inside cover
medium updated.

D. Overwriting

In general folder overwriting phase, no timestamps is
updated. If the source and the target contain same file (same
filename and format), the source folder has only caused $SI.E-
time of overwritten file updated. In ADS overwriting phase,
ADS overwriting makes the $S|I.EM-time of cover medium
updated. ADS overwriting has also updated the $SI.M-time of
other ADS.

V. CONCLUSION

Pattern finding may or may not play a role in crime
reconstruction, but the progressive application of ADS
experiment is evident. We took three kinds of operations and
applied those operations to general file and ADS. We aso
took three kinds of data format to implement the experiment;
they are folder, Word file and Text file. This paper described
some patterns for evaluating if ADS are hidden in folder
(Word/Text) or not. The application of file metadata and ADS
analysis assists in accurately correlating activities from date-
time stamp evidence. The utility of these patterns can be
applied in forensic investigation. The contributions of this
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paper are to establish date-time stamp patterns for folder
(Text/Word files) and their follow-up ADS operations.
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