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Abstract— with the rapid development of information
technology, the influence of network on human way of life is
greatly enhanced, and network technology is rapidly popularized
in all fields of society, which makes the security of computer
network become an urgent problem to be solved. How to ensure
the rapid and healthy development of the network has become
the focus of attention of scholars, and has a very prominent
realistic background and extremely important theoretical
significance. In this paper, the research background of computer
network security, the significance of this paper, the related
research status at home and abroad and the research methods
used in this paper are summarized. Then the theory of network
security technology is advanced. This paper summarizes the
connotation of network security, the research content of network
security, the framework of network security information and the
dynamic model of network security. In the third part, the
problems of computer network security are analyzed, and the
network security problems are studied from four aspects:
network hardware, network software, network managers and
network users, and the possible network security problems and
their causes are analyzed. In the fourth part, the network
security protection measures are put forward, and the security
measures of hardware system, system security loophole,
application software and manager are put forward respectively.
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L. INTRODUCTION

The requirements of the International Organization for
Standardization (ISO) for computer system security are: to
protect the technology established and adopted by data
processing systems and the security of management, to protect
computer hardware, software and data from being damaged,
altered and accidentally and maliciously. Give way. At present,
a standard definition has not yet been formed for network
security. Integrating various viewpoints, network security
should refer to the use of various network management,
control, and technical measures to protect the data resources of
the network system hardware, software, and its systems. These
resources are not destroyed, altered, or leaked due to some
unfavorable factors, ensuring that the network system operates
continuously, reliably, and safely[1,2]. Network security is a
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comprehensive discipline involving computer technology,
network technology, communication technology, cryptography,
information security technology, applied mathematics, number
theory, and information theory.

ANALYSIS OF COMPUTER NETWORK SECURITY ISSUES

e  Security issues in network hardware

There are design flaws in the development process. The
design principle of the network system is mainly based on the
fact that once the central system fails and cannot operate
normally, the rest can still continue to work without being
affected, thus ensuring accurate transmission of various
information. Under such general principles, network systems
tend to be more practical and ignore security. The Internet was
originally an environment developed by computer researchers
[3]. It is not a means of information transmission for profit.
Generally speaking, the Internet has not included factors such
as network security into consideration. The premise of the
establishment of the network protocol is to assume an
absolutely trusted environment [4]. The security of the mode of
this connection has serious flaws and cannot be sustained. This
will inevitably be subject to various cyber terror from outside,
such as scanning attacks, intercepting attacks, spoofing attacks,
and denial of service. Both network communication systems
and application system protocols have different design flaws,
which are used to attack network systems.

Hardware in the network system often has different levels
of security design vulnerabilities. For example, the reliability
of network applications is poor, and many key parts of network
technology have security risks. The setting of system
parameters needs further verification. Whether the application
of products such as firewalls can meet expectations. The effect,
whether the operation itself is complete, whether the
parameters are vulnerable or not. In the Windows desktop,
Unix operating system, NT operating system and network
software, there are different degrees of defects and deficiencies
in the application itself. Currently, the widely used operating
system itself cannot fully guarantee the safe operation of the
network. If the setting of the firewall cannot meet the standard,
then this setting will not only play a role, but also cause other
harm to the network. When the firewall is connected with the
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network, it is likely to become a breakthrough point of attack
[].
e  Security issues in network software

Network intrusion: Network intrusion can gain access,
write and storage permissions for using computer network
systems; it can also pave the way for access to other systems or
deeper systems; destructive attacks on computer network
systems, making them lose all services And the ability to
execute.

Backdoors and Trojans: After the rise of the Internet,
computer network hackers developed a "backdoor" technology
that allowed them to break into other network systems again
and again. Trojan technology is a special backdoor technology
[6]. The program mainly uses remote control and other means
to conduct a covert attack on the Internet. Therefore, it has
become a network intrusion tool that hackers often use.

Computer viruses and worms: In the process of writing a
computer program, a network processing method that can
damage the computer function and destroy the corresponding
program is implanted into a computer virus. Computer viruses
not only make the computer unusable, but also automatically
copy code and programs related to the computer network. The
worm is a new type of computer virus, which is mainly used to
find the vulnerability of the operating system or program for
spontaneous attacks while the computer is running, and can use
the network to spread the malicious virus quickly and widely.

Denial of service attacks: Attacks on DOS systems are
simple and easy, but at the same time the offensive effect is
very significant, there is almost no effective way to deal with
this attack. A denial of service attack destroys the normal
operation of the system by denying the access request of the
service, thereby destroying the link between the Internet and
the local area network system, thereby causing the system to
lose its service function.

Attack on encryption method: This attack method is mainly
for all kinds of files with passwords. The cracker can choose to
attack the known cipher text, attack the known plaintext, and
selectively attack the cipher text. And a variety of attacks, such
as selectively attacking plaintext.

Port scanning: This method mainly uses a method that can
actively obtain core network information [7]. Using the port
scanning method to scan the network information, not only can
the number of ports be inferred in the main system, but also the
serial number corresponding to each port can be calculated, and
the running mode and operation method of the main system can
be inferred. The other scan results are matched to finally get
the composition of the entire Internet.

e Network administrators have security issues

Most networks nowadays pay more attention to the overall
scale of the network and often ignore security construction.
Many network managers mainly focus on the construction of
the capacity and scale of the network. The network security
awareness is not enough, and no network security defense
system is established. Lack of technical personnel related to
network security management [8]. At present, most network
managers in China have insufficient network security
knowledge and security management experience, which is
difficult to cope with the increasingly complex and versatile
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network security situation. A small number of network
administrators pay insufficient attention to network security,
and do not want to spend time studying network prevention
technology, and lack of security management methods.
e  Security issues with network users

Most network users now have a weak awareness of cyber
security. Except for some computer professionals who have
some knowledge of cyber security, most people lack sufficient
network security capabilities [9]. They generally believe that
network maintenance is a matter for relevant managers. It has
nothing to do with it, which creates a network security risk.

Whether it is a network of enterprises or colleges, IP
technology is generally used as the main application method to
reorganize the framework of the system. This system itself is in
danger of being attacked. The security strategy adopted by the
network management technicians also has the disadvantages of
single defense, poor initiative, lack of early warning
mechanism and lack of flexibility. It is impossible to
fundamentally manage the network facilities, and it is not able
to cope with the rapid development of network technologies.
The complex network environment is adapted.

(g

Fig. 1 Principle of network attack

RESEARCH ON COMPUTER NETWORK SECURITY
PROTECTION MEASURES

In this paper, the network security protection of colleges
and universities is taken as an example to study the preventive
measures of campus network security. The operation level of
the university campus network is directly related to the quality
of school teaching management, which is the top priority of the
school development. As the core network management center
of the campus network, whether it can operate safely and
reliably is directly related to the overall operation level of the
campus network. Therefore, it is important to say that the
security and stability of the network center is essential.
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e  Strengthen system security vulnerability prevention

Firewall technology: As a security guarantee in the network
environment, the firewall can prevent insecure factors from
entering the system. Its role is to prevent external network
users from entering the system without authorization. Firewall
technology combines software and hardware to create a secure
gateway between the Internets to prevent unauthorized internal
network attacks (Fig. 1).

In the campus network of colleges and universities, the
method of shielding the host gateway or subnet firewall can be
implemented, and it is very important to improve the anti-
attack capability of the firewall [10]. The design scheme of the
shielded subnet in the above scheme has the most advantages.
The design method is as follows: Between the Internet and the
intranet, two routers that can be filtered separate the subnets
from them. These two routers are set at the end of the subnet,
so that the subnet is buffered. One router controls the Internet
data stream, and the other is responsible for the intranet data
stream. Both streams can be accessed with the subnet. Data
transfer. It is also possible to set up the bastion host in the
subnet as required, and it can provide proxy support for the
intranet to access the external network, and in this process, it is
subjected to analysis and inspection by the filtering router. In
this way, internal and external users can also access the
externally exposed servers on the Internet through an Internet
server [11].

Network intrusion detection technology: Network intrusion
detection technology can be used to detect internal and external
attacks. It mainly uses active monitoring to detect unauthorized
behavior of users and detect intrusion of illegal intruders into
the network. Network intrusion technology can effectively
make up for loopholes in firewall technology [12].

Data Encryption Technology: Data encryption technology
is a commonly used network security technology. By
reconstructing data, it ensures that recipients accept
information security. This technology improves the security
and confidentiality of the network and is an important technical
means to protect information security. Data encryption is a
means of actively protecting information [13]. The information
encrypted by the data can guarantee the security during
transmission and reception, and ensure that it is not intercepted
by others.

Anti-virus technology: Anti-virus technology mainly
includes virus detection, scanning, analysis, protection, killing,
repairing, etc. It is an important security technology essential to
protect network systems. The destruction of computer viruses
is the biggest hidden danger of network security. Nowadays,
various viruses are emerging one after another, which seriously
threatens the security of the network. The virus is rampant in e-
mail, FTP, and instant messaging tools, spreading rapidly, and
most college networks suffer. Because the virus has the
characteristics of diversification and complexity, the anti-virus
work of the campus network must form a three-dimensional
and hierarchical anti-virus system. Specifically, anti-virus
software must be installed on the Internet gateway, and anti-
virus software must be installed on the server. Train relevant
management personnel on anti-virus knowledge to improve
their anti-virus level (Fig. 2).
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Vulnerability
Management
Life Cycle

Fig. 2 Vulnerability management life cycle

User Authorized Access Control Technology: User-
authorized access control technology includes both
authorization and access control. Authorization refers to the
right to give visitors access to resources, that is, users can only
access system resources according to their own access rights,
and they must not access them. Access control technology is a
policy based on access control and refers to the technology that
the subject grants or restricts access to the client's access
capabilities and scope [14]. Its main purpose is to protect
system resources from damage caused by illegal access.

e Strengthen the security management of application
software

To improve the security of campus application software, on
the one hand, to improve software security awareness, it is
necessary to put forward the importance of security in all
aspects of application software, such as the proponent of
software requirements, software design participants, users of
software systems and software. Safe maintainers, etc. In view
of the above reasons, it is necessary to fundamentally solve the
situation that the software security awareness is separated from
the information construction speed and the security measures
are not timely, and comprehensively carry out safety awareness
training, strengthen the management of the security system,
and improve the sense of responsibility of all employees.
of

e Improve network administrators'
network security

Most of the network security problems that appear on
campus are due to the fact that internal technical workers do
not have the relevant network maintenance technology and
network security common sense, so that intruders have the
opportunity to attack the computer and achieve the purpose of
destroying the computer system [15], [16]. It can be seen that
all colleges and universities must consciously enhance the
manager's sense of responsibility and cyber security awareness,
carry out network moral propaganda for all members,
popularize common knowledge of network legal system,
establish correct network values and network security concept,
and establish a relationship from the personnel's mind.
"Firewall" fundamentally protects against attacks on the
campus network.

awareness
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1. CONCLUSION

Network security plays an extremely crucial role in the
development of the Internet. It is not only the key to ensuring
the operation of computer systems, but also a necessary
condition for maintaining national information construction.
With the gradual expansion of the application of information
technology in society, more and more people will come to the
convenience of information technology, and begin to recognize
the network more, relying more on the network in learning,
work and life. Therefore, ensuring the security application of
the network and maintaining the normal operation of the
system are the first problems to be solved in the network
application process. Computer network security is mainly
based on security technologies such as firewall, data
encryption, authorized access control, and intrusion detection.
It is a constantly updated and improved detection and
monitoring system. As the saying goes, there is no absolutely
secure computer network in the world. In the face of
increasingly complex computer networks, we should recognize
the vulnerabilities and inherent defects of the network itself.
While making full use of computer network security
technology to protect the system in a stable and secure manner,
we should also enhance our awareness of security and
prevention. Only in this way can we fully enjoy the great
convenience and experience brought by computer networks.
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