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Abstract – this paper focuses on the Vehicle Ad-hoc NETwork 
(VANET), especially on the security of information exchanged in 
the network. We therefore propose in this document a secure 
communication protocol, based on VANET network standards. A 
lot of research is under way to make possible the large-scale 
deployment of VANETs. It is with this idea that we decided to 
propose a communication protocol based on an architecture 
organized in groups. For each group of vehicles, a Master is 
appointed who is the leader of the group. In our proposal, only a 
group Master can communicate with an RSU (Roadside Unit). In 
the literature, in general, the group leader takes care alone of 
managing the group. Here we involve the RSU in the group 
management to reduce the workload of the Master. In general, the 
organization of the group network lighten the workload of the RSU. 
But our proposal will also reduce the burden of the Master and 
thus significantly improve the performance of the network. 
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I.  INTRODUCTION 

Technological advances have led to the development of the 
Intelligent Transport System (ITS) [1]. To ensure the safety of 
people and provide an adequate logistic transport framework, the 
STI needs a dedicated communication network and disregards 
existing mobile networks. The concept of VANET networks was 
created in response to this need. VANETs bear a closer 
resemblance to MANET networks (Mobile Ad-hoc NETwork). 
However, unlike MANETs, the nodes in a VANET have a very 
high mobility and thus the topology of the network changes 
constantly. Its architecture is composed of OBU (On-Board 
Unit), RSU (Road Side Unit) and TA (Truth Authority). 

VANETs are a communication network in which the main 
nodes that interact are vehicles. They essentially allow to have 
two models of communication: the model vehicle to vehicle 
(V2V) direct communication between two vehicles; the vehicle-
to-infrastructure model (V2I) communication between a vehicle 
and an infrastructure located along a road [1], [2], [3] and 
possibly a hybrid communication [4] combining the two models. 

The main objective of VANETs is to ensure the safety of road 
users by considerably reducing road accidents [1]. Through the 
dissemination of information, alerts and warnings, technical 
assistance in case of accident and criminal investigation [5], 
VANETs create a safer environment for road traffic. In addition 

to security applications, VANET also offers applications for 
passenger entertainment, toll management, on-board commerce 
[5] and so on. 

However, to enable the popularization of VANETs and to 
take full advantage of these many features they offer, it is 
necessary to have secure communication protocols and having 
such protocols is one of the many challenges faced by 
researchers. The difficulty of secure communication protocol 
design lies in the mobility of nodes that often move at high speed, 
the frequent change in network topology and the end-to-end 
message transmission time that must be less than 150 ms [3]. 

VANETs are similar to MANETs therefore they inherit 
security issues related to the radio interface experienced by 
MANETs, such as malicious attacks. The security protocols must 
therefore take into account the basic security requirements 
defined in [6] to be able to fight against malicious attacks. They 
also need to address latency and data loss issues, due to the 
amount of data that nodes must handle if the architecture is not 
well conceived and may have a negative impact on network 
security and performance [7] . 

In VANET the transmission delay is very important, so we 
need a short delay and because of this the connections between 
vehicles must be the most efficient possible. That's why in our 
solution, the Master of a group is chosen to have the best signal 
with the RSU and each vehicle chooses the Master which offers 
him the best signal to join his group. Thus we increase the 
chances of availability of the connection within the network on 
the one hand and within each group on the other hand and finally 
we will be able to guarantee the delay. 

It is within this framework that we define the objective of this 
work, which is to propose a secure communication protocol 
based on an architecture organized into vehicle groups. The 
protocol makes it possible to lighten the load of the Group Master 
by involving the RSU in managing the groups and to offer the 
network a transmission delay that complies with the standards. 

In this document we adopt the following approach: after the 
state of the art in II, we propose a secure communication protocol 
in III, then a discussion on the contributions of this protocol and 
comparison with the protocol defined in [8] in IV before 
concluding. 
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II. THE STATE OF THE ART 

A. Standards 

The standard architecture of VANET is composed of three 
essential elements [1], [3] which constitute the very foundation of 
the VANETs. These components are: 

• OBU (On-Board Unit) a tamper-proof device [1] installed 
in the vehicle and which allows them to communicate 
with the nodes of the network, 

• Roadside Unit (RSU), also known as Roadside 
Infrastructure, is a roadside relay antenna that provides 
V2I communications, 

• TA (Truth Authority) a certification center that issues 
vehicle identifiers and authenticates each vehicle before 
it enters the network. 

According to [9], in 1999 the FCC allocated a spectrum of 75 
MHz in the 5.9 GHz band [3], [10], [11] for DSRC (Dedicated 
Short-Range Communications). DSRCs are short-range, 
unidirectional or bidirectional wireless communications 
specifically designed for the Intelligent Transportation System 
(ITS). DSRC supports the V2V and V2I communication models 
of VANETs. 

The 75 MHz spectrum allocated to DSRCs has been planned 
to offer 7 channels of 10 MHz bandwidth each. One of these 
channels is reserved for security communications (CCH: Control 
Chanel) and the two channels at the edge of the spectrum are 
reserved for specific purposes. The rest of the channels (SCH: 
Chanel Service) are used for the different services. 

According to [9], [12] VANET uses the IEEE-802.16 
standards (Wireless MAN / WIMAX) for multimedia 
applications and IEEE 802.11p for V2V and V2I 
communications [13]. 

B. Related works 

Many works are carried out to provide security solutions in 
VANETs networks, including confidentiality, authentication and 
the topological or architectural structure of the networks. For 
VANET, the architecture that seems the most appropriate in the 
literature is the one in which vehicles are organized in groups. 

For the future, in [8] the authors define another approach for 
group architecture. Here the group is created autonomously 
without the intervention of the RSU. Each group contains a CH 
leader and a GW gateway that provides intergroup 
communication. In this algorithm a vehicle may have the state 
UN (initial state), CHt (temporary group leader), CH (group 
leader) or CM (group member); the GW is a CM at the edge of 
the group. 

In [3] the researchers demonstrated from the results of a 
simulation that the decoding computation time of the Chinese 
Reminder Theorem RSA algorithm (CRT-RSA) is faster than 
that of simple RSA. The proposed mechanism consists of three 
phases: registration of a vehicle, sending and receiving messages 
and leaving a group. In this mechanism each OBU can only 
communicate with the RSU and in turn broadcasts the 
information in the group. Indeed, each RSU and all the OBU 
under its cover constitute a single group whose leader is the RSU. 

[4] defines an architecture in which groups are dynamically 
organized. When a group is formed, a GL (group leader) is 
appointed. The GL generates an asymmetrical group key pair that 
it shares with all members in an encrypted message the 
symmetrical key of the group. The new vehicle is authenticated 
by the RSU from which he obtains a certificate, an asymmetrical 
key and a symmetric key. And once it joins a group; he receives 
asymmetric and symmetrical keys of this group that he will now 
use to communicate within the group. 

[13] defines a CH selection method based on the distance 
between vehicles and centroids. The Algorithm first establishes a 
list of eligible CHs according to their bandwidths. It then defines 
the number of groups initially possible; this number is equal to 
the number of centroids. And lastly, the eligible CHs closest to 
the centroids are defined as CH for the vehicles of their 
neighbors. 

[14] proposes an architecture organized in a group whose CH 
is chosen according to three approaches. The first approach is 
based on the mobility, the direction and the density of the 
vehicle, the second approach is based on the distance between the 
RSU and the vehicle and the third approach is that based on 
connectivity with other vehicles. 

[15] proposes a method of group formation based on the 
average speed of movement of vehicles and the number of 
neighbors of each vehicle. The vehicle with the speed closest to 
the average and the largest number of neighbors is chosen as the 
group head (CH). And to extend the life of the CH, the coverage 
radius of the group is defined according to the average speed and 
the vehicle density in the network. 

[1] shows a secure communication technique of VANET 
based on a blind signature scheme. The algorithm used in this 
scheme is RSA and involves 3 entities for a communication, 
namely the initiator, the signatory and the recipient. A fourth 
entity is identified in the schema that is defined in [1], and it is 
the registration / revocation authority responsible for the blinding 
identity. 

In [7] the authors propose an intersection system at the level 
of traffic lights through which vehicles can negotiate between 
each other the order of crossing at intersections or an intersection 
manager accepts vehicle requests and decides on the order of 
passage of the vehicles. In both cases the results are better than 
the ordinary management of traffic lights. 

[16] proposes a randomized token protocol, called DBT-
MAC, which depending on the simulation results offers better 
results than the IEEE - 802.11p standard. An anti-Sybil attack 
algorithm is defined in [17]. 

III. LPGVM PROTOCOL 

A. Global idea 

The protocol is based on the standard architecture defined in 
[1], [3] consisting of OBU, RSU and TA. However even if the 
architecture remains the same, for the operation of our protocol 
the vehicles will be organized in groups. A group contains a 
defined and limited number of vehicles. For each group a vehicle 
is designated by the RSU as Master and it is the latter who 
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communicates with the RSU. Like [4] and [8], in order to extend 
the life of the groups, they are composed of vehicles traveling in 
the same direction. 

The V2V communication model is limited only within each 
group and between neighboring Masters and the V2I model 
between the Master of each group and the RSU. The Master 
creates a database in which he provides information about each 
member of the group and the neighboring Masters. As for the 
members, each one retains the information relative to the other 
members of his group and his Master. 

Each node is characterized by a temporary identifier (IDtmp) 
and a certificate assigned to it by the trusted authority / 
certification (TA). For the continuation, we admit the following 
notations of the table I: 

TABLE I. Meanings of certain acronyms 

Notation Signification 

IDtmp Temporary identifier of a vehicle 

Cpu Asymmetrical public key 

H Timestamp 

Cgeo Geographical coordinates of any entity 

Cert 
Certificate (to identify the vehicle when entering the 
network) 

THT 
Threshold Handover Time (a minimum time observed 
by a node before performing an action) 

 
The overall architecture is defined by the following figure: 

 
Figure 1. Global Architecture 

B. Authentication of the nodes 

Each node goes through an authentication procedure through 
the network each time it has to reconnect. 

The call-flow of the authentication of the nodes is illustrated 
by FIG. 
(1) The RSU broadcasts a signed beacon signal containing its 

public key (Cpu_rsu), the timestamp (H_rsu) and its 
geographical coordinates (Cgeo_rsu), 

(2) The OBU requests authentication by sending the RSU its 
certificate (Cert_obu), its public key (Cpu_obu) and the 
timestamp (H_obu) in an encrypted and signed message, 

 
Figure 2. Call-Flow authentication 

(3) The RSU transfers the information to the TA to authenticate 
the OBU, 

(4) The TA verifies that the OBU is registered and validates its 
authentication, 

(5) The TA acknowledges the authentication by assigning to the 
OBU a temporary identification number (IDtmp), 

(6) The RSU sends the result to the OBU who may at this time 
request membership in a group. 

C. Selection of the Master and creation of groups 

As seen in the previous section, initially an offline vehicle 
that had just discovered the network must go through an 
authentication phase. An offline vehicle is a vehicle turned off, 
off-cover, new etc. 

The RSU measures the signal reception quality of each 
connected vehicle and selects those with the best signal as 
potential masters. Then all those who respect the Dmin condition 
are declared definitively, Group Masters, and at the same time 
the group is created through the assignment of a group ID. Once 
the Masters are named and the groups created, the other nodes 
can choose in turn a group according to the reception levels of 
the signals received from the different masters. 

D. Fusion of groups 

In our mechanism, we define a distance (Dmin) the minimum 
distance which must separate two neighboring Masters, it is also 
the triggering element of the fusion of two groups. And we name 
(Dxy) the real distance that separates two neighboring Masters. 
Thus, the process of merging two groups is triggered when the 
distance (Dxy) becomes smaller than Dmin for time (THT). 

The group with the largest IDgroup is dissolved to be added 
to the group with the smallest IDgroup. The call-flow of fusion is 
the following one (we suppose that the condition IDgroupA 
<groupIdB) 
(1) The MasterA sends the RSU a merging request message 

containing the two IDtmps of both groups, 
(2) The RSU checks if the same request is not already initiated 

by the MasterB, then compares the two IDtmp and identifies 
the largest, 

(3) The RSU, after processing, sends IDgroupA to the MasterB 
so that it can be ready to change its Master status. The 
MasterB disseminate the new IDgroupA to members of its 
group to change their group ID, 
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Figure 3. Call-Flow of fusion of two groups 

(4) The MasterA shares the list of its members with the MasterB 
so that the members of the group B can know the members 
of the new group that they must join, 

(5) The MasterB also shares the list of its members with the 
MasterA which in turn shares it with its members, 

(6) Both Masters acknowledge the process with the RSU, and 
thus group B is dissolved and both groups form a single 
group A. 

NB: If the RSU does not receive phase (6) from one of the 
two Masters then it sends a cancellation command to both 
Masters and resumes the process from phase (3). 

E. Masters Management 

After choosing Masters and creating groups, each master 
organizes the members of his group by assigning each a position 
corresponding to the quality of his signal. Thus, members can 
have the denomination master2, master3..., mastersn. This 
classification always follows the law of the strongest signal to the 
main Master’s position. 

The Master can change status to a second rank when: 
• its signal becomes lower than that of another node X and 

during a fixed time. At this moment the node X becomes 
Master and the old Master will occupy a lower rank 
corresponding to the level of its signal, 

• it picks up a better signal from another RSU for a time 
(THT) and changes RSUs, 

• he stops (off). 
In the case that two nodes have the same signal level, the one 

with the lowest ID becomes Master. It is the RSU that takes care 
of changing the Master. 

F. Join a group 

All Masters continuously broadcast a beacon signal 
containing IDtmp, Cpu and timestamp (H) according to [1]. The 
following figure illustrates how a node can join a group. 
(1) The Master broadcasts its IDtmp, Cpu, H and its 

geographical coordinates (Cgeo) in a signed message, 
(2) The OBU sends to the Master its IDtmp, Cpu, Cgeo and H in 

an encrypted and signed message, 
(3) The OBU requests authentication of the Master from the 

RSU by sending it in an encrypted and signed message, the 
IDtmp and Cgeo of the Master, 

(4) The Master also sends the IDtmp and Cgeo from the OBU to 
the RSU for authentication in an encrypted and signed 
message, 

 
Figure 4. Call-Flow to join a group 

(5) The RSU processes the request of the OBU, 
(6) The RSU responds with an ACK message at the request of 

the OBU, 
(7) The RSU processes the request of the Master, 
(8) The RSU fulfills the request of the Master, 
(9) The OBU sends to the Master a request to join the group, 
(10) The Master accepts the membership application and shares 

the new member's credentials with other members to update 
their databases. 

NB: if only one of the two nodes does not receive an 
acknowledgment from the RSU then the membership process is 
interrupted and blocked. Similarly, the process does not start if 
the group has already reached its limit. 

G. Change of group or RSU 

Each vehicle keeps a list of the signals it receives from 
different Masters in its surroundings. It arranges them in the 
order of the strongest signal to the weakest, the strongest being 
that of the current group to which it belongs. When a signal 
becomes stronger than that of its current group during THT, then 
the vehicle asks to leave its group to join the group from which it 
receives the strongest signal. To do this the OBU initiates the 
following flow (it is assumed that the vehicle is currently in 
group A): 

 
Figure 5. Call-Flow group change 

(1) The OBU sends a message to the MasterA to indicate the 
new group to which it wants to adhere, the message contains 
the IDtmp of the MasterB, 

(2) The OBU sends a message to the MasterB to request to join 
his group. The encrypted and signed message contains the 
IDtmp, the Cpu and the Cgeo, 

(3) The MasterA accepts the request of the OBU, 
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(4) The MasterA sends the IDtmp to the MasterB to confirm the 
request of the OBU, 

(5) The MasterB compares the IDtmp received from the 
MasterA and that received from the OBU, 

(6) The MasterB accepts the membership request of the OBU 
and sends him the information of the group. The MasterB 
shares the arrival of the new member with the other 
members of the group so that they update their databases if 
the result of (5) is OK. It declines the request of the OBU if 
there is no matching during phase (5). 

(7) The MasterB informs the MasterA of the acceptance / 
rejection of the request of the OBU. The MasterA releases 
the OBU and asks other members to update their databases. 

The process of change of RSU is done in the same way 
except that in place of Masters and OBU we will have RSUs and 
a Master respectively. Only a Master can initiate the RSU change 
process because an OBU automatically belongs to the same RSU 
as his Master. 

NB: In the case that the group change process is successful, 
the OBU sends its new group ID to the RSU so that it updates 
itself. 

IV. DISCUSSION 

[4] and [8] define different but similar mechanisms to our 
proposal. We have therefore performed in the following table 
(Tab. II), a comparison of the three mechanisms. 

The election of the Masters and the creation of the groups are 
carried out by the RSU, the management of the groups is shared 
between the RSU and the Masters. This mechanism makes the 
Masters less busy than the CH and GL who must  create and 
maintain the groups: merging and changing of group, periodic 
calculation of parameters, changing of keys every 5 minutes. As 
a result, packets loss is less likely to happen at the Masters levels. 

 
TABLE II. Comparison of the three mechanisms 

Element  Our proposition Proposition [8] Proposition [4] 

Group leader Master CH GL 

Communication model V2V & V2I V2V V2V & V2I 

Intra-group communication 
Each member can diffuse within the 
group 

Only the Chief diffuses within the 
group 

Each new member diffuses beacons 
in his neighborhood of which each 
partisan measures the reliability of 
the new one and sends the result to 
its leader 

Intergroup communication CHEFi  CHEFj ;  
CHEFi  RSU  CHEFj 

CHEFi  GWi CHEFj ; 
MBREi  CHEFi  GWi  
CHEFj 

The CHEF (GL) only can broadcast 
the CRL certificate revocation list to 
neighboring groups; 
Vehicles in overlapping groups 
provide multi-hop communication.

Messages number One message per information within 
the same group 

One to two messages per 
information within the same group 

One to two messages per CRL 
information within the same group 

Databases (DB) 

Each member creates a DB 
containing IDtmp, Cpu of each 
member of the group, possibly 
neighboring Masters for the case of 
the Master and the IDgroup 

Only the group leader creates a DB 
containing the group information 

Each member creates a DB listing 
the level of reliability (honest, 
intermediate and malicious) of 
neighboring vehicles. 

Groups creation and management RSU Autonomous Dynamic 

Group merging YES, based on distance YES, based on distance NO 

Group merging condition 
Based on the distance between two 
neighboring Masters 

Based on two neighboring groups’ 
overlapping NO 

Leaders Processing Charge 
Dissemination of messages within 
the group, transmission to other 
leaders and RSU 

Message broadcasting within the 
group, distance calculation with 
each member, choice of GW 

Periodic calculation of the 
confidence of the new vehicles and 
classification of the members in 
order of security level; transfer of 
the CRL at each passage through a 
RSU; CRL dissemination to 
neighboring groups 

Datas loss 
Less risk of overflow and therefore 
less data loss 

Saturation more likely therefore risk 
of data loss 

More charge therefore more likely 
saturation and consequently packet 
loss 

Conflict management Based on IDtmp Based on distance NO 

Choice / Position of the group 
leader 

Having the best signal received from 
the RSU within the group 

Having the central position in 
relation to the other members of the 
group

Having the highest level of 
reliability 

10

10

International Conference on Advanced Communications Technology(ICACT)

ISBN 979-11-88428-05-2 ICACT2020 February 16 ~ 19, 2020



 

V. CONCLUSION AND PERSPECTIVES 

We propose a secure communication protocol allowing the 
authentication of the nodes at the entrance of the network, the 
change of group / RSU, the fusion of group and which lowers the 
workload of the Masters thanks to the maintenance shared with 
the RSU and the creation of groups that is reserved for the RSU. 
The protocol is based on an organized vehicle group architecture 
and supports intragroup communications, intergroup 
communications and group merging. Both V2V and V2I 
communication models are also supported in exchanges. 

This protocol could be strengthened in future work. In our 
perspectives, we study the support for detecting abnormal 
behavior of vehicles that are already authenticated but that have 
suspicious behavior and the parameters that allow the protocol to 
be able to learn from the information collected in the network and 
to adapt to different behaviors that may be occur in the network. 
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