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Abstract—Model checking is a method of verifying whether
a target system satisfies a specific property using mathematical
and logical proofs. Model checking tools to verify design (1)
require a formal description of the design and (2) there can be
discrepancies between the model and actual implementation. To
solve these problems, various tools such as CBMC and BLAST
that can directly input C codes have been proposed. However,
in terms of security, it is difficult to figure out which software
weaknesses these tools can verify. In this paper, we matched
the properties that CBMC can verify with corresponding CWEs,
considering interdependencies of CWEs. We also conducted an
experiment using Juliet Test Suite to check CBMC can actually
verify the codes including these CWEs.

Index Terms—CBMC, information security, model checking,
software weakness

I. INTRODUCTION

Model checking is a method of verifying whether a target
system satisfies a specific property using mathematical and
logical proofs. It can assure us that behaviors of the target
system meet desirable properties as it looks at all possible
behaviors of a system. Model checking also shows the great
promise in security, especially detecting and eradicating secu-
rity bugs or vulnerabilities [1]-[4].

Model checking tools to verify design [S5]-[7] require a for-
mal description of the design [8], so the effort and the time are
required for developers to build the model. Also, there can be
discrepancies between the model and actual implementation.
To solve these problems, tools that can directly input C codes
have been proposed [9]-[11]. They get a C program as an input
and check whether it satisfies certain properties. CBMC, the
tool used in this paper, is for the formal verification of ANSI-
C programs using Bounded Model Checking. It has been used
in various studies and some studies used it to find security
bugs [12]-[14].

According to CBMC, it supports almost all ANSI-C lan-
guage features and can verify buffer overflow, pointer safety,
memory leaks, division by zero, not-a-number, and arithmetic
overflow. This description is rough so the users can’t know
what kind of buffer overflow or pointer safety CBMC can
verify. In this paper, we made the list of CWEs that can
be included in those properties. It contains CWE-190, 416,
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476 that are listed in the 2019 CWE Top 25 Most Dangerous
Software Errors [15]. Then we conducted an experiment using
Juliet Test Suite [16] to check CBMC can verify the codes
including these CWEs.

The remainder of this paper is divided into five sections.
Section II presents the background of this paper. Section III
gives how we match the properties with CWEs and the full list
of CWEs. Section IV shows the design of the experiment, exe-
cution, and analysis including the results. Finally, conclusions
are provided in Section V.

II. BACKGROUND
A. CBMC

CBMC is a Bounded Model Checker for C and C++
programs developed by Carnegie Mellon university and has
been developed and maintained for more than ten years [17]. It
receives a C program and a property as an input and generates
a corresponding CNF formula. The formula is passed to the
SAT solver and if the formula is satisfied, CBMC generates a
counterexample. Figure 1 shows the logic of CBMC [18].

Program > Analysis
Claim Engine

Bound (n)

CNF
Solver

SAT UNSAT
(counterexample exists) (no counterexample of

bound n is found)

Fig. 1: The logic of CBMC

CBMC can verify the following properties [19]:

o Division by zero: Check whether there is a division by
zero in the program.

o Not-a-Number: Check whether floating-point computa-
tion may result in NaNs.

o Pointer Safety: Search for NULL-pointer dereferences or
dereferences of other invalid pointers.

o Arithmetic Overflow: Check whether a numerical over-
flow occurs during an arithmetic operation.

« Buffer Overflow: For each array access, check whether
the upper and lower bounds are violated.
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e Memory Leaks: Check whether the program constructs
dynamically allocated data structures that are subse-
quently inaccessible.

o Undefined shifts: Check for shifts with excessive dis-
tance.

B. Juliet Test Suite for C/C++

Juliet Test Suite was developed by the NSA’s Center for
Assured Software(CAS) specifically for use in testing static
analysis tools [16]. Version 1.3 contains examples for 118
different Common Weakness Enumeration(CWE) with 64,099
test cases. Each CWE has several examples, some with weak-
ness present and some with the weakness mitigated [20] and
test cases are embedded in variations of different control flow
and data flow patterns.

III. THE LIST OF CWES

The properties that CBMC can verify are rough and they
do not provide the list of CWEs they can find. To get a better
understanding of which software weaknesses they can verify,
we matched the properties with CWEs. Table 1 shows the list
of CWEs mapped with properties. CWE Version 3.4(released
Sep 19, 2019) was used and our matching is done according
to the following rules.

1) As CWE has the tree-like relationships between weak-
nesses, we referred to the CWE VIEW: Research Con-
cepts [21]. When the properties were matched with a
certain parent CWE, we also included possible child
CWEs.

2) Some properties like undefined shifts and float overflow
were excepted as there is no corresponding CWE.

3) Some CWEs like CWE-119, 120 and 825 were excepted
after matching as there are no test cases in Juliet Test
Suite.

IV. EXPERIMENT
A. Dataset and Environment

Dataset: We used 14,668 test cases corresponding to 20
CWEs above in Juliet Test Suite to test CBMC. We only
use the test cases in the form of x [0-9] .c, which means
excluding Cpp and header files and also the test cases ending
with an alphabet. We used _bad functions in each test case
to test whether CBMC actually verifies codes with software
weaknesses.

Environment: We used the latest version (5.11) of CBMC
and the operating system is Ubuntu 18.04 LTS with 12 vCPUs
and 32GB memory.

B. Execution of the experiment

e Pointer  Safety (including Pointer  Overflow):
—-pointer-check --pointer-overflow-
check

+ Memory Leaks: ——memory-leak—-check --
pointer-check —--pointer-overflow-check

e Division By Zero: ——div-by-zero-check

o Arithmetic Overflow: ——signed-overflow-check

—-—-unsigned-overflow-check

CBMC uses bounded model checking and the verification
result may change depending on the number of unwinding. We
started from 10 unwinds and proceeded with the experiment
by increasing it gradually. Additional experiments were con-
ducted on some CWEs of buffer overflow after 100 unwinds.

C. Result

As we tested whether CBMC actually verifies codes with
software weaknesses, we compare only recall per individual
CWEs in this paper. The recall is the ratio of the bad cases
actually found in the entire bad case.

Recall=TP/(TP+ FN)

TP means True Positive and FN means False Negative.
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Fig. 2: Recall for CWEs

Fig.2 illustrates the recall of CBMC per individual CWEs
verified within 10 unwinds. Incorrect Calculation includes
Arithmetic Overflow and Division by Zero. The analysis of
the false negative will be provided in section IV-D.

CBMC provides various options to customize the behavior Conversion Error and Not-a-Number: “Unsigned

of CBMC [9]. We used the following parameters in this to signed conversion errors”(CWE-196) were 100%
experiment depending on the properties to verify. verified. Among “incorrect conversion between
e Conversion Error: ——conversion-check numeric  types”(CWE-681), Not-a-Number cases(CWE

¢ Not-a-Number: ——nan-check 681_TIncorrect_Conversion_Between_Numeric_

o Buffer Overflow: —--bounds—-check —--pointer—- Types_ doubleNaN2int_ x) were all verifi-
check ——-pointer-overflow-check able but double to float conversion cases(CWE
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TABLE I: The list of CWEs

Property CWE #
Conversion Error CWE-194 Unexpected Sign Extension 1
CWE-195 Signed to Unsigned Conversion Error 2

CWE-196 Unsigned to Signed Conversion Error 3

CWE-197 Numeric Truncation Error 4

Conversion Error, Not-a-Number CWE-681 Incorrect Conversion between Numeric Types 5
Arithmetic Overflow CWE-190 Integer Overflow or Wraparound* 6
CWE-191 Integer Underflow (Wrap or Wraparound) 7

Division By Zero CWE-369 Divide By Zero 8
Pointer Safety (including Pointer Overflow) | CWE-415 Double Free 9
CWE-416 Use After Free* 10

CWE-468 Incorrect Pointer Scaling 11

CWE-469 Use of Pointer Subtraction to Determine Size 12

CWE-476 NULL Pointer Dereference* 13

Buffer Overflow CWE-121 Stack-based Buffer Overflow 14
CWE-122 Heap-based Buffer Overflow 15

CWE-124 Buffer Underwrite ("Buffer Underflow’) 16

CWE-785 Path Manipulation Function Without Max Sized Buffer 17

Memory Leaks CWE-126 Buffer Over-read 18
CWE-127 Buffer Under-read 19

CWE-401 Memory Leak (Missing Release of Memory after Effective Lifetime) | 20

681_Incorrect_Conversion_Between_Numeric_
Types__double2float_«) were not verified.

Incorrect Calculation (Arithmetic Overflow and Division
by Zero): CBMC shows about 60% recall for both “integer
overflow”(CWE-190) and “integer underflow”(CWE-191). It
could verify “divide by zero”(CWE-369) except test cases
using the fscanf library function.

Pointer Safety: CBMC verified all “double free”(CWE-
415) and “use of pointer subtraction to determine size”’(CWE-
469) but showed near 0% recall for “use after free”(CWE-
416). “Incorrect pointer scaling”(CWE-468) couldn’t be veri-
fied at all.
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Fig. 3: Recall for Buffer Overflow Weaknesses

Fig.3 and Fig.4 show the recall of CBMC for Buffer Over-
flow and Memory Leaks from 10 unwinds to 100 unwinds.
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* marks those in the CWE/SANS top 25 list.
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Fig. 4: Recall for Memory Leaks Weaknesses
Buffer Overflow: CBMC verified 85% of ‘“Buffer

Underwrite”(CWE-124) but couldn’t verify “Path manipula-
tion function without max sized buffer”(CWE-785) at all.
“Stack-based buffer overflow”(CWE-121) and “Heap-based
buffer overflow”(CWE-122) were not sufficiently verified
within 100 unwinds and additional tests were done with more
unwinds. CBMC showed 75% recall for CWE-121 and 72%
recall for CWE-122 from 200 to 500 unwinds.

Memory Leaks: 79% of “Memory Leaks”(CWE-401)
could be verified. Not freeing memories when realloc
fails(CWE401_Memory_Leak_ _malloc_realloc_x)
were not verified. CBMC could verify “Buffer Over-
read”(CWE-126) for 74% and ‘“Buffer Under-read”(CWE-
127) for 69% at 100 unwinds.

ICACT2020 February 16 ~ 19, 2020



International Conference on Advanced Communications Technology(ICACT)

D. Analysis of the result

CBMC could successfully verify all test cases of CWE-
196,415, and 469. The average recall for each property is
as follows. The result of CWE-785 was excepted from the
average as it couldn’t verify for environmental reasons. The
average value was rounded to two decimal places.

o Conversion Error: 78%

« Arithmetic Overflow: 62%

« Division by Zero: 89%

« Pointer Safety: 63%

« Buffer Overflow: 76%

e Memory Leaks: 73%

o Average: 72%

Some test cases weren’t verified for the following reasons.

Using the Windows header file: “Path manipulation func-
tion without max sized buffer”(CWE-785) test cases include
windows.h. Windows.h is a Windows-specific header file
which includes declarations for both Unicode and ANSI
versions of the Windows API [22]. The experiment was done
using the Linux operating system so it couldn’t be verified.

Array too large for flattening: Some test cases exceeded
the limit of the solver so they couldn’t be verified with the
message “array too large for flattening”.

Standard input library functions: “Divide by
Zero”(CWE-369) reported different results for int and
float test cases using the fscanf function.

Listing 1: CWE369_Divide_by_Zero__float_fscanf_01

float data;

data = 0.0F;
fscanf (stdin, "%f", &data);
{

int result = (int) (100.0 / data);
printIntLine (result);

Listing 2: CWE369_Divide_by_Zero__int_fscanf_divide_01

int data;

data = -1;

fscanf (stdin, "%d", &data);
printIntLine (100 / data);

Test cases for f1loat (Listing 1) initiates data (the divi-
sor) as 0 and CBMC could find the possibility of division by
zero. Test cases for int (Listing 2) initiates data as —1 and
CBMC couldn’t detect division by zero.

And the test cases using conversion functions like
atof (CWE681_Incorrect_Conversion_Between_
Numeric_Types__double2float_«) couldn’t be veri-
fied as CBMC couldn’t interpret the meaning of the functions.

V. CONCLUSION

This paper is focused on the evaluation of the ability
of CBMC to verify software weaknesses. For this purpose,
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we chose 20 CWEs and conducted an experiment using
14,668 test cases of Juliet Test Suite. Our experimental results
showed that CBMC verified “Unsigned to Signed Conversion
Error”(CWE-196), “Double Free”(CWE-415), and “Use of
Pointer Subtraction to Determine Size”(CWE-469) for 100%
recall. The average recall for 19 CWEs except “Path manip-
ulation function without max sized buffer”(CWE-785) which
uses the Windows header file is 72%. In the future work, we
will do additional preprocessing on test cases to handle the
problems mentioned in IV-D to improve the recall of CBMC.
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