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Abstract— This paper presents rule conversion mechanism 
between suricata and snort and implementation results about 
rule conversion. Rules of one Network Intrusion Detection and 
Prevention Systems (NIDPS) engine can’t use without conversion 
in other engines. Because each NIDPS engine has different rule 
formats which available procotols, keywords and rule options. 
Therefore, rule conversion process is essential to use rule of other 
NIDPS engines. 
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I. INTRODUCTION 

The world is becoming interconnected with the advent of 
the Internet and networking technologies. There are a lot of 
personal, commercial, military, and government information 
in network. So, network security has become a major concern 
and users try to protect themselves from various attacks in 
network through firewalls and encryption mechanisms [1]. 

NIDPS has Intrusion Detection System (IDS) function and 
Intrusion Prevention System (IPS) function. IDS is system 
which play an important role for detecting various attacks in 
network [2]. IPS can analyze and detect various attacks as 
well as preventing intruder attacks [3]. Representative open 
NIDPS engines include snort, suricata and bro. NIDPS 
engines are being applied for real network security. In [4], 
Suricata is used for security in Software Defined Network 
(SDN). In [5], the study used snort to do port scan detection. 
Network security studies using open NIDPS engines are being 
conducted in [6]-[8]. 

Snort is an open source NIDPS engine and considered to be 
the de facto standard for NIDS [9]. Commercial NIDPS 
engines have problem such as significant system footprint, 
complex deployment and high monetary cost [10]. These 
problems are solved by snort. Snort consists of Packet Sniffer, 
Pre-Processor, Detection Engine, Alerting or Logging [11], 
[12]. Firstly, Packet Sniffer eavesdrops on network traffic 
(network backbone). Secondly, Pre-Processor checks packets 
to determine if the packets are for specific behavior [12]-[14]. 
Third, the Detection Engine takes incoming packets and 
matches them and rules. Fourth, when the rules match, the 
Alert or Logging takes place whether log to the database, or 
alerts the user [12], [15]-[17]. 

Suricata is a free and open source. Also, it is mature, fast 
and powerful NIDPS engine [18]. Architecture of suricata is 
similar to snort. Suricata has beneficial feature using multi 
thread (snort uses single thread) to process packets [12],[19]. 

So suricata maximizes the ability to receive packet. However, 
snort drop received packets when packets overflow capacity 
receiving queue [12],[20]. Also, there are differences which 
applying to rules and writing rules between suricata and snort. 
One of them is that there are protocols which can detect 
automatically by rule of each engine. For example, suricata 
can detect automatically the following application layer 
protocols: http, dns, ftp, smtp etc. On the other hand, snort 
can't detect automatically them [21]. 

If you want rule to match the same pattern as the new rules 
created by one engine, rules must be created manually in other 
NIDPS engines.  But it must perfectly understand the rule of 
NIDPS engines and find the part that needs to be converted. 
Nevertheless, the process of rule conversion is necessary.  
Because when one engine recognizes a new pattern of attack, 
it will create and apply new rules to protect the attack. The 
new pattern of attacks will be threatening other engines and 
new rules will be required to prevent them. In order to create 
new rule, there are ways to analyze and create new patterns of 
attacks and to utilize rule made for other engines. So, we 
propose rule conversion mechanism between suricata and 
snort. The rule can detect automatically http in suricata. 
Authors show simple rule conversion from suricata to snort. 

In chapter 2, we describe existing studies on suricata, snort 
and rules of them. Chapter 3 is described implementation 
environment for showing simple rule conversion between 
suricata and snort. In chapter 4, implementation that rule 
conversion for snort to apply suricata rule is performed. Also, 
implementation result is presented. Finally, chapter 5 presents 
conclusions. 

II. RELATED WORKS  

Suricata and snort are similar, but there are differences of 
rule between suricata and snort [12],[19],[21]. There are 
various rule update agents for snort and suricata. Rules of 
snort are updated by Sourcefire, Shared Object (SO) and 
proofpoint. Rules of suricata are updated by Sourcefire and 
proofpoint [20],[21]. Therefore, rules that each agent creates 
can be different. For these reasons, rules for one engine 
created by one agent may can't apply for other engines. To 
solve this problem, the rules must be analyzed and made 
applicable to the rules of other engines. 

Rule format of suricata and snort consists largely of action, 
header, and rule options. The action determines what happens 
when rule matches. The header consists of protocol, IP 
addresses, ports and direction of rule. The rule options define 
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the specifics of the rule [21],[22]. Suricata can detect 
automatically application layer protocols that snort can't detect 
automatically. So, rules need to be changed when the rules of 
Suricata that snort can't detect automatically application layer 
protocols are used in snort. For example, if there is 'http' in the 
position of the protocol in snort rule, it should be changed to 
the 'tcp' [21]. However, just changing the protocol doesn’t 
mean that the snort can use all changed rules. 

III. IMPLEMENTATION ENVIRONMENT 

Figure 1 is flowchart of proposed mechanism. 
 

 
Figure 1.  Flowchart of porposed mechanism 

Virtual Machines (VM) are created to install the suricata 
and snort on the host pc. Program for creating VM is Oracle 
VM VirtualBox. Network of VMs is set 'Bridged Adapter'. 
'Bridged Adapter' places VM on the same private network as 
the host pc. Therefore, the VM must be given an IP address of 
the private network.  

Ubuntu is installed on the VM before installing the NIDPS 
engine. Ubuntu is Operating System (OS) on Linux-based and 
version of ubuntu is 18.04.3. After the OS installation, VMs 
are assigned IP address by DHCP. Since then suricata is 
installed on VM1 and snort is installed on VM2. The version 
of suricata is 4.1.5 and snort is 2.9.14.1.  

 Network is configured for implementation as shown in 
Figure 2.  

Figure 2.  Network configuration for implementation 

After installing suricata, you must set 'HOME_NET' in 
‘suricata.yaml’. 'HOME_NET' is IP address of host that user 
want to protect. we set 'HOME_NET' to IP address of VM1.  
Figure 3 is shown IP address of VM1. Figure 4, Figure 5 are 
shown how to set 'HOME_NET' in ‘suricata.yaml’. Figure 6 is 
shown path of suricata rule files in ‘suricata.yaml’. 

Figure 3.  IP address of VM1 

Figure 4.  Command of modifying configuration file in suricata 

Figure 5.  Modifying 'HOME_NET' in suricata 

Figure 6.  Position of the rule file in suricata 

Likewise, snort is similar to suricata. 'HOME_NET' can be 
set in ‘snort.conf’. We set 'HOME_NET' on IP address of 
VM2.  Figure 7 is shown IP address of VM2. Figure 8, 
Figure9 are shown how to set 'HOME_NET' in ‘snort.conf’. 
Figure10 is shown path of snort rule files in ‘snort.conf’. 

Figure 7.   IP address of VM2 

Figure 8.  Command of modifying configuration file in snort 

Figure 9.  Modifying 'HOME_NET’ in snort 
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Figure 10.  Position of the rule file in snort 

IV. IMPLEMENTATION AND RESULT 

Figure 11 is packet which want to detect by NIDPS engines. 
The packet is http response packet when user tries to access 
‘inform.cbnu.ac.kr’. we assume that if there is ‘PHP/4’ in http 
header, it is a threatening packet 

 

Figure 11.  Detection packet 

A. Http Detection Rule in Suricata 

Figure 12.  Command creating new rule 

Figure 13.  protocol-http.rules 

Figure 14.  add protocol-http.rules in suricata 

 Figure 12, Figure 13, Figure 14 are shown that create and 
add new rule(‘protocol-http.rules’) in other to detect packet of 
Figure 11. Figure 13 is rule of suricata that detects 
automatically http response packet and tries to match on 
‘PHP/4’ in http header buffer. 

When user try to access to ‘inform.cbnu.ac.kr’ while 
suricata is run, warning occurs as shown in Figure 15. 
Because ‘PHP/4’ is matched on the new rule in http message 
of http response packet. 

Figure 15.  Log of suricata 

B. Http Detection Rule in Snort 

In this section, snort try to detect packet such as Figure 11 
by new rule of suricata (that is Figure 13). So, we make sure 
that snort can use rule of suricata without any rule conversion. 
Snort incur error when using rule of suricata and trying access 
to ‘inform.cbnu.ac.kr’ while snort is run as Figure 16. 

Figure 16.   Bad prorocol error  

Figure 16 is shown that cause of error is that the snort can't 
detect automatically http. Rule conversion is essential. 

C.  Converted Rule in Snort 

In order to using the rule of suricata in snort, it must resolve 
error of Figure 16. First, VM2 parses protocol-http.rules and 
looks for procotols, keywords and rule options that unfit to use 
in snort. The result is shown that VM2 detect ‘http’ in 
protocol position. Secondly, VM2 converts protocol form 
'http' to 'tcp'. If the converted rule is applied here, an error is 
incurred as shown in Figure 17.  

Figure 17.  Lack of ‘sid’ error  

Cause of Figure 17 is that the converted rule doesn't contain 
'sid'. 'sid' keyword is used to uniquely identify rules [22]. 
Using 'sid' keyword is optional in suricata, but snort must use 
'sid' keyword. Therefore, the third task is that VM2 looks for 
'sid' keyword in ‘protocol-http.rules’. If there is no 'sid' 
keyword, VM2 adds the ‘sid’ keyword and allocates value 
more than 1,000,000. Because over 1,000,000 has been 
allocated for everyone's use [22]. To compare with the 
existing ‘protocol-http.rules’, the filename is changed to 
‘protocol-tcp.rules’ and value of ‘msg’ keyword is also 
changed. Final converted rule is shown in Figure 18. Finally, 
VM2 add the converted rule in ‘snort.conf’ as Figure 19. 

Figure 18.   Converted rule  

Figure 19.  add protocol-http.rules in snort 

Figure 20.  Log of snort 

When user try to access on ‘inform.cbnu.ac.kr’ while snort 
is run, warning occurs as shown in Figure 20. Because 
‘PHP/4’ is matched to the converted rule in tcp payload of http 
response packet.  

Both suricata and snort generate warning by matching 
‘PHP/4’ in the http header buffer with rule of each engine. As 
a result, snort can detect by using converted rule that 
converted existing rule which can detect automatically http in 
suricata.  

V. CONCLUSIONS 

In this paper, we propose rule conversion mechanism 
between suricata and snort. Previously, one NIDPS engine had 
to analyze the rules and manually created new rules to use the 
rules of the other. Therefore, rule conversion process is 
essential to use rule of other NIDPS engines. NIDPS engines 
for the implementation used suricata and snort. Rule 
conversions are performed in the following order:  
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Firstly, search procotols, keywords and rule options that 
snort can't be used in the existing rule file. Secondly, replace 
the first performance result with pre-defined procotols, 
keywords and rule options. Thirdly, if the existing rule file 
doesn't have 'sid' keyword, add 'sid' keyword and the value is 
allocated at least 1,000,000. Finally, save converted rule file 
and add filename of the rule file to configuration file. It was 
presented as implementation result that detection is possible 
after the rule conversion between NIDPS engines. 
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