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Abstract— Voice over Internet Protocol (VoIP) applications, 
such as WeChat, Whatsapp, or LINE, have gained increasing 
popularity during the last few years. Packets analysis of VoIP is 
one of the critical criminal investigation strategies for law 
enforcement agencies (LEAs). Due to its convenience and multi-
functionality, the WeChat application is accessible by a massive 
amount of people in Asia, especially in Taiwan and China. 
Therefore, this study uses Wireshark to reveal the tool marks 
behind the WeChat messages and voice calls. It will be an 
excellent help for LEAs to identify cybercriminals and bring 
them to justice. 
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I. INTRODUCTION 

An investigation is a systematic examination to identify or 
verify the facts from 5W1H questions in a crime or incident. 
5W1H questions include who, where, what, when, why, and 
how. The evidence from digital devices is identified, collected, 
examined, analyzed, and presented in a forensically sound 
manner [1]. Investigators seek to gain a better understanding 
of digital objects and present them to a court of law [10]. The 
identification of an incident or a crime leads to the formation 
of a hypothesis about what might have happened. An 
investigation can focus on identifying supporting information 
to prove a case, identifying information that refutes an 
argument, or verifying the validity of any given information. 
The questions defined by the 5W1H model should always help 
us to establish a hypothesis based on the information 
triggering the investigation [11]. 

Section 2 reviews the related VOIP protocols and Deep 
Packet Inspection (DPI) on WeChat calls. Section 3 describes 
the research experiment. The discussions and analyses of this 
study are presented in Section 4. Section 5 is the conclusion. 

 

II. LITERATURE REVIEW 

Deri [5] introduces three leading VoIP protocol families 
which are based on a connectionless protocol such as UDP: 
standards protocols (SIP/H.323/RTP), proprietary but well-
documented protocols (Cisco skinny), and proprietary 
protocols (Skype). The use of standard or known protocols 
may transport encoded proprietary data.  

A. VoIP Protocols 

VoIP (Voice over IP) is a technology for voice 
communication over Internet Protocol networks. IP network 
communication is composed of packets, which contain a 
header and a payload in transit [14]. However, circuit-
switched telephony establishes a dedicated, end-to-end circuit 
for each call. Each packet may take a very distinct path 
determined by the routing tables on network traffic. VoIP.  
Internet telephony is a voice service that is transmitted based 
on an IP network after compressing a voice signal into a data 
packet. A telecom application service for sending voice over 
an open Internet is provided [7]. 

1) Three Steps in VOIP Communication 
Every VOIP communication is made of three necessary 

steps [7]:  

a. Step 1. Signaling Negotiation 
When a caller communicates with another called party, it 

initiates a signaling communication for verifying credentials, 
negotiating the call, and agreeing on a standard codec and 
exchanging data ports.  

b. Step 2. Communication Call 
The communication call takes place on the selected ports, 

and the specified codec encodes the payload. 

c. Step 3. Closing Call 
When one of the parties decides to close the call, the 

signaling protocol terminates the call. 

2) IP Traceback-related Protocols 

a. UDP 

With the User Datagram Protocol (UDP), computer 
applications can send messages to other computers on the 
Internet. Prior communications are unnecessary to set 
up communication channels or data paths [2]. 

b. RTCP 

The Real-time Transport Protocol (RTP) in communication 
and entertainment systems delivers telephony, audio,  and 
video applications over IP networks.  RTP typically runs over 
UDP. While RTP carries the media streams, RTP Control 
Protocol (RTCP) in RFC 3550 is used to monitor the quality 
of service (QoS) and aids the synchronization of multiple 
streams. RTCP provides control information for an RTP 
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session in the delivery and packaging of multimedia data. It 
does not transport any media data itself. 

c. ICMP 
The Internet Control Message Protocol (ICMP) transmits 
control messages in the Internet Protocol (IP). It provides 
various problem feedbacks that may occur in the 
communication environment. Analysts can diagnose the 
problems and take appropriate measures to resolve them. 

3) Other Protocols 

a. TCP 
Transmission Control Protocol (TCP) is a connection-

oriented, reliable, byte-based stream-based transport layer 
protocol. It creates a virtual connection through the three-way 
handshake. 

b. HTTP 
The HyperText Transfer Protocol (HTTP) is a protocol for 

distributed, collaborative, and hypermedia messaging systems. 
HTTP is the foundation of the global information network's 
data communications. 

c. HTTP/XML 
AJAX stands for Asynchronous JavaScript And XML, 

which is asynchronous JavaScript and XML. AJAX uses the 
XMLHttpRequest object to communicate with the server. It 
can transmit and receive information in a variety of formats, 
including JSON, XML, HTML, and text files. 

d. SSL 
Secure Sockets Layer (SSL) is a security protocol to 

provide security and data integrity for Internet 
communications [9]. 

B. DPI on WeChat Calls 

Deep Packet Inspection (DPI) looks at the network contents 
[13]. It can work with filters to find and redirect network 
traffic from an online service. There are multiple ways to 
acquire network traffic for DPI. Using port mirroring is a 
popular way [16]. 

1) Collect Data: Wireshark 
Wireshark is a packet analyzer to capture the network 

traffic, display its data, and examine what is going on inside a 
network cable. It is available for Unix and Windows platforms 
[3]. It also helps identify different protocol packets through 
various devices such as Ethernet or Wi-Fi devices [12]. 

2) WeChat 
WeChat is a popular instant messaging application on 

Android, iPhone, and BlackBerry smartphones [15]. With the 
popularization of smartphones, more forms emerge in the 
aspect of social network services. In Asia, WeChat has 
become universal communication applications in recent 
several years [8]. 

3) IP Traceback 

IP traceback is the process of finding the source IP address 
of the user who sends messages. It is essential for identifying 
cybercriminals [6]. 

III.  RESEARCH EXPERIMENT 

A. Set-Up 

The research has set up a controlled environment to 
simulate the WeChat voice calls, to collect IP address 
information, and to find out the personal identity of the target 
behind the WeChat application. In this experiment, the suspect 
uses the mobile phone to contact the victim's laptop. 
Wireshark sniffed all the communication packets. The 
researchers filter out the packet information of the IP address 
of the suspect and the victim by Excel and establish rules. We 
find out the patterns of the packet information between the 
suspect and the victim's device. By using the rules, trends, and 
the victim's IP address to identify the suspect's IP address. The 
experiment environment is shown in Table 1. 

 

TABLE 1.  EXPERIMENT ENVIRONMENT 

B. Hypothesis Testing 

A hypothesis is prepared for the relationship between the 
two data sets or statements. The follow-up hypothesis is based 
on the WeChat process through a set of random 
communications [4]. 

1) Null Hypothesis (H0) 
The null hypothesis, which denoted by H0, is usually 

assumed that sample observations are purely accidental. A 
simple explanation contradicts a theory that one would like to 
prove. 

2) Alternative Hypothesis (H1) 

The alternative hypothesis which denoted by H1 is the 
hypothesis that some non-random cause influences sample 
observations. A hypothesis associated with a theory one would 
like to prove. 

3) Accept/Reject the Null Hypothesis 
 This comparison is considered significant if the 

relationship between the data sets would be an unlikely 
realization of the null hypothesis. Hypothesis testing can have 
one of two outcomes: the investigator rejects the null 
hypothesis or accepts the null hypothesis. Acceptance means 
that the null hypothesis is correct. This study follows a formal 
process to determine whether to reject the null hypothesis 
based on sample data. 

Role (Device) IP address OS Version 
WeChat 
Version 

Victim 
(Laptop) 

192.168.43.87 
Windows 10 
Version 1803 

V 7.0.3 

Suspect 
(Mobile Phone) 

114.137.238.240 Android 8.1.0 V2.6.7.40 

Analysis 
Toolkits 

Wireshark V 2.6.5, Excel 2013, and  IBM i2 
Analyst's Notebook 
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C. Hypothesis Testing in WeChat Application 

The process of hypothesis testing in WeChat applications 
consists of the following four steps. 

1) Step 1: State the Hypothesis 
Step one involves stating the null and alternative 

hypotheses. The hypothesis is stated in such a way that they 
are mutually exclusive. 

2) Step 2: Formulate an Experiment Framework 
The experiment framework describes how to use sample 

data to evaluate the null hypothesis. All packets are sniffed 
and identified in this experiment by the researchers. Based on 
the experiment framework in Figure 1, users can communicate 
with others through the WeChat server. This set of tests 
focuses on the victim's IP address from voice communication 
and examines whether the IP address of the suspect appears in 
the WeChat voice communication of network packets. The 
experiment framework was designed to find whether the 
suspect's IP address is shown in the packets. 

Figure 1. Experiment Framework 
 

3) Step 3: Analyze Sample Data 
The related packets on the victim's laptop are analyzed and 

preserved to find the WeChat tool mark. After the experiment, 
the researchers use pattern extraction to filter the packet and 
determine if the tool marks appear in the packets. 

a. Data Clustering 
Data clustering groups a set of objects. We use Excel to 

filter the raw data and visualize our data with IBM i2 

Analyst's Notebook. This visual analysis tool helps to provide 
innovative patterns in data. 

b. Pattern Extraction 
Pattern extraction starts from an initial set of measured data 

and builds derived patterns. It reduces the number of resources, 
describes an extensive collection of data, and creates a better 
interpretation.  

c.     Pattern Selection 
When the input data is too big to be processed, it can be 

transformed into a reduced set of patterns. Selected patterns 
contain the relevant information from the input data. The 
follow-up process can be performed by using this reduced data. 

4) Step 4: Interpret Results 
If the value of the test data is different from the null 

hypothesis, this alternative is accepted. 
 

IV. DISCUSSIONS AND ANALYSES 

The experiment collects information about WeChat 
communication. By using in-depth packet analysis, data 
filtering, and displaying associated data with i2 Analyst's 
Notebook, the operation is capable of converting the captured 
packets into practical statistical information. 

A. Setting the Hypothesis 

1) H0: Investigators cannot find the stable tool marks in 
the WeChat voice communication of network packets. 

2) H1: Investigators find the stable tool marks in the 
WeChat voice communication of network packets. 

B. Experiment Procedures 

The experiment scenario is composed of the following steps: 

1) Step 1: Understand the Background 
The investigator installs Wireshark in the laptop, executes it 

to sniff packets without using the WeChat application to 
create a baseline for the current background noise of the 
network. 

2) Step 2: Call and Sniffer the Packets 
The IP address of the laptop is known to be 

‘192.168.43.87.’ The mobile phone initiated a voice call 
function in WeChat to call the computer. The investigator 
observes the change of packets filtering after the call began. 
The investigator stopped Wireshark and saved the packets for 
later analysis when the call ended. 

3) Step 3: Export the Collected Data 
The researchers expand all fields of packets and export 

packets dissections to CSV files. 

4) Step 4: Data Analysis 
The researchers open the CSV file in Excel and filter the 

data. We find out the pattern of WeChat voice calls and tool 
marks. 
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C. Interpret Results 

The researchers reject the Hypothesis H0 and discover 
some tool marks of WeChat voice calls. Distribute the VoIP 
communication into three stages: (1) Signalling Negotiation, 
(2) Communication Call, and (3) Closing Call. The proposed 
rules for finding the patterns are listed below: 

1) The IP Address of the Victim Laptop Appears in the 
Source Field 

In Table 2, the packet rules of the WeChat application 
illustrate that the victim’s laptop IP address appears in the 
source IP address field. The destination IP addresses belong to 
the suspect and the WeChat Company. 

a. Emergence: WeChat Company’s IP address 
In stages 1 and 3, there will emerge the WeChat Company’s 

IP address through TCP protocol or sometimes HTTP protocol. 
The IP address of the WeChat Company is ‘203.205.xxx.xxx.’ 
By using the Whois Lookup domain search, we can discover 
that the IP address belongs to Tencent Building, Kejizhongyi 
Avenue, Hi-tech Park, Nanshan District, Shenzhen, where the 
headquarters of WeChat Company is located. The flags of 
sniffed packets are ‘0x4000.’ 

b. Emergence: Six Times of the Suspect's IP Address 
In stage 2, there are many UDP and TCP protocol packets. 

The suspect's IP address will emerge six times through UDP 
protocol and sometimes RTCP protocol. The flags of UDP 
and RTCP protocol are ‘0x0000.’ 

c. Time to Live: 218 
The value of time to live is ‘128’ in every packet when the 

victim’s laptop IP address show in the source field. 
 

TABLE 2. TOOL MARK OBSERVATION ON DESTINATION IP ADDRESS 

   
Patterns 

 
Stages 

Protocol Destination IP address Flags 
Time 
to live 

1. 

Signalling 

Negotiation 

TCP 

WeChat company’s IP 

address 

0x4000 

128 

HTTP* 

SSL* 

2. 

Communication 

Call 

TCP 

UDP 
0x0000 The suspect's IP 

address RTCP* 

SSL* 

WeChat company’s IP 

address 
0x4000 3. 

Closing Call 

TCP 

HTTP* 

SSL* 
Note: *The packets of the protocol will emerge randomly. 

 

 

2) The IP Address of the Victim Laptop Appears in the 
Destination IP Address 

In Table 3, the packet rules of the WeChat application 
illustrate that the victim’s laptop IP address appears in the 
destination IP address field. The source IP addresses belong to 
the suspect and the WeChat Company. 

a. Emergence: WeChat Company’s IP address 
In stages 1 and 3, there will emerge WeChat Company’s IP 

address through TCP protocol or sometimes HTTP, 
HTTP/XML protocol. The flags of sniffed packets are 
‘4x000.’ 

b. The flags in Suspect's IP Address: 0x0000 
In stage 2, there are many UDP and TCP protocol packets. 

The suspect address will appear through the UDP protocol. 
The flags are ‘0x0000.’ 

c. The flags in ICMP protocol: 0x0000, 0x0000 
In stage 3, there are sometimes packets through ICMP 

protocol, which includes the message of the suspect and the 
victim. The flags are ‘0x0000, 0x0000.’ 
 

TABLE 3. TOOL MARK OBSERVATION ON SOURCE IP ADDRESS 

           Patterns 

Stages 
Protocol Source IP address Flags 

1. 

Signalling 

Negotiation 

TCP 

WeChat company’s IP 

address 
0x4000 

HTTP* 

HTTP/XML* 

SSL* 

2. 

Communication 

Call 

TCP 

UDP The suspect’s IP 

address 
0x0000 

SSL* 

WeChat company’s IP 

address 
0x4000 

3. 

Closing Call 

TCP 

HTTP* 

HTTP/XML* 

SSL* 

ICMP* 
The suspect’s IP 

address 

0x0000, 

0x0000 
Note: *The packets of the protocol will emerge randomly. 

 

D. The Observation on Experiment Results 

1) The Hypothesis 

Since the experiment requires a user to answer the call, 
investigators have better to use the victim account to call/sniff 
the target in a controlled environment. The result of the 
hypothesis testing is listed in Table 4. 
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TABLE 4. THE OBSERVATION ON HYPOTHESIS RESULTS 

Hypothesis 

Testing 
State the Hypotheses 

Analyze 

Sample 

Data 

Interpret Results 

H0 

Investigators cannot 

find the stable tool 

marks in the WeChat 

voice communication 

of network packets. 
Reject the 

Hypothesis 

H0. 

We can find the 

tool marks in the 

WeChat 

communication of 

network packets. 
H1 

Investigators find the 

stable tool marks in 

the WeChat voice 

communication of 

network packets. 

2) Experiment Results 
The rules of finding the suspect’s IP address is listed in 

Table 5. The network connection topology of the WeChat 
application drawn by IBM i2 Analyst's Notebook is shown in 
Figure 2. Some forensic artifacts of network traffic on 
WeChat calls are listed below: 

TABLE 5. THE RULES OF FINDING THE SUSPECT’S IP ADDRESS 

Rule 1 

IF 
Protocol = UDP(RTCP), 
Flags=0x0000, 
Differentiated Services Codepoint = Default, and 
Length = 134, 138, 142, or 146  

THEN 
     Source IP address = suspect 

Rule 2 

IF 
Protocol = UDP, 
Length = 134, 138, 142, or 146, 
and  
Time to live = 128 

THEN 
             Destination IP address = suspect 

a. Emergence: WeChat Company’s IP address 
In stages 1 and 3, there will emerge the WeChat Company’s 

IP address through TCP protocol or sometimes HTTP, 
HTTP/XML protocol. The IP address of the WeChat 
Company is ‘203.205.xxx.xxx.’ 

b. Emergence: Six Times of the Suspect's IP Address 
The suspect's IP address will emerge six times through 

UDP protocol and sometimes RTCP protocol. 

c. Time to Live: 218 
The value of time to live is ‘128’ in every packet when the 

IP address of the victim laptop appears in the source field.  

d. The flags in Suspect's IP Address: 0x0000 
If the suspect's IP address emerges, the flags will be 

0x0000. Others are 0x4000. 

e. The flags in ICMP protocol: 0x0000, 0x0000 
In stage 3, there are sometime many packets through ICMP 

protocol. The flags of the suspect's IP address are ‘0x0000, 
0x0000.’ 

 

Figure 2. The Network Topology of WeChat VoIP 
 

V. CONCLUSIONS 

Keeping a cybercrime investigation technique up to date is 
a difficult task. Communication applications are constantly 
changing, and the follow-up methods for collecting all 
possible network packets are affected. If tool marks reside in 
the captured packets, it means that the investigator should 
identify its provenance and provide context as to who, when, 
how, and whether it has been obtained from the victim's 
laptop. This study has demonstrated the way to find the tool 
marks in the WeChat communication. The interpretation of 
such information will be helpful for LEAs to identify or 
prosecute cybercriminals. Our future researches will use AI 
and machine learning to find more patterns on various 
communication applications. 
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