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Abstract—Law  enforcement agencies (LEAs) face a
challenging problem to detect the tool marks of Skype traffic.
Analyzing digital packets is an essential job in digital forensics.
This study collects these packets, traces their routings, analyzes
the relevant information, and explores the tool mark
identification of Skype packets. It uses experimental data on a
personal computer, investigates the characteristics of Skype
traffic, and provides a tool mark analysis of network traffic.
The study can assist the investigator in identifying the suspect
using a Skype communication application to commit the crime.
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1. Introduction

Voice over Internet Protocol (VoIP) transmits online
communications in digital format. The packets of its network
traffic can be collected, stored, and interpreted over the IP
networks [6]. Skype is VOIP software via the Internet or
telephones. Users may deliver text, voice, and video
messages over the Internet by using a microphone or a
webcam [15]. The Skype node includes a client (general
node) and a server for updating and authentication. The
Skype client communicates another node indirectly with the
authentication server that relays the packet [10].

There is sufficient information in network traffic. A sniffer
might also be useful for troubleshooting client/server
relationships. Internet traffic is made up of network packets
that can be understood as two key components: header and
payload. The header provides routing information so that
Internet communications can focus on their destinations. The
payload includes the content of what is being transmitted
[11]. Deep Packet Inspection (DPI) applications can analyze
the header and payload information [13]. Packet analysis
describes the flow of Internet traffic and explores what is
happening [5]. The relevant features can be constructed from
domain knowledge or analyst’s capability.

Investigators face a problem to detect traffic from Skype
VoIP communications in a real-time scenario. The accurate
identification and classification of network traffic are
fundamental to cybercrime investigation. Much research
interest in network traffic is based on identifying network

ports or regular expressions in the unencrypted packet header.

However, Skype traffic classification is challenging to
reverse engineering or traffic decoding due to port
randomization, secure encryption, and obfuscation
techniques [10]. Skype algorithms are a closed proprietary
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design. It relies on a P2P infrastructure, while other VoIP
applications often use the traditional client-server model.
Skype users can initiate calls to other users. Their binary
versions may behave differently in data flows and packets.

Bonfiglio et al. [2] investigate the characteristics of traffic
streams generated by voice and video communications, and
the signaling traffic generated by Skype. Although Skype
uses Transmission Control Protocol (TCP) or User Datagram
Protocol (UDP) at the transport layer, both signaling and
communication data are carried over UDP. Buonerba [3]
presents the protocol fingerprints in the network and uses
three properties of IP packets: their size, interarrival time,
and order of arrival. Korczynski [10] proposes a
classification method for Skype encrypted traffic and
analyzes statistical values of some traffic attributes. This
study evaluates a Skype VoIP communications based on
statistical tests to detect traffic in a real-time scenario
efficiently.

The structure of this study is organized as follows. Section
2 describes the experiment environment and its process. IP
traceback, tool marks, and forensic identification are
described in Section 3. Section 4 presents the pattern findings
and Skype features. Section 5 is our conclusion.

I1. Experiment Design

The experiment design of this study focuses on the
identification methods of the Skype user. Skype applies
strong encryption and several techniques to provide secure
communication and conceal the traffic. We further use DPI
methods to collect the data sets of Skype traffic without
knowing its internals or specifics in advance. This section
introduces a novel identification method to discover Skype
hosts inside the network communications and presents the
identification validation of the analysis results.

A. Experiment Environment

This experiment tries to find some tool marks from Skype
packets and requires the target user (suspect) to response to
VOIP voice calls [7]. Investigators can use the victim
account (or computer) to call the suspect and sniff network
traffic at the same time. The Wireshark was configured on
the investigator’s computer in a promiscuous mode [4]. The
configuration of the experiment environment was set up
below:

1) On Laptop
® Wireshark v2.6.2
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GeolP GeoLite2 Database
Windows 10 v1803
Skype v8.33.0.50

Excel 2010

NodeXL v1.0.1.92

® [P Address (Victim/investigator): ‘192.168.43.103,’
‘192.168.100.7,” or “192.168.100.5”

2) On Cellphone

® Android Operating System v7.1.1

® Skype v8.27.0.88

® [P Address (Suspect/target): 220.143.26.4,”
‘101.137.108.153,” “101.137.2.6,” “101.137.142.13,”
‘101.137.35.50,” or “101.136.170.159’
B. Experiment Process

Criminals may use technology to conceal digital evidence
and complicate the forensic analysis process. Digital
forensics requires a variety of sound and proven methods to
conduct an investigation, which involves identification,
collection, examination, analysis, and presentation [1].
Identification describes the process of determining where
digital evidence resides and its potential relevance to a case.
The collection covers the harvesting of data. The
examination covers the data filtering from digital evidence
and provides some information or interactions between
people involved in a crime. Analysis searches various files,
configurations, or historical information to identify patterns
and relationships. The presentation organizes findings to
provide a useful summary for legal purposes at trial [11].
This study proposes a measure to detect Skype behaviors and
reveal their tool marks. Its process can be separated into the
following three steps:

1) Collection: Investigators listen to network traffic and
collect raw data. Wireshark can capture the network traffic
between the victim and suspect. The output of Wireshark
shows the Time, Source’s IP Address, and Destination’s IP
Address, Protocol Type, Length, GeolP, and other details of
the packets.

2) Examination: Wireshark can decode the packets into
different layers and provides details that it has recorded. The
captured data can be converted into a ‘.csv’ format. Some
useful columns or information can be further analyzed in
Excel or NodeXL application program.

3) Analysis: When the investigators deal with the network
traffic, it should be careful to collect the digital evidence and
find the suspect’s IP address. The GeolP detects information
about a specific I[P address and its geolocation. Wireshark
can use GeoLite2 databases to look up the city, country, and
other information for an IP address. The analysis of the
captured data can identify the pattern of tool marks or
protocol features [16].
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III. Discussions and Analyses

The origin and identity of the cybercriminal are the legal
needs for Law Enforcement Agencies (LEAs) to trace back
IP addresses or tool marks. That will help us identify the
devices that directly initiate an offense.

A. IP Traceback and Tool marks in Forensic Science

The reconstruction of the cyber-attack path aims to trace
back to the originating offender. The use of IP traceback
techniques can identify the network paths and determine the
source of Internet packets. Investigators can cross documents
from a few references and reconstruct the offense path. The
tool mark identification in this study deals with the analysis
of Skype traffic to capture the data exchanged in the network,
identify the physical location of a Skype user, and discover
evidential data about the offense source in a court of law.
This study presents a survey of IP traceback techniques to
gather intelligence about the origins of the cybercriminals.

B.  Forensic ldentification

The purpose of a forensically sound identification process
is to identify the target IP address and tool mark in Skype
communications. The context and target identification of user
communications are necessary for LEAs to use adequate
investigative tradecraft in dealing with the investigation.

1) Individualization: Identify the Target IP Address on
the Other Side

There are many different IP addresses in network traffic.
Some belong to Skype servers, and others are
telecommunications carriers. Only little IP addresses are
from the other side of the caller. In the collected packets, the
IP address of another caller frequently appeared in Skype
communication. That can help investigators develop some
rules in tracing the Skype user. GeolP can quickly show the
location information of each IP address and assist LEAs in
identifying its source.

2) Classification: Identify the Skype Tool Mark

In the frequency analysis, most packet columns consist of
random values that are not applicable for identifying the
pattern of tool marks. In this experiment, Wireshark had
captured 97 columns from 8 Skype calls. In Table 1,
researchers choose 14 significant columns and examine their
values. Each call differs in connected time and connecting
intervals. Table 1 shows many patterns in the IP address of
two callers. Each contact leaves a trace. It means that the
investigator can quickly identify the suspect IP address in the
network traffic of Skype packets. The IP addresses from the
Skype Company, the caller, and the receiver will be recorded
in the captured packets. The geographical information from
the network traffic helps investigators identify who the
owner of the IP address is. Since the IP address is dynamic,
so the source and destination IP address will be different
from the same device in a separate experiment or date.
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1V. Pattern Findings

The emergence of Skype traffic increases the bandwidth
consumption and raises an investigative need for the user
identification of the target IP address. This study surveys the
Skype traffic identification and provides a comprehensive
analysis of tool mark for network packets.

A.  Base-line Observation

We compared the network traffic under the same
environment when Skype was installed, on, or off. That helps
the investigator clarify the user of each IP address in the
network traffic [10].

1) Time Stamp: About 5.3 Seconds to the Target

In Figure 1, the connection time between the
investigator (source IP address) and the suspect (target IP
address) is about 5.3 seconds. When a user calls, Skype
application will connect to the Skype Company IP address
(104.44.201.43). After the receiver answered that phone, the
caller will connect directly to the receiver’s IP address for
about 5.3 seconds. After that, the packet records show its
connection turns back to ‘104.44.201.43.” This 5.3 seconds
connection to the receiver’s IP address will be taken as the
tool mark of the Skype application for the investigator.

2) IP Address: Identify
(104.44.201.43)

The Skype Company IP address (104.44.201.43)
emerges when users are using Skype application [12]. The
investigator can find it when the users are calling. After
filtering with the base-line packets, we can identify these
contents and IP addresses made by the Skype call. Then we
focus on specific packets.

3) IP Address: Identify 16 Packets to the Target

Figure 2 and Figure 3 show the IP address connection
from Skype communications with each other. No matter how
many packets are in the whole communication period, there
are 16 packets that the victim IP address connects directly to
the suspect IP address in every experiment. That is the
significant tool marks of Skype telecommunication in this
experiment. The connecting frequency of IP addresses
between the victim and the suspect is worth to analyze
because it is identical to the identification of Skype network
activities.

B.

the Skype Application

Skype Features

VolIP relies on several specialized network protocols to
facilitate operations and deliver voice communications over
the Internet. Figure 4 displays the numbers of the key
protocols in Skype communications. UDP and TCP are two
of the commonly used protocols for VOIP data over the IP
network. Skype uses both TCP and UDP as transport
protocols [17]. Skype uses TCP to send call signaling
information and UDP for voice and video communication.
The STUN protocol is for connecting to the callers. If UDP is
not available, it can also be transmitted via TCP. Before the
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user makes a call, the client communicates with the peer
network to test the connection and check whether the
outgoing UDP port is available [14]. But in the captured
packets, we found that Skype network activities used STUN
protocol more than UDP and TCP. VoIP data travels in
packets for transmission across the Internet. Skype prefers
UDP for voice transmissions of efficiency and prefers STUN
for connection [9].

1) TCP: Accurate Delivery

Skype uses a peer-to-peer Internet telephony protocol
and requires that ports 80 and 443 be open for outgoing TCP
transmissions [16]. TCP functions set up an accurate delivery.
A packet is sent and waits for an acknowledge packet from
the other side. TCP connection guarantees that data packets
will be delivered without error and in the correct order.
TCP’s nature will delay the packets and becomes an
unacceptable level of jitter for the end-user [3].

2) UDP: Efficient Speed

Skype often uses UDP to send voice transmissions over
IP networks. Skype traffic is mainly based on UDP packets
for server loading and call-quality reasons. That avoids a
massive amount of overhead traffic and makes UDP ideal for
real-time VOIP communications [8]. UDP applications keep
the data stream going but lack any error control [17]. UDP
data packets can be sent without negotiation. Not only
packets are delivered in the incorrect order, but they can also
get entirely left out.

3) STUN: Session Traversal Utilities for NAT

STUN means Simple Traversal for Network Address
Translation (NAT). STUN knows the presence of a network
address translator and discovers the contact. STUN requires
support from a third-party network server.

C. Research Contributions

The study initiates eight experiments and takes the second
as an example. We have determined several characteristics of
Skype traffic through DPI in combination with protocol
usage correlations. The second experiment results are
illustrated for discussions and analyses in Figure 2, Figure 3,
and Figure 4. Although the amount of protocol may be
different in each operation, the primary has the same
character. The contributions of this study are listed below.

1) Figure 1 shows the connection time of the target is
about 5.3 seconds.

2) Figure 2 and Figure 3 illustrate 16 packets to connect
to the target IP address.

3) Figure 4 shows the frequently used protocols of
Skype are UDP, TCP, and STUN.

4) The results obtained in this experiment show that our
technique is useful in identifying Skype tool marks. A
similar methodology can be applied to other IM software.
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Table 1. Experiment results
Column\Call 1 2 3 4 5 | 6 | 7 8
Source (the victim’s IP address) 192.168.43.103 192.168.100.7 192.168.100.5
Destination (the suspect’s IP
220.143.26.4 | 101.137.108.153 | 101.137.2.6 | 101.137.142.134 101.137.35.50 101.136.170.159
address)
Protocol STUN
Source port 20654 28470 23672 16030 7705 43955 | 48057 33590
Destination port 33162 3943 3287 2550 3306 3289 3314 9466
Length 146
Checksum N/A 0xfed0 0x77fd 0xba7b N/A
Differentiated Services Field 0x00
Flags 0x0000
Time To Live 128
Header Length 20
Connected Time 5.86sec 5.1sec 5.45 sec 4.77sec 5.66sec | 5.6sec | 4.58sec 5.58sec
Connecting intervals 1.39s 11.18s 2.8s 2.66s N/A 11.34s | 11.27s N/A
Stream Index N/A 8 15 9 4 2 2 26
Recording time 2018/11/11 2019/03/10 2019/03/13 2019/03/14 2019/09/15 2019/10/10
Note: N/A means not applicable.'
. 1
The source IP address directly connect : ) TR
1921684384

to the suspect IP address

connection time length(sec)

123 456 7 8

=time length

3 = average

Figure 1. The time of victim connect to the suspect
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V. Conclusion

VOIP communication applications are becoming
convenient and widespread in our daily life. Mobile
applications’ call record analysis has become one of the most
significant criminal investigation strategies. The inability to
properly handle Skype software is due to the lack of protocol
specification and the use of encryption algorithms.
Recognizing communication patterns of IM software is
essential to reveal the locations of suspects and facilitate the
efficiency of investigative work. The investigator should
identify the target IP address in the network traffic. The
interpretation of such information may help in proving or
disproving a location of investigation. This study develops
traffic signatures and presents an analysis of Skype operation
from the network point of view for public inspection. It
produces a rule extraction framework to inform the Skype
communications and eliminate the impact of the disordered
connections on the Internet. This study has tested and
demonstrated the way to find the target’s IP address in the
Skype communications. The novel approach of finding the
target’s IP address will be helpful for LEAs to identify or
prosecute cybercriminals. Future research will deploy and
analyze the effectiveness of network forensics.
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