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Abstract— In this paper, we investigate the probability of existing
a secure wireless multi-hop connection between two legitimate
users in stochastic wireless networks under the existence of
colluding eavesdroppers. Specifically, we introduce a simulation-
based analysis that returns the path connectivity by averaging
the connection status of a vast number of topology trails with a
security-aware routing algorithm is taken into account. The
behaviors of the multi-hop connectivity are examined for
different network sizes and the numbers of legitimate users and
eavesdroppers. The obtained results in this paper show that
increasing the number of legitimate users leads to maximum path
connectivity of less than one; meanwhile, path connectivity is
continuously reduced as the number of eavesdroppers gets
higher. Moreover, scaling down the network size does not always
help to increase path connectivity.

Keywords—Stochastic wireless networks, Rayleigh fading,
physical layer security, colluding eavesdroppers, multi-hop
connectivity.

I. INTRODUCTION

Security is one of the major concerns in wireless
communication networks because they are vulnerable to
eavesdropping and impersonation attacks due to the broadcast
nature of wireless medium. To protect communication
confidentiality and authentication, several methods such as
symmetric and asymmetrical cryptographic algorithms are
often used. However, with the rapid advancement of
computing technologies, cryptographic may have numerous
risks. As a result, an alternative security mechanism, namely
information-theoretic security or physical layer security
(PHY-security) was introduced. Since PHY-security is
implemented on physical layer by exploiting the random
nature of the physical characteristics of wireless channels, it
does not require any extra security mechanisms on other
layers.

The studies of PHY-security initially focused on point-to-
point communications with a single [1] or multiple antennas
[2] and with non-cooperation [3] and cooperation [4].
Recently, researchers have been interested in analyzing the
PHY-security in large-scale networks. It is often assumed that
large-scale networks consist of many legitimate and
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eavesdropper nodes distributed according to two independent
Poisson Point Processes (PPT) [5]. Specifically, the authors of
[6] used Poisson secure communication graph to obtain the
analysis results for in-degree and out-degree of a legitimate
node, the isolation probability, and the secrecy capacity
between a legitimate node and its ith neighbors. In [7], based
on the secrecy graph was, the out-degree in directional graph
was investigated. It is noticed that the effect of eavesdropper
collusion was not considered in [6], [7]. The effects of
eavesdropper collusion and wireless channel fading on the
secure connection between legitimate node and its ith
neighbors were studied in [8], but there was a lack of the
analysis of the secure connection for the case of colluding
eavesdroppers in the deterministic channel.

Connectivity is a fundamental property of wireless
networks. Whereas a mobile node in a cellular network is
connected if it has a wireless link to at least one base station,
the connection in a stochastic network is more complicated.
Since mobile nodes are not only transmitters or receivers, they
also act as relays and contribute to the connectivity of the
entire network.

To investigate the connectivity of wireless networks,
besides the percolation model [9], the PPT model has also
been widely used. One of the first research works is [10],
where the connectivity of a wireless ad-hoc network (AHN)
was calculated with the assumption that each node has circle
transmission range r,. Then, the analyses of the connectivity
of AHNs in fading environment [11] and with directional
antenna [12] were conducted. Using a similar framework,
latter research papers studied the connectivity of other
wireless networks in different scenarios such as the
connectivity of cognitive radio networks with fading [13] and
beamforming [14] and the connectivity of sensor networks
[15].

We observe that all aforementioned works neglected the
secure connections when considering the connectivity of
wireless networks. However, for proper communications in
many circumstances, security constraints should be added to
the connectivity analysis of wireless networks. Motivated by
this fact, we study the connectivity of multi-hop stochastic
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Figure 1. System model of the considered wireless stochastic network where
legitimate users and eavesdroppers are randomly distributed in a square area.

networks under security constraints. The main contributions of
this paper are summarized as follows:
o For the first time in the literature, we introduce a
simulation-based analysis to compute the connectivity
of multi-hop paths in stochastic networks from a
massive number of random network topologies, taking
into account the effects of wireless channel fading,
routing protocol, and security constraints.

We investigate this security-aware path connectivity as
the network size, and the number of legitimate users and
eavesdroppers vary. From the obtained results, we
discuss some new characteristics of path connectivity,
which may be useful for further studies of the security
in wireless multi-hop stochastic networks.

The rest of this paper is organized as follows. Section II
describes the system model used in the investigation of multi-
hop connectivity under security constraints. Section III
presents the criterion of a secure wireless connection between
two legitimate users, the security-aware routing algorithm, and
the simulation-based analysis to compute the path probability
between two random legitimate users. Numerical results of
path probabilities are shown in Section IV for different values
of system parameters. Finally, Section V concludes the paper.

II. SYSTEM MODEL

A. Node Distribution

The wireless stochastic network considered in this paper is
comprised of legitimate users and eavesdroppers as illustrated
in Fig. 1. The network area is a square with the dimensions of
a x a. In this area, the legitimate users are distributed
according to a PPP @, with density 7, = N,/az, where N, refers

to the number of Ilegitimate users. Meanwhile, the
eavesdroppers are distributed according to another
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independent PPP @, with density 7, = N, /a’, where N,
represents the number of eavesdroppers.

Among all legitimate users, two random ones will be
selected as source S and destination D. Then, the
establishment of the security-aware multi-hop path from S to
D begins.

B. Wireless Channel

Considering two nodes in the network, the wireless
connection between them is subject to both large-scale path

loss and small-scale Rayleigh fading.

According to the Rayleigh fading, the probability density

function (pdf) of the signal amplitude U at the receiver is
expressed as

2

u u

o) =eno -2,

where s is the scale parameter of the distribution and E(u’) =
25 is the average received signal power [16].

)

It is assumed that all nodes use omnidirectional antennas
for communications. Then, the received power P, (i.e. P.= P,
at the legitimate receiver, P, = P,, at the eavesdropper) under
the joint effects of large scale path loss and small scale
Rayleigh fading is given by

1
2
B =u pT ()
where d is the distance between two nodes, and « denotes the
path-loss coefficient.

From (2), we define the signal power attenuation as
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which can be expressed in the unit of dB as

j =al0log,,(d)—20log,, (u). (4)

t
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The wireless connection between two legitimate users
exists if the power attenuation of communicating signal is less
than or equal to a specific threshold y;, i.e., y £ 7. Moreover,
in this paper, we consider colluding eavesdroppers (all
eavesdroppers are able to process their received message at a
central processing unit jointly), which is considered as the
worst case of security condition. Then, the combined received
signal power at the eavesdroppers after centralized processing
is

N,
P, =) P, (%)
i=1

where P, is the received signal power at ith eavesdropper.

ITI. CONNECTIVITY OF SECURITY-AWARE MULTI-HOP
STOCHASTIC NETWORK

A. Security Connection

We use physical security (PHY-security) as the criterion for
evaluating whether a connection between two users is secure
or not.
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Based on the definition of PHY-security, the connection
between a legitimate transmitter and a legitimate receiver is
considered secured if the difference of the Shannon capacity
between the legitimate transmitter and receiver, called the
legitimate channel, and the Shannon capacity of the channel
between the legitimate transmitter and eavesdropper, called
the eavesdropper channel, is positive [6], i.e.,

P P
log2[l+—"é]—log2[l+ 2J>0,
o; c

e
2 2 . . o
where o; and o, are the noise variance for the legitimate

(6)

channel and eavesdropper channel, respectively.
After some manipulations, (6) becomes

>ﬂ’
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()
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where B=0} /0.

B. Security-aware Routing Algorithm

The establishment of a multi-hop path from S to D among
legitimate users in the stochastic wireless network is based on
the greedy forwarding (GF) routing algorithm, which uses two
following rules:

o Every node selects secure neighbors that are nearer the
destination than itself as forwarding nodes. The security
criterion of a neighboring node is defined by (7).

o If a node cannot find any next-hop secure neighbors, the
path from it to destination does not exist.

Thanks to the distributed and simple routing decision with a
low number of control overheads, the GF algorithm is widely
used in wireless multi-hop networks.

C. Connectivity Analysis

To analyze the connectivity of multi-hop stochastic
networks under the PHY-security constraint, we perform a
simulation-based analysis with a vast number of random
topologies to obtain the probability P,,, that two arbitrary
legitimate users selected as source and destination are
connected. Specifically, the simulation process can be
summarized in the following steps:

o Step 1: Initially, a square network area a x a is created.
Then, N, legitimate users and N, eavesdroppers are
randomly deployed in this area.

Step 2: Two legitimate users are randomly selected as
source (S) and destination (D). The connection between
them is checked by using the security-aware routing
algorithm. If there is at least one path between S and D,
the multi-path connectivity p; = 1. Otherwise, p; = 0.

Step 3: The above process is repeated for ¥ times, such

that the sample average
# connected paths _ 1

Y

¥
Zpi

i=1

. ®)
# topology trails

will converge toward the probability P,q.
Fig. 2 gives examples of unconnected and connected S-D

multi-hop paths in security-aware wireless stochastic networks.

These network topologies are obtained after running the
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Figure 2. Illustration of (a) unconnected and (b) connected S—D multi-hop
paths in security aware wireless stochastic networks with colluding
eavesdroppers. a = 500 m, N;= 100, N.=5, =3, f=1, y» =60 dB.

1
£ 08
g
o
=
Z 06
o
©
S
& 044
£ v
T ool . ——a=100m | |
' o -9-a=300m
v -¥--a=500 m
0 1 1 1 1
50 100 150 200 250 300

Number of legitimate users, NI

Figure 3. Path probability versus the number of legitimate users for different
network sizes. N.=5, =3, =1, o=1, y» =50 dB.

simulation process on MATLAB. In Figure 2, nodes satisfying
the security constraints are marked as green dots, while nodes
failing to provide secure communications are marked as red
dots. We can see that, in Figure 2(a), since many neighboring
nodes of S are affected by the eavesdroppers, no paths can be
established between S and D. However, secure
communication paths are available in Figure 2(b).

IV. NUMERICAL RESULTS

In this section, we present numerical results to show the
effects of network size and the number of legitimate users and
eavesdropper on the security-aware connectivity of wireless
multi-hop stochastic networks over Rayleigh fading channels.
It should be noticed that changing in the network size has a
stronger impact on the multi-hop path connectivity due to its
combined effect, i.e., on the one hand, it increases the node
density, and on the other hand, it reduces the average distance
between two communicating nodes. Unless otherwise stated,
the following parameters are used in the evaluating scenarios:
colluding eavesdroppers, path loss exponent a = 4, security
threshold = 1, power attenuation threshold y, = 50 dB.

Figure 3 plots path probability P,,, versus the number of

legitimate users N, for different network sizes a. We vary N,
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Figure 4. Path probability versus the number of eavesdroppers for different
network sizes. N;=300, =3, f=1, 0= 1, =50 dB.

from 50 to 300 for three network sizes a = [100, 300, 500] m.
As can be seen in Figure 3, P, increases as N; gets higher.

For small network size, P, increases rapidly, but keeps

unchanged when N, exceeds certain value. Specifically, when
a =100 and @ = 300, P, remains constant as N; > 2008. As

a becomes larger, i.e. a = 500 m, the same behavior happens
but at slower speed and with higher N, It is worth noticing
that the maximum P, is only around 0.94, indicating that

perfect multi-hop connection never happens in the wireless
stochastic networks with eavesdroppers.
Figure 4 depicts path probability P,,, versus the number of

at)
eavesdroppers N, for different network sizes a. We can see in
Figure 4 that, when N, = 0 (equivalent to without security
constraints), P, = 1 for the cases of @ = 100 and a = 300.

Then, as N, increases, P, of all cases of a greatly decrease.

ath

Moreover, for the same N, bigger network size leads to

significantly lower P, . The difference gap is larger as more

eavesdroppers appear in the network. Surprisingly, further
reducing a does not improve the connectivity of wireless
stochastic networks with eavesdroppers. In particular, the

values of P, in the cases of @ = 100 m and @ = 300 m are

very similar in the range of investigated N.,.

V. CONCLUSIONS

In this paper, we investigated the security-aware
connectivity of wireless multi-hop stochastic networks with
the conditions that colluding eavesdroppers exist in the system,
and the wireless connection is characterized by both large-
scale path loss and small-scale Rayleigh fading. To obtain this
security-aware connectivity, we developed a simulation-based
analysis that checks the wireless connection between two
random legitimate users in a vast number of topology trails
based on the security-aware routing algorithm. From the
numerical results in this paper, some important conclusions
are summarized as follows.
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e A higher number of legitimate users leads to an increase
in the path probability. However, when the number of
legitimate users exceeds a specific value, the path
probability remains constant, and this maximum is
always less than one due to the presence of
eavesdroppers. In  contrast, path  connectivity
continuously reduces as more eavesdroppers appear in
the network.

e Reducing the network size does not always result in
better path connectivity. It only helps to increase the
path connectivity as network size scales down to
specific value.

The above observations can be used as helpful guidelines

for

network designers on making and evaluating multi-hop

stochastic networks with security awareness.
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