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Abstract—Technology-based products are meant for 
improving the people’s quality of life. Since drones or more 
precisely Unmanned Aerial Vehicle’s UAVs were permitted to 
be used for civilian purposes and applications, many lucrative 
reasons such as low price, mobility and ease of deployment have 
captured the attention of commercial organizations. These 
reasons have motivated the commercial organizations to involve 
and adopt UAVs in their company’s operational body structure 
which will be positively reflected on the services provided to 
their clients. UAVs have influential features that can be used to 
infringe on the privacy of individuals if they are deliberately 
misused, therefor the commercial organizations willingness and 
the precious services going to be offered to clients should not be 
at the cost of privacy. This research will present a privacy 
detection model to guarantee the success of UAV commercial 
adoption as well as securing the individual privacy. Proposed 
model will be implemented in near future to escort the privacy 
protection of civilian in case of commercial drone.  

 
Index Terms—UAV’s, Privacy, Security, Machine Learning, 

Detection System. 

I. INTRODUCTION 

Certainly, allowing the use of drones in civilian fields will 
generate a favorable technological breakthrough to enhance 
the quality of services provided to client. This chance will 
open the door to a successful drone use industry of 127 billion 
US dollars with 100,000 predictable job opportunity by 2025 
[1]. In conducting this research we found that, the UAVs 
usage for civilian purposes and due to their capabilities are not 
limited to field, environment, geographical area, or even 
nature of business. 

A. UAV’s Capabilities: 

UAVs design and features are in constant development. 
Periodically we hear about the addition of a new feature and 
function from one of UAVs manufacturers. In this section we 
will review some basic features which are available in each 
type of UAV. Sensors provide UAV stability and prevent it 
from hitting any obstacle not seen by the pilot. Camera have 
couple of purposes recording Videos-photography is one of 
them, while the other one offers a better view of control to the 
pilot by displaying captured view to his ground control station. 

- Controller in real time: Global Positioning System (GPS) 
is used for localization and navigation. In addition, some 
UAVs have location registry for no-fly zone and GPS of 

UAV prevent it from crossing the geo-fencing to shield 
the ignorant pilot from reaching a prohibited area. While 
barometer is used for calculating drone’s altitude during 
flight [2]. 

B. UAV’s System Architecture:  
UAV capabilities and features have been improved with the 

help of advanced connectivity and high computing power. 
While this improvement can be used for providing better 
services to societies, it can be misused as well to invade 
people’s privacy [3]. 

- Flight Controller: is UAV’s central processing unit. it 
processes the received commands from Ground Control 
Station (GCS) and instruct actuators to react accordingly. 
Flight controller process the data received from the sensors 
as well. Based on type of control, flight controller will 
forward sensor processed data to GCS or will instruct the 
actuators to react according to it. 
- Ground Control Station (GCS): is a ground facility 
providing human operators with the ability to control and 
track UAVs while flying. GCS are of different sizes based 
on the UAV type and mission. A GCS to UAV interaction 
is maintained via a wireless connection to transmit 
commands and obtain data in real time. 
- Data link: is a wireless connection between the drone and 
the GCS for the transmission of control information. UAV 
flights are categorized based on their distance from GCS 
into line of sight missions (LOS) and Beyond line of sight 
missions (BLOS) [4]. 

Low price and ease of use are factors which made UAVs 
approachable not to commercial entities only but to a single 
person running business and hobbyist as well. Other main 
factor which make Commercial UAVs usable in unlimited 
purposes is that they come with vast variety in size and weight. 
The most popular UAV classification is made based on weight 
as demonstrated in Figure 1. 

II. LITERATURE REVIEW 

Researchers almost left no area without conducting a study 
to introduce UAVs in their fields to take the advantage of the 
precious benefits it may add to it. Therefor we found it useful 
to classify the fields that have expresses interest in drone use 
for civil purposes into two categories based on the privacy 
invasion threat level. First class is low privacy invasion where  
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UAVs are used in applications that could pose a low privacy 
risk. While high privacy invasion where UAVs are deployed 
in an environment which could be a source of significant 
threat to privacy. 
 
A. UAV Classification Based on Privacy Invasion: 
1) Low Privacy Invasion Threat: This kind of applications 
which mainly implemented out of cities or in humanitarian 
activities. Herewith some examples from researches 
suggested or implemented use of drones in some activities 
which are considered as low privacy invasion threat: 
- Natural Disaster: A research [4] have discussed how UAVs 
can help management disaster’s personnel in saving lives by 
minimizing the response time when catastrophe occur. Other 
research discussed drone usability for forest fire detection 
purpose [5]. 
- Agriculture: In small crop fields drone may replace regular 
aircraft because it can fly on lower height which will result in 
better farm management with higher precision [6]. 
- Non-Governmental Organization (NGO): Examples, NGO 
trained the guards on how to use drones to protect the wildlife 
in Nepal. NGOs has used UAVs to monitor the illegal whaling 
in Japan [7]. 

 
2) High Privacy Invasion’s Threat: Almost every commercial 
application takes drone’s advantage in a city whether it is 
smart city or one not falling under this category. Some 
examples are quoted below from researches on drone 
applications which are considered as high privacy invasion 
threat. The multiple commercial uses of drones that have 
moved rapidly from future projects idea to projects in effect 
such as amazon air order delivery [8] and DHL emergency 
parcelcopter [9] which is used for transporting medicine. 
Cinematography and aerial photography intrude on people 
privacy as UAVs are currently used by filmmakers [10]. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 2.  UAV Classification based on privacy invasion. 

 

B. Privacy Invasion Incidents: 
 

Many incidents have been reported regarding the invasion 
of people’s privacy using UAV. Recently a complaint filed 
against a drone owner who was suspected to film people in 
their homes using his drone. In Atlanta, a woman claimed that 
she saw a drone hovering close to her window filming her. 
The drone was extremely near to the window as she could see 
the drone’s camera lens moving [11]. An aged farmer was 
terrified and tortured by a sudden appearance of a drone [12]. 
In Jeju, a Korean island, fourteen cases were filed to police 
against drone voyeur. The voyeur drones were suspected to 
film the naked bathers as drones were spotted on private 
places, pools and changing rooms. The police failed to arrest 
the culprits [13]. 

Dedrone [14] is a website that has spotted most of the 
incidents related to people’s privacy invasion and security 
breach. These incidents have increased society reluctant 
towards this technology regardless of all the benefits it carries 
to them. A survey was conducted in UK and Australia 
showed that 75% of UK survey participants and 58% of 
Australians participants felt that aerial surveillance is an 
invasion on their privacy [15]. 
 

C. Rules and Regulations: 
 

Although there is no international regulation to control 
drone use, some countries have assigned responsibility for 
establishing drone rules and regulations to aviation 
authorities. Aviation authorities are playing a main rule of 
building a trustable drone system to control the sky to  

 

Fig. 1.  UAV Weight-Based Classification.

597

International Conference on Advanced Communications Technology(ICACT)

ISBN 979-11-88428-05-2 ICACT2020 February 16 ~ 19, 2020



 
 
 
 
 
 
 
 
 

 
Fig. 3.  Map representation of Worldwide UAV incidents. 

 
guarantee the success of drone technology deployment for 
commercial use and assure the people’s privacy to be safe and 
protected. They have defined a non-restricted flight area for 
drone free movement with a set of rules for privacy protection 
purpose such as acquiring permit before flying, stating 
purpose of flying, specifying the distance between flying 
drone and building, restricting the allowed flying height [16]. 
Researchers still think the aviation rules require further 
improvement [10]. Furthermore, based on our research we 
concluded that aviation requires a technological mechanism to 
activate its dominance and govern the non-restricted areas 
tightly. 
 
 
 
 
 
 
 
 

 
 

 

 

 

 

 

 

 

 
Fig. 4.  Aviation effort to control non-restricted flight area. 

 

D. UAV Technology-Based Detection: 
 

There are several techniques deployed by researchers in 
order to provide better means of drone’s detection. Some of 
them are discussed below: 

 
1) Radar-Based Detection:  
It is a traditional method of drone detection which detects the 
electromagnetic waves (EM) reflected from objects in order to 
determine a drone’s range, speed, and velocity [2]. There is a 
study [17] which created a system that aims to increase radar’s 
ability of differentiation between birds and drone using 
machine learning algorithm. 
In another study, the authors analyzed two operational modes 
of 35GHz monostatic radar for the purpose of drone detection 
[18]. Following are the modes: 

- Area Mode: Uses a wide beam. It is used for detecting, 
tracking and imaging drones.  
- Barrier Mode: Uses a narrow beam radar and it is suitable 
for those moving objects which cause false alarms or highly 
reflective objects. 
Their argument was that the device can track, picture and 
calculate the drone rate. They suggested that data being 
obtained from more than one radar and with other sensors may 
improve the system performance.  
Radar-based technique is a useful approach for the 
identification of an airplane, but small drones are not observed 
[19]. Modifying radar systems to improve the capability to 
track small objects increases the amount of noise produced by 
moving things such as birds [20] and needs a radar system 
with high frequency. 
In adverse weather conditions, unreliability of the radar-based 
detection method may be crucial. Another limitation of this 
approach is its failure to specify the type of drone. 
 
2) Video Streaming-based detection:  
Several studies have suggested camera-based drone detection 
systems for observable frequencies. There is a study [21] that 
uses a single camera in conjunction with motion cue detection 
algorithms. The program has been implemented in a number 
of steps. 
i. It begins with the horizon skyline estimation and then 

masks the portion of the image below the skyline, so that 
false alarms for moving objects like humans, car etc. are 
prevented. The production of the previous step will be fed 
to the next level. 

 
ii. The second step was to detect movement feature using a 

traditional technique to detect the change/shift quantity in 
each pixel between the image frames fed and generate 
motion map to determine the number and size of motion 
clusters. In calm weather, this step will not be able to 
detect the drone in hover mode, but it can detect the drone 
as soon as the drone quits hover mode and resumes flight. 

 
iii. The last step is to measure the value of each movement 

cluster. 

A 3D airspace monitoring system is feasible utilizing several 
ground-based camera as proposed by study [22]. 
To discern drone from other flying objects, several studies 
[23]-[25] attempted to use the benefit of Convolutional Neural 
Networks (CNNs) because it is known as a state-of-the-art 
target identification [26]. While another study [27] used shape 
descriptors to differentiate drone from birds. To this end, they 
used 410 drone images and 930 bird images. 
Video Streaming-based detection systems suffer from de-
creased drone detection rates in the absence of proper light and 
active light. Some studies proposed using thermal camera to 
solve this issue. Another study [28] indicated short-wave 
infrared (SWIR) for night detection. 

 
3) Sound-Based detection:  
These are Line-of-sight (LOS)-independent detection systems 
focused on interpreting and identifying drone noises. Some 
experiments proposed using a microphone set to identify 
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drones by monitoring rotor noise [29]. Certain research 
identified drones by matching the observed acoustic signature 
of a drone with other signatures contained in a list of 
previously recorded sound signatures [30]. 

The downside of the sound-based detection method is that 
it is exposed to a very large source of noise, and environment 
may affect this method’s efficiency [31]. 

 
4) Detection method based on off-shelf instruments:  
A study [32] installed two Wi-Fi receivers utilizing 
Raspberry PI on screens. Receivers are set up to track control, 
which regularly changes channels to cover both band and 
catch traffic. The traffic collected decides whether an 
individual flow constitutes a live streaming drone. If it is the 
case, it will determine whether the drone is conducting a 
privacy invasion attack. 

The study assumed that, the attacking drones are 
unmodified and utilizing IEEE 802.11 Wi-Fi protocol, flows 
were divided by MAC address. Found three stages of attacks:  

i. Approach: Continue the drone release until it is in line-
of-sight (LOS) with monitoring window. 

ii. Surveillance: Drone’s camera recording while the drone 
hovering in front of the window. High quality recording 
requires minimal drone motion.  

iii. Escape: Exit the area after the attempted attack. 
 

As an intruder (malevolent drone operator) may have 
different approaches to avoid detection. An intruder may 
follow different flight patterns and acceleration, e.g. as fast as 
possible or as slow as possible. The supposed outcome was 
that, as soon as the contact between drone and controller was 
created, their software could have an early detection of a 
privacy-invasion assault. The device even identified a drone 
inside LOS at least 48 meters.  

A recent study attempted to assess the probability of using 
off-shelf FPGA to identify and locate small drones [33]. They 
discovered, after analyzing the drone uplink and downlink 
signal, that not all drone models produce signals. For most 
drone models, the transmitter can be identified using passive 
tracking technique. 

They could recognize and locate drones if telemetry or 
video links exist. Without telemetry or video links, system 
can find the transmitter (controller) only. They used three 
simple wave propagation properties to estimate drone 
position and measured their values (propagation rate, 
propagation attenuation, and propagation delay). They 
discovered useful correlation when estimating three 
propagation values of the sender, as mentioned above. Use 
this dependency to calculate positions. Calculated properties 
values depend on the transmitter’s relative position. 
Comparing signal travel time in the shortest path (from 
transmitter to receiver) with the medium’s established 
propagation frequency defined the range between transmitter 
and receiver. Considering the transmitting duration and the 
time of arrival at the receiver and estimating the same 
propagation rate, the length between transmitter and receiver 
will be calculated by comparing the signal propagation delay 
with the propagation speed. They used three receivers for the 
purpose of obtaining higher accuracy of transmitter position. 

They proved that it is possible to develop a drone detection 
system using commercial off shelf FPGA and capable of 
detecting small drone with 50-75-meter error. They proposed 
using improved clock-synchronizing devices to minimize 
range error. To increase the detection rate, they advocated 
their research along with other methods coupled with 
artificial intelligence.  

Multi Method Based Detection: The reliability of detection 
systems based on a single detection method failed to meet the 
necessity of a secure environment. In addition to their 
inability to identify the drone type or controller location, there 
is not even a specific solution that has yet provided 100 
percent identification.  

Many research [34]–[36] sought to provide solutions 
utilizing multiple methods to incorporate their strengths and 
account for each other’s shortcomings. Cost efficiency is a 
major challenge of this hybrid strategy along with the 
outcome which did not meet standards according to cost. In 
[37] [38] discussed mainly about secure communications of 
UAVs as well as the privacy. 
 
 

 
 

 

 

 

 

 

 

 

 

 
Fig. 5.  Technology-Based detection methods 

 

 

III. PROBLEM STATEMENT 
 

The development of reliable detection system is critical for 
securing people privacy, protecting their data and resolving 
the ethical issues related to commercial UAV. The core of 
technology-based detection systems is to test and verify the 
possibilities of deploying known technologies into UAV 
detection. These technologies are hardware based and not 
designed mainly for the purpose of UAV detection. 
Therefore, the accuracy rate is not up to the requirement as 
they suffer from high false alarm rate. Further participation 
for system improvements are required to achieve the desired 
level of protection. Developing a reliable detection system 
involves hardware/software solution to overcome the 
hardware limitations. Several methods of technology-based 
detection were tested by researchers. Each method has its 
own advantages and disadvantages. Our scope is to propose 
and implement a UAV detection model with the intention of 
improving the UAV detection system maturity. 
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Fig. 6.  Hardware-to-Software based-detection system. 
 

 

IV. PROPOSED MODEL 
 

As a part of our literature review, we anatomized the 
procedure of building detection system and concluded that:  

1) Technology-based detection systems must be 
incorporated with the hardware device, which offers 
rough detection data. Detection system configuration 
has to go through various stages.  

2) Data Management Phase: is the next phase after the 
collection of rough data by the hardware device. This 
phase is responsible for handling large data and 
developing data base to enable next-phase data access. 

3) Data Analysis Phase: this phase is responsible for 
system accuracy as data optimization is done at this 
phase for the purpose of finding a unique symbol which 
can distinguish drones from each other.  

4) Data science phase: the optimized data will be gathered 
and utilized for constructing a smart algorithm for 
enhancement of detection system result. 

 

This proposed model, which we are going to implement 
based on the above mentioned four phases, is expected to 
have the ability to detect the moving drone within the range 
of the model and identify the drone type as well. Based on the 
detected data by the hardware device (Technology-Based 
Detection Hardware Module, the front end of the model 
Fig.8.A) the model has to determine the vulnerability level 
(Software Development Module as in Fig.8.B). Model 
connectivity to the user (connectivity Module, back end of 
the model in Fig.8.C) will promote it to send in-time 
notification. Connecting the model to aviation Authority 
system (connectivity Module, back end of the model in 
Fig.8.C) will give it the privilege of tracing the permitted 
drone to fly beyond the range specifically above the private 
property. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 7.  UAV-detection system structure. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 8. UAV Detection System integrated with user and aviation 

connectivity. 
 

V. DISCUSSION 
 

Developing reliable and efficient UAV detection system 
ensures the protection of people’s privacy and minimizes the 
adverse effect of commercial adoption of this technology that 
will be reflected on the people acceptance. Different 
technologies such as radar, camera, RF etc. are investigated 
for use in UAV-detection. Further research is required to 
deploy such technologies in UAV detection field as each have 
its own limitation. Incorporating these technologies with 
advance software development will increase the chances of 
success in having an efficient detection system. Detection 
system has to be able not to detect the drone only but to 
identify its type as well. Furthermore, the system has to be 
smart enough to judge the vulnerability level could be caused 
by the detected drone. 

Aviation authority is doing a great job in setting up the 
rules and regulations for commercial drones to secure 
people’s privacy such as the flying height, allowed drone type 
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and weight, the distance from buildings etc. Linking proposed 
UAV-detection system with the Aviation Authority will 
extend the surveillance efficiency by providing in-time 
reporting of any invasion incidents. Moreover, the link with 
aviation authority would extend monitoring beyond a non-
restricted flight area and allow tracking permitted UAVs in 
private facilities. 

 

VI. CONCLUSION 
 

Privacy is vital for the adoption of any new technology. 
Privacy incidents will increase as the number of UAV uses 
and the diversity of commercial applications increase raises 
the need for high-capacity UAV-detection system. 
Researchers have tested several technology-based devices for 
the intent of implementing UAV detection. The main purpose 
of these hardware devices is not to detect UAVs. Thus, they 
suffer from a lack of reliability. Therefore, for the purpose of 
UAV-detection systems enhancement, sophisticated software 
framework architecture development is required. UAV-
detection system software development has to go through 
several process starting from the acquired data from hardware 
devices, database management, data analysis and ends up 
with advanced data science techniques such as machine 
learning and deep neural network. 

Aviation authorities which are delegated to set rules and 
regulations for commercial UAV movements and activities in 
non-restricted flight area require some mechanism to ensure 
the privacy protection in the area where commercial UAV’s 
are in operation. Integrating connectivity to developed UAV-
detection system will facilitate the aviation authority in 
tightening the control and surveillance on non-restricted area 
which will positively reflected on the people privacy 
protection. 

 

VII. FUTURE WORK 
 

Further research is going to be conducted on the proposed 
privacy protection model. The targeted goal is to implement 
and test a pilot model. Based on the pilot testing output and 
evaluation, model will be enhanced accordingly to meet 
industrial as well as research needs. 
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