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Abstract — Detecting and preventing network attacks are 

necessary for network solidity as any disruption in the network 

performance resulting from an attack can lead to loss of 

resources. Though ARP plays a vital role in successful local area 

network (LAN) communication, its vulnerabilities are used by 

attackers every day and by far have made it the leading point for 

refined LAN attacks such as;  denial-of-service (DoS) and man-

in-the-middle (MITM). This paper proposes a technique to 

mitigate an Address Resolution Protocol (ARP) spoofing-based 

Secure Socket Layer Stripping (SSL) in a Local Area Network 

(LAN) using both dynamic host configuration protocol (DHCP) 

snooping and ARP inspection technique. This mitigation 

technique includes a detection and prevention module. The 

detection module uses an analyzing tool and an algorithm that 

captures ARP packets. It identifies suspicious activity in the 

network, and once detected, a DHCP snooping, and ARP 

inspection technique is used to mitigate the attack to achieve a 

more secure network. 
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1.0 INTRODUCTION 

ARP is a Data link layer communication protocol that maps 
an internet Protocol(IP) address to Media Access Address 
(MAC) by broadcasting an ARP request to the network and 
the desired host whose MAC address is required, sends a 
unicast reply with it’s MAC address[1][2][3]. This mechanism 
is required because a switch network depends on a physical 
address for delivery and due to that, clients are required to 
have an updated table of logical-to-physical address bindings 
at all times. Because ARP is needed for successful 
communication in a LAN network, its vulnerabilities are 
exploited by attackers who use it to launch attacks such as 
DoS, secure socket layer (SSL) stripping, MAC flooding, and 
other attacks upon the success of becoming the man in the 
middle through ARP spoofing. When an attacker becomes a 
MITM, he can intercept packets that contain sensitive 
information such as the password and usernames, codes, and 
other sensitive information that the victim enters on websites 
or when using protocols that use readable texts such as 

hypertext transfer protocol (HTTP), and teletype network 
(Telnet). He can modify captured packets before re-routing 
them to the victim machine [4], and can also inject malicious 
javascript in data packets. A man in the middle can downgrade 
most hypertext transfer protocol secure (HTTPS) websites to 
HTTP so that the attacker can access all information entered 
on the website by the victim [5].  
 
1.1 Background 

ARP spoofing is possible because; 1. Clients accept responses 
though they did not send a request. 2. Client trust responses 
without any form of verification [3][6][7][8]. There are two 
steps required for a successful ARP spoofing. These are; 
 
1.1 Deceiving the Gateway 

ARP packets are forged from the attacker machine to the 
gateway using the IP address of the victim and the MAC 
address of the attacker. Attacker fools gateway that it is the 
victim machine and upon that success, gateway updates its 
cache entry with the MAC address of the attacker and IP 
address of the victim because communication is done using 
MAC addresses in LAN, the gateway will now send data to 
the attacker machine who then chooses to modify and forward 
the packet to it’s intended destination or drop it. 
 
1.2 Deceiving the Victim Machine 

The same process used in fooling the gateway is used here. 
The attacker sends an ARP reply packet to the victim telling it 
that it is the gateway by using the IP address of the gateway 
and the attacker’s MAC address. Like the gateway, the victim 
updates it’s cache table and now sends data meant for the 
gateway to the attacker unknowingly.  
Steps needed for a successful MITM attack based on ARP 
spoofing: 
First, the attacker must successfully come between two 
legitimate hosts to break the direct communication point 
between those two hosts with the attacker being in the middle 
of them. Upon success, data between these hosts are 
intercepted by the attacker in the middle. 
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Table 1: 

   Common Items and Its Unit Used throughout the Paper 

 

2.0 RELATED WORKS 

 There are many proposed solutions in detecting and 
preventing ARP attacks. These solutions can be grouped into 
three: 
Algorithms Detection Techniques: [3] proposed a detection 
algorithm using ICMP. It detects a malicious host attack. 
Although this solution effectively detects the attacker, no 
solutions were provided to prevent the attack. Ming [9] also 
proposed a detection algorithm for ARP attacks using data 
packet forwarding behavior but the downside of this technique 
is that there is no prevention technique after detecting the 
attack. 
Tools and patches based solutions: There are several of these 
tools and patches used to detect and prevent ARP spoofing. 
Snort has been invented to detect MITM by [10]. This 
technique depends on static <IP, MAC> therefore, it becomes 
ineffective when there isn’t a static entry saved between two 
hosts. In a Linux environment, a patch called Anticap is used 
[11]. However, usage is limited to only a few operating 
systems and also, works well only in a static environment. 
Antidote [12] is also used to parse the MAC address in the 
ARP response packet comparing it to the ARP cache entry. 
But, this technique is limited because it supports some kernels 
only. 
Cryptographic Solution: S-ARP [13] uses the signature 
technology that includes a digital certificate and Authoritative 
Key Distributor (AKD) to modify ARP packets, and its 
downside is, it is forward incompatible and has a high 
computational cost. 
 
2.1 The Proposed Solution 

The following section describes in-depth the solution to ARP 
spoofing. This section is into three. The first part is the set up 
of the Virtual LAN (VLAN) using graphical network 
simulator-3 (GNS3), where a man in the middle attack is 
successfully launched on a windows machine by Kali Linux.  

After becoming the man in the middle, Kali can view 
passwords, user names, and other sensitive information 
entered on the windows machine when clear text protocols 
such as HTTP and Telnet are used. HTTPS sites are 
downgraded to HTTP by performing SSL strip on the sites for 
readable information.  
The second section is the detection mechanism of the attack 
launched in the first section. In this section, a detection 
algorithm is created using Winpcap in C to filter and capture 
all suspicious incoming ARP reply packets. Aside from the 
Algorithm that captures the packets, a powerful packet 
analyzer tool known as Wireshark is used to analyze the 
packets for suspicious activities. The tool in addition to the 
algorithm provides detailed information on the attack. 
The last section is the prevention technique which uses 
combined DHCP snooping and ARP inspection techniques to 
prevent a successful man in the middle attack that leads to 
SSL stripping. 
 
 
2.2 Contributions of this Study 

The main contributions of this study are following:  
i. this work present a comprehensive experimental 

approach that explains in detail how to launch, detect, 
and prevent an ARP attack in a LAN as most 
researchers only do at most two of the following.  

ii. It also show that different software and techniques 
combined can effectively prevent more than one 
attack. Because the same technique can be used to 
prevent some common LAN attacks such as ping of 
death (PoD).  

iii. Both detection software and prevention techniques 
used are compatible with most operating systems and 
can be used in different environments. 

 

3.0 EXPERIMENT SIMULATION NETWORK    

   The components of the experiments are listed here  (see Fig.  
 1): 

GNS3 Graphical User Interface(GUI) 
VMware workstation player Ver14.0.0 
GNS3 VM on VMware 
Cisco IOSv 15.6(2)T Switch 
Cisco c3725 router 
Kali Linux Qemu Appliance in GNS3 
Windows 10 Qemu Appliance  
Wireshark packet capture in GNS3 on the port of 

victim(Windows) machine 
Program used to capture and analyze ARP reply packets 

based on WinPcap technique [14]. 
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Figure 1: The Experiment Simulation Network Structure 

 
Fig. 1 shows the topology of the experiment network. The 
attacker machine (IP:172.17.0.5) uses bettercap software to 
launch the ARP spoofing attack. A custom caplet is created 
and opened in a bettercap. This caplet contains the necessary 
commands needed to run the ARP spoofing attack to become 
the MITM. In Fig 2. The command “bettercap -iface eth0 -
caplet spoof.cap” is used to run the ARP spoofing caplet 
(spoof.cap) created.  The interface (iface) on which the attack  
launched is eth0. The command below opens and successfully 
runs the caplet (spoof.cap). 
 

 
 

Figure 2. Launching of Attack 
 

Fig.3 and Fig.4 show the ARP table of the victim machine 
before and after the attack is launched. Comparing the two 
figures, one can see that the gateway <IP, MAC> before the 
attack is different from the <IP, MAC> after the attack. One 
can also see that the MAC address of the gateway (0c-7d-eb-
bf-f4-00) now matches the MAC address of the attacker (0c-
7d-eb-bf-f4-00) in fig. 3. This shows that the attacker has 
successfully fooled the victim into thinking that he is the 
gateway and has achieved his goal of becoming the man-in-
the-middle. 

 
 

Figure 3: ARP table of victim before attack 

 

 
 

Figure 4. ARP table of Victim after attack 
 

Hypertext transfer protocol commonly known as HTTP is a 
communication protocol in the upper layer of the open system 
interconnection (OSI) model used for communication between 
a web-server and a browser. Because data in HTTP is sent in 
plain text, sensitive information can be easily accessed when 
this protocol is used and as such is highly not recommended 
for users to enter sensitive details on websites using 
HTTP[5][15].  
After successfully becoming the man-in-the-middle, the 
attacker can capture passwords and usernames on the victim’s 
machine when clear text protocols such as HTTP are used by 
websites. As seen in fig. 5, the victim has signed in on a 
website without knowing that the information he entered to 
log in has been captured by the attacker on his machine as 
shown in fig. 6. This shows that the attacker has successfully 
fooled the victim into thinking that he is the gateway and has 
achieved his goal of becoming the man-in-the-middle. 
 

 
Figure 5. HTTP Site 

 

 
Figure 6: Captured Name and Password 

 
Downgrading HTTPS to HTTP (SSL Stripping) hypertext 
transfer protocol secure (HTTPS) is an adaptation of HTTP, it 
is encryption of HTTP using a transport layer security (TLS) 
or secure socket layer (SSL). HTTP with an extra secured 
layer added to it becomes HTTPS. The function of this extra 
layer is to encrypt the plain data that HTTP [5][16] sends so 
that, even if an attacker becomes a man-in-the-middle, the 
data over HTTPS becomes jibberish to him as he is unable to 
read and understand the data. Therefore to bypass this 
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problem, the attacker downgrades HTTPS connections to 
HTTP by stripping the extra layer that encrypts the data so 
that if the victim requests for HTTPS websites, the attacker 
being the man in the middle gives HTTP version of the 
website instead. This way, the data will be sent in plain text, 
readable to the attacker. We use bettercap which has a default 
SSL strip caplet however, the default SSL strip caplet does not 
replace all HTTPS links to HTTP in the loaded pages so we 
modify the caplet to replace all HTTPS links to HTTP. We 
launch the SSL strip attack by running the modified caplet 
“hstshijack” in bettercap as seen in fig. 7 

 
Figure 7: SSL Stripping 

 
For demonstration, we used stackoverflow.com that can be 

seen to be a secured website as it has a padlock symbol at the 
topmost left as shown in fig. 8 before performing the stripping. 
After performing the stripping, one can see in fig. 9 that the 
padlock symbol is no longer there, and instead, “no secured” 
is written there because the Chrome browser usually warns 
users to be careful when using HTTP sites. The attacker can 
now read all information entered on this website indicating 
that the downgrade is successful as shown in fig. 10. 

 

 

Figure 8. Website before Downgrading 
 
 

  
Figure 9. Website after Downgrading 

 

 

 
 

Figure 10. Captured Information after Downgrading 
 
3.1. Detection Modules 

Algorithm Detection in C Language: In the algorithm 
design, only ARP reply packets are captured and the headers 
used are seen below: 

 

 
 

Figure 11. Headers 
 

The algorithm successfully captures fake packets with 
conflicting MAC addresses as shown in Fig. 12 

In this figure, the gateway IP 172.17:0:1 is having two 
different MAC addresses (0C:7D:EB:BF:F4:00 and 
C2:01:0B:F6:00:01) and when we look at the ARP tables in 
Fig. 3 and fig. 4 we see that the MAC address of the gateway 
before the attack is C2:01:0B:F6:00:01 and after the attack is 
0C:7D:EB:BF:F4:00. This tells us that someone is launching 
an attack and is pretending to be the gateway. 

 

 

Figure 12. Fake frames with conflicting MAC Addresses 
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3.2 Detection using Wireshark 

Wireshark is a packet sniffer tool developed by Gerald 
Combs in 1988[17] to analyze and troubleshoot computer 
networks. In the expert information area of Wireshark, a 
warning is given that says “duplicate IP address configured 
(172.17.0.1)" as shown in fig 13. To further analyze this 
warning, we filter only ARP reply protocols with duplicate 
addresses with the Berkeley Packet Filter (BPF) syntax 
“arp.duplicate-address-detected and arp.opcode==2” which 
only filters ARP replies that have duplicate addresses. The 
details pane of the filtered packets gives us detailed 
information on what was seen in the expert information area. 
We can see that in frame 37268, it shows in fig 14 “Duplicate 
IP address detected for 172.17.0.1 (c2:01:0b:f6:00:01) also in 
use by 0c:7d:eb:bf:f4:00” in frame. 

 
Figure 13 Duplicate Addresses 

 

 
Figure14. Details of Duplicate Addresses 

 
4.0 PREVENTION 

4.1 Prevention Module 

        In this module, the ARP spoofing attack is stopped by 
using the DHCP snooping and ARP inspection. DHCP 
snooping is a layer two feature that implements better security 
in an Ethernet switch environment by allowing its users to 
create both trusted and untrusted ports. Only trusted ports 
receive DHCP responses and are not monitored whereas 
untrusted ports are monitored for any suspicious activities and 
can’t receive responses either [17][18][19]. It prevents rogues 
DHCP servers from creating fake DHCP offers to clients. The 
technique is a multiplayer technique in the sense that, not only 
is this technique used to prevent DHCP attacks but also, other 
security features such as Dynamic ARP Inspection (DAI) can 
make good use of this database to prevent ARP spoofing in 
the Ethernet environment. To use this technique, one has to 
enable it on the switch and once it is enabled, the switch 
builds a DHCP snooping binding database that includes: MAC 
addresses of hosts, leased IP addresses, leased time, binding 
time, and interface information associated with the hosts. 
Once the binding is done, ARP inspection intercepts all ARP 

requests and all replies from all untrusted ports of DHCP 
snooping.  
 
4.2 Algorithm for Prevention 

Step 1: enable DHCP snooping 
Step 2: configure all trusted ports in the topology (Gateway  

port Gi0/0) 
Step 3: limit the transfer rate of frames from untrusted  

Ports (Gi0/2) to 10 frames per second 
Step 4: enable Dynamic ARP Inspection in the particular LAN  

of interest 
Step 5: set Gateway port as trust for successful  

communication between gateway and other hosts. 
Step 6: if frames received from any untrusted port is more  

than 10 frames then 
             Drop frames and shut down port 
else If IP address of untrusted port does not match with the IP  

address in the database then 
Drop frames and shut down port 

else if MAC address of untrusted port does not match the  
MAC address in the database then drop frames and  
and shut down port. 

end if 
 
Fig 15 shows that the port for the gateway Gigabit Ethernet (Gi0/0) 
has been configured to be trusted by DHCP snooping as stated in step 
two of the algorithm and the rate limit of untrusted ports which in 
this case is the attacker’s port (Gi0/2) has been set to 10 as seen in fig. 
16 this configuration is done to prevent the attacker from sending 
more than 10 frames per second thereby avoiding the attack. 
 

 
 

Figure 15 : Trusting Gateway Port 
 

 
 

Figure 16: Untrusted Attacker’s Port Limited 
 
DAI is enabled and the gateway has been configured as a 
trusted port as stated in steps 4 and 5 and once enabled, frames 
are dropped from all other ports as shown in fig. 17 except the 
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gateway, which has been configured as trusted. The reason is 
that we are relying on DHCP snooping, whose database is 
empty as seen in fig. 18, at the moment, because no new IP 
addresses have been allocated since it was enabled. Due to this 
condition, the machines need to renew their <IP, MAC> 
through DHCP so that, the new addresses can now be added to 
the DHCP database as shown in fig. 19. This way, DAI can 
now use the database to work effectively. 
 

 
 

Figure 17.  DAI dropping all packets 
 

 
Figure 18: No DHCP entry in database 

 
After successfully building the DHCP snooping database, all 
hosts whose details are in the database are no longer denied 
gateway access and can connect to the gateway, as shown in 
fig. 20. 
 
 

 
 

Figure 19: filled DHCP database 
 

 

 
 

Figure 20: Successful communication of all machines 
 

4.3 ARP Spoofing Attack Failure 

The attacker launches an ARP spoofing attack, and this time 
around, he is unsuccessful as seen in fig. 22 that ARP-
inspection error is detected on the Gi0/2 that is the interface of 
the attacker machine. The data that the attacker is sending to 
the gateway and the victim machine to deceive them so that he 
can become the man in the middle has been dropped by the 
switch. Not only has it dropped the frames, but it has also shut 
down the port interface Gi0/2 that is being used by the 
attacker to perform the attack 

 
 

Figure 21: ARP Spoofing Prevented 

5.0 CONCLUSIONS 

This paper proposes a new approach for detecting and preventing ARP 
spoofing attacks in the LAN environment. In the proposed system, MITM 
attack over SSL is implemented using Bettercap and SSL strip, the attack is 
detected using Wireshark and Winpcap algorithm in C language and has 
successfully been prevented using DHCP snooping and dynamic ARP 
inspection. This approach helps to ensure that enterprises run effectively and 
efficiently by creating reliability and ensuring security for network solidity. 
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