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(APT) attack response system was proposed. Reference to the TABLE 1. WHITE LIST RULE DATABASE
NIST Cyber Security Framework (CRF) was made to present the | T |

Intrusion Detection System) that monitors abnormal change SW
of PCs as a prevention of APT. It has proved that the best
government-run security measures are possible to provide an

excellent cost-effectiveness environment to prevent APT attacks. Black List List already determined to be associated with
] N malicious activity

White List in the system based on the execution time
process and well-defined criteria
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I. INTRODUCTION '

The non-face-to-face telecommuting svstem is being An internal PC is exposed to an unauthorized URL (URI)
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“there are the KHNP hacking, the 3-20 computer turmoil, and APT (PC HD) '(e;;}:lishilr::)} Confrif!b%
the Nonghyup computer network paralysis. There are also — -
reports such as the Aegis ship-submarine blueprint and the APT _ Malicious )
North Korean hacker.”[4] Military hacking attempts are also “n;[‘ih“[']‘]’{'i 392];[}}-}_56 Black-List
very serious, with 95,000 cases a day [5]. k ) ( )

In 'the simulated hacking of organimtions A and .B’ ti?ey APT (Mobile) ]\l’ja“ﬂ‘)}*s Further study
experienced 1) RAT code production, 2) social engineering RL use
penetration, and 3) internal network transmission. Institution SW Code Scan and sl
C blocks e-mails at the source, discovers and invades web vulnerability then attack ;gr;ti}(::t?oz
appllcatlon vulnerabllmes. and sees more lnfected PCs in the attack immediately
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accoraing to e CoOmputer Structure.
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Figure 1. System model

The Cybersecurity framework is applied to this paper as a
U.S standard. Table 3 presents a cross-cyber security
framework.

TABLE 3. NIST CyBER SECURITY FRAMEWORK
Description Paper Apply
Asset — Web URL
Identification Goal Jdentiication Hard Disk
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aescripea In mis paper nas me same Metnoa oT aetectng witn
existing vaccines, but only modified programs are examined,
except those previously examined during the second
examination after the first examination, as shown in Figure 2.
In this area, the inspection time can be greatly reduced, and
the detection rate can be further increased by conducting the
inspection at intervals of one hour from the beginning of the
initial  inspection. membership of any professional
organization (e.g. Senior Member |EEE).
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The process of comparing normal program strings with
malicious code strings is the most basic method in static
analysis. But it is also the fastest way to check. The inspection
time can be greatly reduced by examining only the modified
data except the previously inspected test data. The method
presented in this paper is the same as the first test, but only the
modified data is examined as seen earlier from the second test.
Figure 3 illustrates the data capacity that Windows Defender
and the method proposed in this paper are used to check the
entire file on the same hard disk. The first starting point starts
at the same point at 100% pre-capacity, since both methods
require the entire file to be scanned. Subsequently, the

proposed method would only perform a check on the modified
filac
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Figure 4. Processing Speed Comparison
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requires a lot of research across all industrial sectors.
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IV. CONCLUSIONS

In this paper, As malicious codes become more advanced,
hackers use e-mail the most as a major means of infiltrating
into the government, businesses, and organizations. There are
many e-mail infections, but infection through Web malicious
URLs is more important. As the threat of attacks on e-mail
and Web malicious URLs increases, companies are raising the
system security level, but companies are rarely able to recover.
The deadliest threat to companies is social engineering

haalina tanhnimnaes Canial anainaseine tasnhaiaonas shald ke

ICACT2021 February 07 ~ 10, 2021



International Conference on Advanced Communications Technology(ICACT)

Seoung-Pyo Hong

He received the B.S.. degrees from Dept. of Computer
Engineering, Dongseo University, South Korea, in
2020. Since 2020, he is currently a Master course in the
Dep. of Computer Engineering, Dongseo University.
South Korea. His research interests include Digital
Forensic, Malicious Analysis, Computer Security

Chae-Ho Lim

He received the B.S degree in Computer Science and
Engineering(CSE) from Hongik University in Korea
1996 and his received the M.S degree in CSE from
Konkuk University in 1999 and his received the Ph.D
degree in CSE from Hongik University in 2000, His
resarch interests are in the security topic of Internet
Security and Software Security and Risk Management

HoonlJae Lee

He received the B.S.. M.S. and Ph.D. degree in
Electrical Engineering from Kyungpook national
university in 1985, 1987 and 1998, respectively. He
had been engaged in the research on cryptography and
network security at Agency for Defense Development
from 1987 to 1998. Since 2002 he has been working
for Department of Computer Engineering of Dongseo
University as an associate professor, and now he is a
full professor. His current research interests are in security communication
system. side-channel attack. USN & RFID security. He is a member of the

ISBN 979-11-88428-07-6

ICACT2021 February 07 ~ 10, 2021





