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Abstract— This paper presents Zero-Day Attack Packet 
Highlighting System. Proposed system outputs zero-day attack 
packet information from flow extracted as result of regression 
inspection of packets stored in flow-based PCA. It also highlights 
raw data of the packet matched with rule. Also, we design 
communication protocols for sending and receiving data within 
proposed system. Purpose of the proposed system is to solve 
existing flow-based problems and provides users with raw data 
information of zero-day packets so that they can analyze raw 
data for the packets. 
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I. INTRODUCTION 
Many people use security systems such as NIDPS (Network 

Intrusion Detection Prevention System), firewall, anti-DDoS, 
etc for detecting and preventing from network attack. NIDPS 
has Intrusion Detection System (IDS) function and Intrusion 
Prevention System (IPS) function. IDS is system which 
detects incoming attack packets from external networks. IPS 
can analyze and detect attack packets as well as preventing 
from various attacks [1]-[5]. NIDPS is system capable of 
DPI(Deep Packet Inspection) that inspects not only header of 
packet but also payload. [6].  snort, suricata and bro are 
representative open NIDPS engines. NIDPS engines are being 
used for real network security [7]-[11]. 

However, all security system including NIDPS have 
security blind spots that cannot detect attack [12]-[14].  zero-
day attack means that unknown attack packet is received and 
damage system by the packet. Zero-day attack targets 
undisclosed vulnerability that hackers can be used to 
adversely affect computer programs [15],[16]. Ways to 
recognize and respond to the attack should be created and 
applied to the system [14],[4]. But this process takes from 
hours to days [14],[17].  Therefore, it is impossible to respond 
to the damage caused by received zero-day attack packets 
until new countermeasure is updated [17].  

In order to minimize damage caused by zero-day attack, It 
became necessary to store all received packets. PCA(Packet 
Capture Appliance) is store all received packets, because they 
has possibility of zero-day attack. All packets stored in the 
PCA are rechecked using the existing security system, After 
new rules update is complete. In [18], SENTRYWIEE Inc. 
uses PCA for checking if receiver has received unknown 
attack packets in the past. Their equipment stores all received 
packets as full-packet. When new rule is updated to detect 
attack packets with new pattern, it checks received packets in 

the past. If attack packets with new pattern are detected in 
rechecked packets, PCA or administrator traces the packets 
and then solves problems by zero-day attacks. 

But, PCA has problem that it should have enormous storage 
capacity. Because it should store all received packets for 
months or more. PCA with enormous storage capacity is very 
expensive. Worldwide IP traffic was expected to increase 
steadily, nearly tripling from 2017 to 4.8 zettabytes in 2022 
[19]. As a result, it has become very difficult for existing PCA 
to store all received packets as full-packet for a long time. So, 
studies have been carried out to increase the efficiency of 
PCA. In [20]-[24], they studied to increase the efficiency of 
storage space of PCA. Their proposed systems and methods 
used techniques to store only a fraction of the received packets, 
not full-packet. As a result, not only did it have similar 
detection performance to existing PCA equipment, but it also 
greatly improves storage efficiency.  

Although, there are problems that existing security 
equipment does not display raw data of detection attack 
packets, so it is difficult to use them for attack packet analysis. 
Also, equipment such as flow based PCA cannot detect 
accurate zero-day attack packets.  To solve these problems, 
authors propose Zero-Day Attack Packet Highlighting System. 

In chapter 2, we describe existing studies on previous 
security systems such as NIDPS and flow-based PCA. Chapter 
3 is introduced about proposed system for zero-day attack 
packet highlighting. In chapter 4, authors describe the 
experiments and results of the proposed system. Finally, 
chapter 5 presents conclusions. 
 

II. RELATED WORKS  
In [25]-[28] and numerous studies, signature-based NIDPS 

is used. Signature-based NIDPS can drop and detect packets 
which are known for attack packet. It detects It defines pattern 
of attack packet called signature as rule. Packets matched with 
the rule are detected and processed in method(alert, drop, log, 
ect) defined in the rule. Figure 1 is shown the log of suricata, a 
kind of Signature-based NIDPS. Signature-based NIDPS 
outputs flow information (source IP address, destination IP 
address, source port number, destination port number, 
protocol) of the attack packet, but raw data of payload 
matched with rule is not output. 

 

 
Figure 1.  Suricata Log 
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In [23], Authors only stored first n packets of session in 
PCA to solve the storage problems of existing PCA due to 
overload of pre-processing and storage of Big Data. This 
method shows an efficiency of about 99.319% storage space 
compared with the full packet capture method. Although, 
Advanced-PCA that they proposed has problems. Advanced-
PCA doesn't display raw data of detection attack packets as 
well as can't detect exact zero-day attack packets. Therefore, 
we propose a system that can solve these problems. 

 

III. PROPOSED SYSTEM 
Figure 2 is architecture of proposed system. 

Figure 2.  Architecture of proposed system 

Proposed system consists of Zero-Day Attack Packet 
Detection System and Packet Highlight System. Also, it uses 
ZAPDP(Zero-day Attack Packet Detection Protocol) and 
ZAPHP(Zero-Day Attack Packet Highlight Protocol) for 
communication between internal systems. First of all, Flow 
based PCA sends stored packets when new rules are updated. 
NIDPS inspects received packets from Flow based PCA. If 
there are matched packets with updated rules in inspection 
result, it makes the packet to format of ZAPDP and sends to 
Zero-Day Attack Packet Detection System. 

Zero-Day Attack Packet Detection System performs deep 
packet inspection on packets in flow. ZAPDP Parsing Part 
parses ZAPDP after receives it. When parsing is done, 
ZAPDP Parsing Part sends sid value to Rule DB and 
timestamp value to Pcap File Parsing Part. Rule DB searches 
rule full set matched received sid value and sends it to Packet 
Matching Part. Pcap File Parsing Part parses pcap files and 

searches flow with received timestamp value. When matching 
is finished, Pcap File Parsing Part sends packets in the flow to 
Packet Matching Part. Packet Matching Part searches packet 
which is matched with the rule full set in received packets 
from Pcap File Parsing Part. If Packet Matching Part finds 
packet that matches the rule, it transmits to Packet Highlight 
System the packet information into ZAPHP format. 

Packet Highlight System displays zero-day attack packet 
information and raw data of the packet matched with new rule 
for users to check. ZAPHP Parsing Part parses ZAPDP after 
receives it. After then, ZAPHP Parsing Part sends information 
for matching raw data detected in zero-day attack from full 
packet matched with new rule to Data Matching Part. Also, it 
sends sid, timestamp to Output Part. Data Matching Part sends 
matched result to Output Part after it compares payload of full 
packet and received information(Start Byte field, End Byte 
field, Matching Data field, Full Packet field). Output Part 
displays information which is received from ZAPHP Parsing 
Part and Data Matching Part. So, users can conform 
information about zero-day packet, rule and matched raw data. 

 

Figure 3.  Zero-Day Attack Packet Detection Protocol Format 

Figure 3 is format of Zero-Day Attack Packet Detection 
Protocol. ZAPDP is communication protocol for detecting 
zero-day attack packet within flow that includes it and ZAPDP 
has fixed size of 20 bytes. SID(Signature ID) field is 4 bytes 
size and indicates assigned ID each rule of NIDPS. 
TimeStamp field has time value that packet is received. It is 
16bytes size and consists of TimeStamp(seconds) of 8bytes 
and TimeStamp(nanoseconds) of 8bytes. TimeStamp(seconds) 
field indicates value from year to second (year, month, day, 
hour, minute, second). TimeStamp(nanoseconds) field 
indicates value in units of nanoseconds less than the second 
unit. 

Figure 4 is format of Zero-Day Attack Packet Highlight 
Protocol. ZAPHP is communication protocol for extracting 
raw data judged as security threat of zero-day packet and 
displaying the information to users. ZAPHP consists of header 
which has fixed size of 40bytes and payload of unfixed size.  
SID and TimeStamp field of ZAPHP mean same as those of 
ZAPDP. Length field indicates payload size of ZAPHP and 
value is in bytes. For example, if Length field value is 1000, 
payload size of ZAPHP is 1000bytes. Packet Offset field 
indicates where Full Packet field begins. For instance, if 
Packet Offset field value is 100, position of Full Packet field 
starts with the 100th bytes. Start Byte field indicates first 
location of raw data which matched with updated new rule. 
Similarly, End Byte field indicates last location of raw data 
which matched with updated new rule. Reserved field 
reserved for future use and it should be zero. Matching Data 
field indicates raw data that matched with updated new rule in 
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payload of full packet. Also, it must be hexadecimal value 
which can convert to ASCII(American Standard Code for 
Information Interchange). Full Packet field indicates full 
packet that matched with updated new rule and must be 
hexadecimal value which can convert to ASCII. 

 

 
Figure 4.  Zero-Day Attack Packet Highlight Protocol Format 

IV. EXPERIMENT 
To experiment about proposed system, authors presuppose 

that packet shown in figure 5 is zero-day attack packet. 
 

 
Figure 5.  Presupposed Packet that Zero-Day Attack 

Figure 6 is shown that updated rule which can detect zero-
day attack packet. 
 

 

Figure 6.  Rule for Detecting Zero-Day Attack Packet 

New rule can detect packet which used UDP(Uesr 
Datagram Protocol) at transport layer and contained 
hexadecimal value ’32 6b’ in payload. When new rule is 
updated at NIDPS, NIDPS sends ZAPDP to Zero-Day Attack 
Packet Detection System. 

 

 
Figure 7.  ZAPDP in Experiment 

Figure 7 is shown that ZAPDP which is received at Zero-
Day Attack Packet Detection System in experiment. In 
experiment, converting SID of ZAPDP to decimal makes '255'. 
Likewise, TimeStamp(seconds) is ‘20200824000000’ and 
TimeStamp(nanoseconds) is ‘0’. The value of TimeStamp 
fields means that it was received between ‘2020-08-24 
00:00:00’ and ‘2020-08-24 00:00:01’ (‘2020-08-24’ is means 
August 24, 2020). 

Zero-Day Attack Packet Detection System which is 
received ZAPDP searches zero-day attack packet in flow-
based PCA using TimeStamp and rule full set that sid is '255'. 

 

 
Figure 8.  Detection Result of Zero-Day Attack Packet Detection System 

Figure 8 is shown that detection result of Zero-Day Attack 
Packet Detection System. Raw data matched with rule begins 
at the 42th byte and ends at the 43th byte (packet begins at the 
0th byte). After Zero-Day Attack Packet Detection System 
makes detection result into ZAPHP format, it sends ZAPHP to 
Packet Highlight System.  

 

 
Figure 9.  ZAPHP in Experiment 

Figure 9 is shown that ZAPHP which is received at Packet 
Highlight System in experiment. SID value of ZAPHP 
decimal means '255'. Likewise, TimeStamp(seconds) is 
‘20200824000000’ and TimeStamp(nanoseconds) is 
‘001306730’. TimeStamp fields means time that zero-day 
packet is received. Also, it is same packet as figure4. Length 
field means that payload size is 74bytes and Packet Offset 
field means that Full Packet filed begins at the 44th byte. Also, 
it can be checked that raw data matched with rule begins at the 
42th byte and ends at the 43th byte by Start Byte field and End 
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Byte field. Lastly, ZAPHP includes raw data matched with 
rule and full packet data.  

Packet Highlight System displays full packet by 
highlighting data that matches with rule.  

 

 
Figure 10.  Output of Proposed System 

Figure 10 is shown that output of Packet Highlight System. 
Users can check information about rule, zero-day packet and 
raw data that matches with rule. 

V. CONCLUSIONS 
In this paper, we propose Zero-Day Attack Packet 

Highlighting System. Proposed system outputs zero-day attack 
packet information from flow extracted as result of regression 
inspection of packets stored in flow-based PCA. It also 
highlights raw data of the packet matched with rule. It 
performs a DPI regression inspection to solve problems in 
existing security systems. Also, we design communication 
protocols for sending and receiving data within proposed 
system. We tested proposed system through an experiment. As 
a result, proposed system could solve problems of flow-based 
PCA and NIDPS. Purpose of the proposed system is to solve 
existing flow-based problems and provides users with raw 
data information of zero-day packets so that they can analyze 
raw data for the packets. 
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