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Abstract—Cyberattacks have been progressed in the fields of
Internet of Things, and artificial intelligence technologies using
the advanced persistent threat (APT) method recently. The
damage caused by ransomware is rapidly spreading among APT
attacks, and the range of the damages of individuals,
corporations, public institutions, and even governments are
increasing. The seriousness of the problem has increased because
ransomware has been evolving into an intelligent ransomware
attack that spreads over the network to infect multiple users
simultaneously. This study used open source endpoint detection
and response tools to build and test a framework environment
that enables systematic ransomware detection at the network and
system level. Experimental results demonstrate that the use of
EDR tools can quickly extract ransomware attack features and
respond to attacks.
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I. INTRODUCTION

Stronger network ultra-high-speed, ultra-low-delay, hyper-
connected, and super-intelligent features result in a greater
extent and scale of damage from cyberattacks. Recently,
cyberattack incidents have increased in which advanced
persistent threat (APT)-type ransomware is propagated using
network vulnerabilities. Ransomware is malicious software
that demands a cost when the computer system is encrypted to
then decrypt it. Types of ransomware include device
encryption, data encryption, data destruction, data hijacking,
and sending threatening messages [1].

Ransomware has become intelligent and advanced,
producing various mutations, and it has developed in a
direction that is difficult to detect, causing great damage. In
2017, the ransomware Wannacry infected more than 230,000
computers in 150 countries through data encryption. Recently,
ransomware has appeared that uses obfuscation techniques,
and ransomware-as-a-service (RAAS) is a type of ransomware
provided as a service for immediate use for attacks [2, 3].

Starting in 2016, the damage due to ransomware mutations,
which have increased exponentially, is also increasing rapidly
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every year [4, 5]. In 2018, ransomware was considered the
most damaging attack of malware, and the damage caused by
ransomware in 2019 reached 11.5 billion dollars. In 2021, it is
expected to cause about 20 billion dollars in damage, up 8.5
billion dollars from 2019 [5, 6]. To prevent and respond to the
damage that has exponentially increased, a response system
must be developed that is fast and efficient.

The importance of digital forensics has also increased to
detect and respond to intelligent and advanced cyberattacks. In
particular, research is being actively conducted on endpoint
detection and response (EDR), which applies a behavior-based
detection and response method, and remote digital forensics [7,
8]. The remote forensic tools and techniques allow
investigators to remotely access EDR clients for a quick
response.

This study identifies in real time whether clients are
infected with open-source cryptographic ransomware,
RAASNet, through Google Rapid Response (GRR),
Facebook's osquery, and Open Source hids SECurity (OSSEC)
among systematic ransomware detection techniques [9-12].

The contributions of this study are as follows:

1) A new framework is proposed to respond to intelligent
ransomware using open source EDR at the network and
system level, not at a single terminal or file.

2) The feasibility of the proposed new ransomware
response method is proven in the actual system.

The rest of the paper is organized as follows. Section II
provides relevant research. Section III presents the evaluation
and analysis of open source-based ransomware detection
techniques. Section IV provides a comprehensive summary of
the EDR-specific detection methods evaluated in Section III
and concludes the work in Section V.

II. RELATED WORK

As the effect of ransomware increases, research continues
to detect and defend against ransomware. Previous research on
ransomware detection has suggested a network-based
detection approach that uses the characteristics of ransomware
communication by analyzing the sequence of HTTP messages
and the amount of content of each message [15]. This study
designed a detection system using a software-defined network
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solution to quickly respond to discovered threats based on
observations of network communications from ransomware
suites, such as Locky and CryptoWall. However, a limitation
is that size of the HTTP response is not considered for a
command and control server, which is primarily used for
malicious attacks. Several other studies have aimed to defend
ransomware by analyzing its characteristics. In addition,
research on ransomware detection using open-source EDR is
currently underway.

A prior study using GRR, which is a typical EDR tool,
aimed to detect attacks with GRR using vulnerabilities in the
file transfer protocol servers and Adobe Reader [13]. The
study proved that it is possible to detect abnormal flows of
network and memory using GRR hunts when an attack is
attempted. A limitation of this study is that the EDR tool for
detecting attacks was limited to GRR, so it was impossible to
compare the differences between other analysis tools.

Another prior study using osquery, another open-source
tool, involved detecting Trojan horses, such as Applejeus:
Lazarus and jRAT/Adwind using osquery, fleet, and elastic
stacks [14]. The study found that Trojan horses could be
effectively detected using osquery. A limitation of the study is
that only Trojan horses were used for detection; thus, the
possibility of other types of malware cannot be determined.

This study attempts to demonstrate the potential for
ransomware detection in various EDR tools using GRR,
osquery, and OSSEC to detect the abnormal behavior of
attackers. In this study, tests were conducted regarding
whether each EDR tool can detect file changes caused by
ransomware. Detection results were displayed in the form of
notifications or logs when all files in a specific directory were
encrypted, indicating that all three EDR tools in the Linux
environment are capable of detecting ransomware.

III. OPEN-SOURCE ENDPOINT DETECTION AND RESPONSE-
BASED RANSOMWARE DETECTION TECHNIQUES

A. Systematic Ransomware Detection Framework

The goal is to use the EDR system to detect when a specific
memory space of a victim is infected by RAASNet, an open-
source ransomware. Ransomware payload, which is generated
by RAASNet, uses the “override and rename” type to
overwrite existing files with encrypted files and change the
extensions to DEMON. The methods for detecting
ransomware in GRR, osquery, and OSSEC are as follows:

1) Google Rapid Response

Using File Finder Flow, which allows the GRR server to
gather information concerning the files in a specific memory
space among the flows, the query of the infected memory
space of the victim is performed twice, before and after
infection. This compares the file status before and after the
victim’s environment was infected with the ransomware.

2) Osquery
In osqueryi, a file query proceeds to query all files present
in the victim’s infected memory space. As with GRR, two
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queries, before and after the ransomware infection, check for
status changes, such as file extensions.

3) Open Source hids SECurity (OSSEC)

Using an integrity check, which is one of the functions of
OSSEC, OSSEC detects changes in ransomware infection
files. Moreover, the configuration sets the memory space
where integrity checks are performed to detect encryption and
extension changes in files present in the memory space.

B. Experimental Environment

The experimental environment for ransomware detection
was conducted by separating the server and client. The servers
were deployed in different EDR (GRR, osquery, and OSSEC)
environments, and /testt directory was created on the client.
The /testt directory consists of files to be infected. In addition,
the RAASNet ransomware was used to infect the files in the
/testt directory. Table 1 summarizes the components and
versions employed in the construction of the experimental
environment.

TABLE 1. COMPONENTS AND VERSIONS USED TO BUILD THE
EXPERIMENTAL ENVIRONMENT
Component Version
CPU Intel® Core™ i7 Processor 8565U (1.80
GHz up to 4.60 GHz 8 MB L3 Cache)
Server,
Client (agent) OS Ubuntu 18.04.4 LTS
RAASNet https://github.com/leonv024/RAASNet

In the case of the CPU, Intel’s 8th generation 17 was used,
and the operating system used in each server and client was
Ubuntu 18.04.4 LTS version.

C. Experimental Process
1) Google Rapid Response

The GRR server and client versions performed in this

experiment are 3.4.0-1. Fig. 1 illustrates the GRR
experimental environment.
e Einde o
&
i Ransonvware
Prior ta client g oo - &drar client
imfaction infection
RAASNet :
GRR Client GRR Server

Fig. 1. Configuration of the Google Rapid Response (GRR)
experiment environment.

Among the flow functions of the GRR server, File Finder
was used to retrieve information about files in a specific
memory space. The GRR server sends a query to detect the
infected memory space (specific space) of the client (victim).
For comparison, queries were conducted twice, before and
after infection by RAASNet, from the GRR server to the GRR
client. Then, the path should be designated as the location of
the folder or file to be monitored.
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2) Osquery
The osquery version is 4.3.0. Fig. 2 illustrates the

experimental configuration of osquery.
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Fig. 2. Configuration of the osquery experiment environment.

Using osqueryi, queries related to ‘file” were sent to
monitor all files in the infected memory space of the client.
Similar to GRR, a comparison was conducted before and after

the ransomware infection, using the “select * from file
WHERE path like "/home/path/%";” query statement. The
infection was determined based on the query result. The path

specified in the query statement should be the location of the
folders and files to be checked.

3) Open Source hids SECurity (OSSEC)

The server and client ossec-hids-3.1.0 versions were used in
this experiment. Fig. 3 below displays the experimental setup
of OSSEC.

g connect ":.I.I
1
RAASNet Integrity

Check

OSSEC| Agent OSSE(Q Server

Alert

Fig. 3. Configuration of the Open Source hids SECurity (OSSEC)
experiment environment.

The integrity check function of OSSEC was used for
ransomware experiments. In the OSSEC configuration, the
memory space for the integrity check was set to the /testt
directory, and monitoring was scheduled for every 30 s. Then,
the experiment was conducted. The RAASNet infection was
determined by detecting that the characteristics of the files in
the specified memory space were modified.

D. Experiment Results

To confirm ransomware detection, each detection was
performed before and after RAASNet execution. Targets to be
infected by the ransomware were 10 TXT files, 10 JPEG files,
10 MP4 files, and 10 PNG files. The results of the
ransomware detection experiments based on the experimental
environment are discussed in the following sections.

1) Google Rapid Response

Figs. 4 and 5 depict the detailed results detected by the
GRR File Finder Flow before and after the execution of
RAASNet. As a result, the filename, st size, st blocks, atime,
mtime, and ctime were changed. The abbreviation atime refers
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to the file access time, which is a value that is recorded when
a file is opened or read by command or script. In addition,
ctime refers to the file change time and is a value recorded at
the time when attribute values, such as file data or authority,
owner, and file size, are changed. Moreover, mtime refers to
the file modify time, which is the data modification time of
the file and is recorded when the file content changes. If the
file size or mtime changes by modifying the data, ctime also
changes. It was found that atime, mtime, and ctime were
changed, as the file properties were altered due to the
execution of RAASNet.

Fig. 4. Results of Google Rapid Response File Finder Flow
before running RAASNet.

11 erares

Wl

F ig. S. Results of Google Rapid Response File Finder Flow
after running RAASNet.

2) Osquery

Figs. 6 and 7 list the results of osqueryi, and the file was
infected before and after RAASNet was run. After executing
the RAASNet ransomware, the query statement “select * from
file WHERE path like "/home/path/%";” was performed to
check the status list of the files. As a result, it was confirmed
that the file name, atime, mtime, and ctime were changed.
That is, the properties of the files in the /testt directory
changed when RAASNet was executed.

te it P <n 1 a
Fig. 6. Results of osqueryi before RAASNet execution.
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Fig. 7. Results of osqueryi atr Net execuin

3) Open Source hids SECurity (OSSEC)

Moreover, OSSEC was configured to continuously monitor
every 30 s and to check for changes after executing RAASNet.
Figs. 8 and 9 list the file changes before and after RAASNet
ran. Fig. 9 is the result of comparing each hash value before
and after RAASNet execution using the integrity verification
function of OSSEC. After running RAASNet on a file in the
/ttest directory, the changes in the hash values were detected.
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Fig. 8. Hash value of files in /testt directory before RAASNet execution was
checked using Open Source hids SECurity (OSSEC).
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Fig. 9. Hash value of files in /testt directory after RAASNet execution was
checked using Open Source hids SECurity (OSSEC).

IV.EXPERIMENT SUMMARY ANALYSIS

When a file was infected by RAASNet ransomware, for
GRR with File Finder Flow, it was confirmed that the file

name, atime, mtime, ctime, st size, and st blocks were changed.

In the case of osquery, a query statement (select * from file
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WHERE path like "/home/path/%";) was used to detect the
ransomware. Thus, the changes in the file name, atime, mtime,
and ctime could be detected. Finally, in the case of OSSEC,
the integrity verification function was used. The integrity
verification function demonstrated that the hash values before
and after the execution of the ransomware were changed. Fig.
10 displays the differences in the detection methods of the
EDR tools used in this study.

Execute ransomware

|

File falsification

OSSEC(Open
RaGilei:og:\ie) Osquery Source hids
P P SECurity)
L 3 l L 3
Detect by
Detect by Query Detect by flow Integrity
check

Fig. 10. Different detection methods of endpoint detection response tools.

As illustrated in Fig. 10, each EDR tool uses its own
function to send a request to detect a file infection caused by
ransomware. The GRR can detect files and directories through
Flow, and osquery can send queries to determine the changes.
Moreover, OSSEC detects changes in files using integrity
check, a real-time monitoring function. Through this
experiment, detecting ransomware was possible using each
feature of various open-source EDRs.

V. CONCLUSION

Cyberattack detection is an essential element for incident
response. Therefore, in this study, tests were conducted
regarding whether each EDR tool can detect file changes
caused by ransomware. Moreover, GRR, osquery, and OSSEC
were chosen as representative EDR tools. Detection results
were displayed in the form of notifications or logs when all
files in a specific directory were encrypted, indicating that all
three EDR tools in the Linux environment are capable of
detecting ransomware. Through this open source-based threat
detection, it is possible to determine the point at which the
ransomware was executed and to analyze the attack method.
Although this study has not been tested under various
environmental change conditions, in future work, the
efficiency of the EDR tool will be compared by measuring the
accuracy and speed with which EDR detects ransomware
when EDR is deployed to large clients.
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