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Abstract— For decades artificial intelligence (AI) has been used
for various applications in the healthcare industry. Machine
learning and artificial intelligence algorithms allow us to diagnose
and customize medical care and follow-up plans to get better
results, and during the covidl9 pandemic, it was found that Al
models have been using to predict the Covid-19 symptoms,
understanding how it spreads, speeding up research and
treatment using medical data. However, it is very challenging to
make a robust AI model and use it in a real-time and real-world
environment since most organizations do not want to share their
data with other third parties due to privacy concerns,
furthermore, it is difficult to build a generalized prediction model
because of the fragmented nature of the patient data across the
healthcare system. To solve the above problems, this paper
presents a solution based on blockchain and Al technologies. The
blockchain will securely protect the data access and Al-based
federated learning for building a robust model for global and real-
time usage.
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I. INTRODUCTION

The advances in Al, especially in the field of machine
learning and deep learning opened into several outstanding
innovations in the field of healthcare especially in the field of
Radiology. Due to Covid-19 pandemic, lot of use cases using
Al model has been developed and provided promising result.
Radiological images such as X-ray images, Computed
Tomography (CT) images were used for detection of various
inflammatory lung diseases ([1],[2],[3].[4])-

The blockchain based model gives the healthcare market a
new dimension by considering safety aspects for data integrity
and developed standardized and formalized contracts for
accessing the data. Especially when we work with the
electronic health record (HER), which stores data with different
workflow it is difficult to know the identity of the person who
does what and when the work has been performed. Block chain-
based model puts a time stamp on every workflow and also put
an identity to it and the copies are distributed to each
participated node in the network. So, if there is modification or
update happened in any node, it is equally distributed to all the
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node and can be visible to everybody who is accessing it
anywhere in the world. The model ensures that the data
integrity is maintained between the end points without any
human intervention [5].

Federated Learning (FL) is a technique based on machine
learning which trains the algorithm across the edge devices in a
decentralized way without leaking the privacy. The Al model
developed trained inside the device based the user input data
and then the data sent to the central server for aggregation of all
the data and inside the central server the Al model get updated
and the improved model again sent back to the device [6]. In
FL, training of the algorithm has been done collaboratively
without sharing the private information. In the beginning this
method was used for the use cases related to edge devices and
mobile devices [7]. Recently FL has gained a lot of traction in
the field of healthcare. It was found that the accuracy of the
model trained with FL performed better compared to the model
developed at the isolated atmospheres ([8],[9]).

Looking at the current need for controlling the pandemic, Al
based robust model, and at the same time keeping the privacy
intact, the approach combining federated learning and
blockchain could be the best possible solution that could be
useful for real time environment. Rest of the paper is organized
as follows: Section 2 presents the past work related to this field.
Section 3 describes the proposed framework. Section 4
describes about the discussion. Section 5 describes about the
conclusion and future work.

II. RELATED WORKS

1. Application of AI techniques in medical imaging

The artificial intelligence-based technique already providing
promising result in detecting various critical disease using
medical images. Mainly the role of the Al based technique in
diagnosis of various diseases using medical images is to act as
a decision support system for the doctors so that the decision
taking process will be faster and at the same time maintaining
the precision and accuracy. One of the best techniques is deep
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learning that has been successful in detecting various diseases
using medical images. Sekeroglu and Ozsahin proposed an
approach that can detect Covid-19 based on chest X-ray using
Convolutional Neural Network. The proposed method
performed the classification of images in three groups such as
healthy, pneumonia, and Covid-19 with an accuracy of 98.50%
with a small imbalanced dataset [10]. Jain et al., proposed a
method, that is used to classify two groups such as healthy
group and Covid-19 group using chest X-rays. They have used
6432 samples and used various deep learning techniques for
classification of these groups. They have tried different deep
learning techniques and found that Xception model provides
high accuracy of 97.97%. This model was found to be effective
for detecting covid-19 patients [11]. Ozturk et al., proposed an
approach that uses binary classification for differentiating two
group such as Covid-19 vs No-Findings and Multiclass
classification for differentiating three groups such as Covid-19
vs No-Findings vs Pneumonia. They have tried YOLO object
detection system using the darknet model. It was found that
binary classification provides an accuracy of 98.08% and
multiclass classification provides an accuracy of 87.02%. This
model would able to help the radiologists for initial screening
[12].

2. Blockchain Technology

Patel discusses the development of a Cross Domain Image
Sharing Blockchain Network where we can share the medical
and radiological images of patients to some other healthcare
centres based on a Consensus Blockchain. These network helps
to keep the privacy of the information. [13]. Linn and Koo
identify quite simple yet very robust use of blockchain for the
data storage purpose and leveraging it to the healthcare sector
for storing the data of the patients. The proposed system tends
to motivate the storage of the complete data starting from the
data of birth to the wearable data to the lipid profile data to the
MRI data everything on the patients Blockchain [14]. Liangetal
mentioned that user can share data with even the healthcare
providers and insurance companies for either getting the
services or insurance quotes respectively. The system also
employs to be a user centric system where the user has got
complete rights regarding the data to be shared or not. This kind
of systems can be very helpful in terms of medical research and
also preservation of personal medical records which are a real
matter of privacy can be very much achieved with Blockchain
as an architecture [15].

3. Federated Learning

FL based technique would able to help the healthcare
providers because it can improve the accuracy and robustness
of the Al model and that helps to make the model more
generalizable so that it could be used in real time environment.

At the same time this approach would able to save time and cost.

The most important part is that we would able to get all the
benefits from FL without leakage of information.
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The software and hardware manufactures would get lot of
benefits from the FL because the collaborative learning is
possible between hardware devices and software applications
without information leakage and the other benefit will come in
terms of validation of Al based model since it is combined with
the hardware devices that helps in continuous improvement of
Al based models.

Researchers and developers get lot of benefit from the FL
based services because a huge amount of real data would be
available to them. This will help the AI researchers and
developers to think about different algorithm strategies that
would help them to make robust models [16].

ITII. PROPOSED FRAMEWORK
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Figure 2. Token Usage Flowchart

In this section the overall architecture of the proposed
framework shown in figure 1 is discussed in detail. In the
beginning hospitals, universities, pharma work in the isolated
place and run the model isolated to each other but later all the
trained model are shared to the federated server where the
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models learn among each other without leaking the private
information. Usually all the devices connected to the
centralized federated server used to send the data to the server
and inside the server all the model averaged and made to a
single model. This process keeps on repeating until a high-
quality model has been generated. This kind of architecture
provides lot of benefits as follows: 1) Since the learning process
is collaborative in nature the models become smarter and
smarter which helps in producing good result at the later stage
with unknown data.2) Since the prediction is happening locally
in the new model, it lowered down the latency 3) In the present
approach it is not necessary to be available near the data to get
more insight about the data, insight could be obtained from
anywhere.4) The most important point is that the privacy
remained through the process because all the data are isolated
to that particular device, only the trained models are shared to
the server.

The blockchain service allows the users (researchers,
clinicians, institutions, etc) to access the data by providing a
small transaction fee. The non-repudiation and patient’s private
data are guaranteed. By using the blockchain system, we can
know who is accessing the data, when the data was requested,
for what reasons. The data access mechanism is described as
follow:1) The user creates a user account on the platfrom,2)
The user requests access to a certain resource/asset, 3) The
smart contract checks if the resource is available in the ledger.
If the requested data is available, the smart contract reserves it
and notifies the user. The user checks the requirements to
access the data and signs the contract. Once the validation is
done the user will be charged according to the smart contract’s
rules. Accordingly, a usage token is issued to the user.

Token usage flow is shown in the figure 2. The steps of the
token usage flow are as follows:1) The buyer or user logs in the
platform using their credentials.2) The buyer requests the data
using their provided token. 3)The ML engine requests the usage
rights to the ledger before proceeding.4) If the buyer
acknowledged by the system, the blockchain replies with the
hash of the requested data.5) The engine queries the data using
the hash and other information returned by the
blockchain.6)The buyer can download the data or use the ML
cloud engine to train it.

IV.DISCUSSION

In this study, the authors focus on the protection of personal
healthcare records wusing blockchain-federated learning.
Privacy is most important, especially in the case of medical
imaging data. As the Al based model is getting traction these
days especially in the field of medical imaging, protecting the
private information is necessary before used in the real time
environment. Particularly in the time of pandemic, Al based
model has been used for detecting Covid-19 using medical
imaging, however these models have not been used because of
the leakage of the personal information as well as the models
are not robust. With the availability of Federated learning it is
ensure that robust model could be made without leaking the
private information and at the same time combination with the
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blockchain helps to transact data securely with different service
providers. Recently NVIDIA Clara FL — a FL based framework
has been using for testing purposes in medical devices. If it is
successful then the toolkits developed using this framework
will help the radiologist to develop the algorithm in their own
institutions using their own patient data. The start-up Owkin
works on machine learning developed a federated learning
platform that gives the owner the power to track of their data
usage [17]. The way the federated learning is gaining the
traction and giving hope for building robust AI model and make
is generalized .it can be assured that FL based learning will be
used in other healthcare areas such as pharmaceutical industries
and also life science industries and FL in combination with
blockchain technology will provides hope that the medical data
could be shared to all service providers without leaking the
private information.

V. CONCLUSION

In this paper, a solution based on blockchain and Al
Federated learning has been proposed to protect and share
safely the patient’s healthcare data. After analysing the
potentials of combining blockchain and Al, we realized that the
proposed solution would help to build robust models and share
them without being compromised. However, the application
wasn’t developed and tested, yet this solution is indeed
promising. In the future, our proposed framework will be
implemented and tested in a real-world environment and its
effectiveness will be studied more in detail.
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