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Abstract— The shortage of resources and services
coincides with the expansion of urbanization. Modern
technology utilization has become necessary to
compensate for this shortage and to provide services

which give urban residents a good life. The Internet of
Things is one of the most reliable technologies for solving
such problems because its devices are capable of
collecting data via connected sensors. The problem of
securing this data from cyberattacks increases because it
contains important information about people. In addition,
studies have also shown that most of the collected data is
going to be stored in third-party databases in coming few
years. For several reasons, designers are not able to adopt
encrypt everything approach within IoT device which
provides significant protection of collected data. In this
research we are going to discuss the challenges which
designers faces during the implementation of data
encryption within their device as well as have a look on
the present support. A model is proposed at the end of the
paper to address designer discussed issues and challenges.

Keywords—1oT, System Security, loT Device Security,
Cryptography, Machine Learning, System Design.

I. INTRODUCTION

The Internet of things (IoT) is one of the most
groundbreaking innovations in human life. Due to the useful
services it delivers to users, IoT has evolved and spread
quickly[1]. IoT device incorporates unlimited number of
components in order to allow technological advancement and
facilitate people’s everyday life and function. Societal ideals
such as equity, confidence, anonymity, discrete option and its
behavior can be emphasized by the adoption of IoT technology.
IoT applies to billions of internet-connected devices all over the
world, that store and exchange data. There is a further growth in
the amount of IoT devices in the world, predicted by Statista that
by 2025 more than 75,440 billion of devices will be functioning
[2]. This exponential rise is attributed to low cost manufacture
of computer chips and the spread of communication
technologies [3, 4].

In IoT devices, sensors are used for detecting and collecting
real data from the world. The data obtained is redirected to
remote services for further process and analysis, review thanks
to the advanced internet access mechanism integrated in IoT
devices. IoT devices are belonging to a broad collection of
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heterogeneous, because of the difference in its environment and
its objectives. In comparison, the environment in which IoT
devices may be installed restricts the size and resources sch as
processing power, memory, and energy. Although IoT devices
are of wide-ranging and diverse, they are identical in certain
features, such as IoT devices are designed to collect and exchange
data alongside limited resources [5-7]. The nature of IoT devices,
constraint resources requires the involvement of compacted
version of functional software in such devices. Therefore, the
operational software in such devices has to be a lightweight to
comply with resource constraints.

Since IoT devices are primarily configured to collect and
transfer data through the internet without being administered by
people, they can be at risk that any machine linked to the internet
might confront. In addition, it is challenging to protect IoT
devices in contrast to other online connected devices because of
its restricted resources. loT device’s collected data hold numerous
personal details of the consumer that places high emphasis on
confidentiality in the user perspective. For these reasons attackers
deem IoT device’s collected data as their primary targets[8]. In
fact, growing demand of IoT technologies has intrigued hackers
to focus their efforts to manipulate and monitor these devices and
data they generate. To mitigate this adverse situation, IoT devices
should be safe from any possible attacks[9, 10]. The encryption
of messages produced by IoT devices is important, taking into
account data value, which eventually rises tremendously [11].

IoT device designers are responsible for delivering a sound
and secure device without sacrificing their performance.
Therefore, several studies are released to guide designers and
developers in choosing appropriate encryption according to their
device specifications, bearing in mind design efficiency. Besides
available research, numerous organizations frequently issue
recommendations for the same reason.

The encryption of the data collected and exchanged via IoT
devices is essential and highly recommended. It improves
consumers' trust and confidence in IoT products by ensuring that
they do not disclose the collected data to any unwanted party, that
will ultimately contribute to an acceleration of social adoption.
For many factors, IoT device designers face difficulty in choosing
a suitable encryption for their device which can do the aimed task
at device basis without negotiating the device efficiency. These
factors are being discussed in this paper. This paper covers the
numerous forms of technical assistance offered by researchers
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and organizations to designers. Finally, we will introduce our
proposed model concept, which would provide designers with
significant assistance in attempt to remedy the complexities they
are confronted with, when selecting a suitable encryption that
can be consistent with their IoT device.

A. Research Contribution

IoT devices collect an important data about the user and their
surroundings. Therefore, it is very important to transmit IoT
data in secured manner. It enhances consumer trust in IoT
applications and would inevitably lead to accelerating this
technology's social acceptance. Software-level data protection
inside an IoT device poses challenge for IoT device designers
for several reasons which are discussed in this paper. Hence,

II. 10T SECURITY ISSUES

IoT smart utilities, including smart homes, smart cars, and
smart drugs, have extended to everyday life, pushing the
automation of the new virtual system into the corporeal realm
[12]. Cyberthreats does not last in the virtual world only, but it
may even roll into a physical life, such as a home, medical
devices and smart cars that can affect human life in a
significant fashion. As a result, the safeguarding of everyday
life should not only be solved by cybersecurity — security
problems declined when it was deemed at the time of IoT
device design and development [13]. Cybersecurity numerous
intrusion tactics tend to attack distinctive layers of an IoT
network. As an loT develops, cyber-attacks complement the
physical threats.

In comparison to traditional users of embedded computers,
most IoT devices are tracked via smartphone applications. To
exploit a control panel of an IoT device, an IoT application
intentionally transmits rich device’s data, Connecting mainly
to the firmware [14]. Data protection becomes a big concern
for device architecture for each IoT network.

A number of IoT device producers did not establish security
standard benchmarks for their devices, while others use their
own security standards which are not consistent with other IoT
devices produced by different manufacturer. Although there
are no security measures in the old versions of IoT devices.
Based on the White Scope study, seven pacemakers’ model
were found to have about 8000 susceptibilities. In the
beginning, not utilizing cryptographic mechanisms were the
key reasons for this large amount of vulnerabilities [15]. These
concerns called for implementing security by design creative
approaches in IoT devices to solve those problems.

I11. SECURITY BY DESIGN METHOD

GAIN

Security by design is a creative approach suggested by
several corporations to integrate required security measures
into the software and hardware development life cycle, not
after detecting a violation. Security by design importance is
increasing as by following this method billions of vulnerable
IoT devices are expected to be secured from the majority of
popular and widespread security breaches. Since these devices
are connected to the Internet, they are a vulnerable point where
any security attacker can collect sensitive information or
disrupt service. In addition, most of these devices have been
developed without any security considerations, making them
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some sort of assistance provided by several organization and
researchers to guide the IoT device designers are discussed as
well. In addition, a model is proposed that might provide a
significant assistance for the addressed challenges.

B. Paper Organization

This paper is organized in a way that will start with
discussing IoT devices data security issues and the importance
of including the security within the design of IoT device. Then
it went through the challenges which the designers of IoT
devices face when they want to secure the data of their device.
Lastly, the insufficient support available resources led to the
proposed model which discussed at the end of this paper.

easier targets for security attackers [16]. Many vulnerabilities
and threats have proved to have an impact on the lives of
individuals when the design of an IoT device is built relying on
user knowledge, comprehension, and security awareness.
Implementing device security during the design process, will
help the user to identify IoT security importance and motivates
them to make the correct decision that ensures their safety [17].
The government of UK is calling for the technical consideration
of this idea to fulfil the criteria of IoT security [18].

In the next section we will discuss the reasons behind the
need of designers to be guided and encouraged to involve the
security in their design and what prevents them from doing that.

IV. DESIGNER CHALLNGES

A. IoT Environments

Internet of things (IoT) is an internet of (physical) devices
[19] interconnected with electronics, software with the ability of
exchanging data [20]. In short, IoT transforms connected nodes
into intelligent devices for recording, monitoring and processing
data which are collected from their surroundings in real time
[21].The goal of IoT is to simplify many facets of our lives and
to increase process efficiency [21]. The use of IoT devices is
currently increasing quickly [22] and found in quite diverse
domains. For a number of purposes, separate domains
implement IoT in their fields. For example, deploying IoT in the
retail sector, is to enhance consumer engagement and to
introduce useful resources[23]. Though IoT is more commonly
used in medicine and for even more valuable reasons, such as
remote patient observation, provide reliable analysis, care
details and increased treatment quality [24, 25]. In the fields of
curriculum, preparation, and management development, [oT has
already started to be applied in education [26]. [oT is found in
many other domains such as smart cities for purpose like
electricity and transportation management [13, 27-29], smart
homes for purposes like home automation and monitoring,
Natural disasters, agriculture[30], social domain[31] etc. IoT
implementation in different domains created heterogeneous
measures for usage of IoT devices, rendering standardization an
unlikely mission. The lack of standardization is one of the
limiting factors in selecting an encryption technique and
prohibits the labelling of the right encryption technique for IoT
devices [32, 33].

B. Applications of IoT

Because IoT's ecosystem generated heterogeneity, the
massive applications used led to system limitations that
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eventually restricted their capacity and led to their resource
constraints [34]. IoT devices are compact in scale and may be
incorporated with other systems. [35] or may found as
individual devices as CCTV camera. The sensor or actuator
type can vary depending on the application for which IoT
device is used. When IoT devices have been incorporated in
other systems, designers must confine themselves to the main
system necessity, including IoT device size and power
supply, which ultimately limit [oT devices' performance. In
recent years, the field of nanotechnology has significantly
improved, enabling IoT device designers the opportunity of
reducing the device specs to make it suitable for to be used in
any application. In addition to the number of sensors and
actuators that can be used increased the feasibility of
implementing IoT device in different application [36]. The
purpose and nature of the IoT device determines the sensor
type used. Different types of sensor dependent on deployment
applications may be used in IoT device. In terms of
embedding these devices, the broad variety of used parts and
resources are considered to be a positive feature which makes
them applicable in a wide range of applications and
environments, nevertheless the drawback is that each IoT
device requires a customized encryption technique as the
architecture and the used parts are vary from one device to
another [37, 38].

The hardware issue with power and storage constraint
often needed designer management [45]. IoT systems tend to
have limited processing power in order to minimize costs and
use of electricity. Computing constraints often hinder access
to IoT-enabled resources.  The hardware limitations
mentioned affect the type of encryption technique used to
protect IoT devices [37, 38].

C. Cost of IoT Devices

Besides the large rise in amount of IoT devices and their
launch in different fields, which are supposed to accomplish
certain IoT projections, they have had an overwhelming
positive effect on the global economy. However, there is a
more reality in price declines in the increased amount of IoT.
To get an understanding of the downturn in the price for the
IoT business, take the single sensor pixel price as an
illustration, we can see that over 10° of price decline, as the
cost dropped from EUR 100 000 in 1960, down to 0.02 in 2010
[39]. This fall in prices will deter developers of IoT devices
from investing in IoT security research.

D. Embedded Systems to IoT Transformation

Usually, the embedded device can be described as a device
that contains hardware and software that is intimately linked to
a particular function, part of a broader framework, not
independently programmable by the user, and can work with
or without minimal human interference [40, 41]. In 1974, the
first integrated computer machine was introduced utilizing a
single-board computer and microcontrollers and built into a
wider package [48]. IoT's fundamental basis is embedded
systems, although the only difference is that they do not
provide overt internet connectivity, while the internet was
launched earlier in 1969. The IoT was first used in 1984, long
before the name was recognized, as the coke press remained
allied to the internet to document the availability and time of
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the drink [49]. Mark Weiser invented omnipresent computing
in 1990. Ubiquitous computation utilized advanced embedded
machines to partake with anything but not seen [50]. Later, the
basic idea of [oT was adopted when sensor nodes were designed
to identify and exchange data of particular embedded devices
seamlessly [1, 12, 51]. In 1999, Bill Joy first pioneered Device
to Device Correspondence in his Internet taxonomy, and Ashton
first used the term 'Internet of Things' [52, 53].

As background reveals, IoT devices are the product of the
development of embedded systems. The background of several
designers is from embedded systems who consider security not
to be a problem since embedded systems are essentially used
without any internet connectivity in closed and disconnected
systems. [42].

V. 10T ENCRYPTION TYPES

Encryption is a structure that keeps knowledge from those who
are not permitted to access it or change it [43]. The encryption
strategies began with the popular 'Caesar Cipher' and after that
period have progressed into more sophisticated algorithms that
are quite reliable and not likely to be outbreaks much. Various
encryption methods can be used in IoT devices, each has various
hardware specifications, has a different effect on their resources
and offers a different degree of protection, which makes it
challenging to choose encryption.

A. Conventional Encryption Techniques

The two basic types of conventional encryption,
symmetrical (public key) and asymmetrical (private key)
encryption. Conventional encryption was planned mostly to
attain higher degree of protection level and ignored device
performance parameters such as AES for 128 192, 256 main
sizes of hardware and software. [44]. IoT products scale is their
signature, designers are compelled to reduce the resources of
devices i.e., memory, storage, and processing capacity, to
achieve the appropriate size. [oT systems are classified as
resource-constrained devices, which essentially minimize their
capacity to handle standard code size. Therefore, in many
situations IoT devices cannot use conventional encryption [45,
46]. Two separate kinds of digital encryption are essential and
are reviewed below.

1) Symmetric Encryption: Both a recipient and a sender
grant a shared key through secure communication. Symmetric
encryption is known for its easy operations[47], XOR and
permutations are mainly faster and do not consume much
resources, along with processing speed. [46, 48] this is why it
is ideally suited for IoT applications [49]. Symmetric encryption
provide reliable approaches and cost-effective data safety
without negotiating security [48]. However, assigning a hidden
key is susceptible to threat. In differentiating between different
encryption methods through symmetrical encryption, the
distinction between block cipher and stream cypher plays a
significant role. In this category, there are several encryption
techniques including AES, RC2 and blowfish. Moreover, most
of these encryption techniques use significant power during
operation. [50].
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2) Asymmetric Encryption: Asymmetric encryption
method requires the encryption and decryption of a couple of
public and private keys. Under this method, there are many
encryption techniques, such as RSA, DSA and ECC. In
cryptography, asymmetric method addresses the key issue,
but uses more power [51].

B. Encryption Approaches for IoT

In heterogeneous IoT environments and applications, there are
various challenges and problems including energy usage,
restricted batteries, performance costs, memory capacity and
ICT security [52]. Furthermore, resources-limited devices with
low computational power, less memory, short battery life and
small bandwidth need a well-organized security solution
without collapsing IoT resources [53, 54]. IoT devices are also
not structured and the manufacturer has all the ability to choose
things that will fulfill the product intent. Encryption technique
is one of the attributes that designer must select carefully based
on his device specs. Thus, the range of IoT encryption
techniques must be comparable with the of ToT devices
architecture variety without conceding security. Researchers
are widening the spectrum of encryption methods in research.
Growing Encryption techniques in research are of two forms,
lightweight encryption, and combined encryption technique,
discussed below.

1) Light-weight Encryption: Since conventional
encryption techniques are incompetence with most loT devices
and applications, many researchers appeared to discover an
effective encryption technique by lowering the coding scale of
the conventional encryption techniques as in [55, 56] where the
researcher created a compact version of AES encryption and
optimized power and size efficiency. Although no extreme
requirements and specifications are defined for lightweight
cryptography algorithms, usually include one or more of
limited hardware execution scale, the low computing capacity
of microcontrollers (microprocessor); Low deployment costs
and decent protection [57, 58].

UG -

Devices

0o

Message size

Figure 1. Encryption Code Impact on IoT Device Parameters.

The consideration of IoT devices requirement of minimizing
the effect on hardware resources, security has been
compromised and weakened. NIST notes that lightweight
cryptography is a subset of encryption intended to offer
solutions for applications typically involving smart low-
powered devices [59, 60].
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2) Combined Encryption Technique: The combined
encryption technique was found to resolve the simplicity of
lightweight encryption and bring some flexibility to IoT data
encryption by combining two or more data encryption
approaches [61, 62]. As each encryption strategy has its power
and disadvantages, the unified technique aims to tackle each
drawback [63]. Under the combined encryption strategy, there
are two key types, i.e. hybrid encryption and cascaded
encryption. The main distinction between the two groups is that:
hybrid encryption splits the data into parts and uses separate
encryption technique on each component. While cascaded
encryption refers to a method which encrypts the entire data
twice by same or different encryption techniques. The
combined encryption technique has been successfully used in
the research work and mostly with the watermarking techniques
[62]. Hybrid cryptography attracts the interest of many
researchers, as there were few stable hybrid cryptosystems
offered to secure IoT devices, especially in smart cities [3].

VI. AVAILABLE SUPPORT

A. Security Guidelines

All the concerned organizations are not only responsible for
providing significant resources to IoT device designers and
developers but also to encourage and enable them in creating
secured [oT devices capable of protecting the IoT user data
[64]. Several organisations provide manuals to guide designers
and developers with best practices to secure their device by
design.  IoT Security Foundation [65] is a non-profit
organisation committed to IoT protection excellence. In their
publication of Best Practice Recommendations, there is a full
discussion devoted to encryption and what protocols to follow
when implementing encryption for an IoT device [66]. For this
purpose, they plan a conference in December 2020 for IoT
designers and developers [67].

Infocom Media Development Authority IMDA [68] has an
annual guideline released yearly for IoT device
designers\developers and IoT users as well [69]. A discussion
on cryptography and how to select a secured encryption
technology was addressed in their 2019 guideline published in
January 2019. In March 2020, their new guide was released.
There are several other organisations of the same viewpoint as
the above instances, such as European Union Agency for
Cybersecurity (Anisa).

B. Researchers contribution

Many literature works have performed numerous
experiments, analysis, and comparisons among various styles
of encryption, and have given their conclusions in their
literature to enhance the awareness of designers and developers
and simplify their decisions on encryption selection. In one of
the literature used raspberry pi and Arduino to test a number of
symmetric encryption techniques and their effect of on energy
of these devices [70]. Other paper concluded that algorithms
such as RSA, 3DES, AES, blowfish and RC6 are unacceptable
to be used with IoT devices because their energy consumption
was higher than anticipated [50]. But the heterogeneity of the
IoT environment has been neglected, and such encryption
techniques could be used in certain IoT devices that have access
to the power supply, as most found in smart home applications.
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While other research compared the efficiency and
implementation of four distinct methods of symmetric
encryption and three forms of asymmetric techniques [5].
Other analysis has obtained data from the symmetrical and
asymmetric encryption literature and then related the block and
stream to various key sizes and numbers [46]. This study finds
that block chips are additional multipurposed than stream
ciphers. In other research, Raspberry Pi and Beagle Bone
Black were used to test several symmetric encryption-
decryption techniques and equate execution times by checking
multiple blocks and stream cipher [71]. This research
concluded that the encryption execution time ran faster on
Raspberry pi. In [72], AES and XTEA were conducted with
comparative analysis. This study was carried out to determine
the possibility of using XTEA on embedded low-resource
platforms.

VIIL. PROBLEM STATEMENT

IoT devices utilized in very wide range of environments
such as healthcare, smart homes, smart city, education etc as
well as its being used for different application within each
environment caused the heterogeneous and constraint
resources nature in IoT devices. In addition, the designers of
IoT device knowledge basically comes from embedded
systems, usually used in isolated systems and cybersecurity
violations are not of major importance for them. Moreover, [oT
devices belongs to a low-cost market that limited financial
research investments. Besides all the above aspects of the
challenges IoT designers face, the wide range of encryption
available for IoT device with distinct impact on the IoT device
parameter, selecting a suitable encryption for a particular IoT
device has become a complicated task.

Taking into consideration the significance of securing the
data of IoT device users in the social adoption and further
development and growth of this technology, the available
support to overcome this dilemma and provide designers with
substantial assistance to simplify their job is not enough,
Further work and commitment must be expended in this area,
taking into consideration the new tools available. In this
respect, we propose our model using machine learning in order
to provide designers with additional assistance.

VIII. PROPOSED MODEL

The implementation of IoTES proposed model is a web-
based service where the designer will access and provide his
device parameters as shown in the figure 5. The model backend
will run on matching the most appropriate encryption based on
the IoT device information designer provides.

A. Dataset preparation.

IoTES will rely on a primary dataset which we are going to
collect through several experiments. Several encryptions
belonging to the four cryptography methods discussed above
are going to be used. Three different message sizes will be
encrypted by each encryption which will be operated on three
different off shelf single board computers SBC such as
raspberry pi to increase datapoints number and enhance the
behaviour understanding of each encryption. The impact
reading of tested encryption on SBC parameters will be
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recorded, including processing power, execution time and
memory usage.
Encryption Techniques Impact on loT device Parameters
Dataset

| { &
01
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Symmetric

o

Lightweight

o)

S Asymmetric

Figure 2. Data set building structure

B. Model development

Model development is he next step to dataset creation. It
starts with Exploratory Data Analysis EDA where data is
analysed, use different techniques to interpret the collected data
to make analysis easier, more reliable and more effective.
Feature Engineering plays an important role in machine learning
success or failure. Features are important for predictive models.
Those attributes which are useful to the model could qualify to
be feature. Features should be carefully selected to reduce the
curse of dimensionality and that occurs when feature space
“Mathematical Space” has many dimensions and data points are
spread far away from each other. Therefor depth versus breath
analysis will be conducted. The purpose of a feature, other than
being an attribute, would be much easier to understand in the
context of a problem. A feature is a characteristic that might help
when solving the problem. Next, Dataset will be splatted into 2
segments. One is for training and the other for testing and
portions will be distributed 80% and 20% respectively.
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mmwur- e <
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Figure 3. [oTES working mechanism.
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We will be using several Multiclass classification techniques
and choose the best performance outcome. Data will be
validated using several techniques and tuned to help us in the
selection of best fit technique for our model. Once the best
performed classification technique has been selected then we
will start to test the model and keep on tuning it until we reach
to highest possible performance. Typically, as designers
develop protection for IoT, have their own concerns and criteria.
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Figure 4. [oTES Model methodology

In our model, we combine the points concerning the designer
and the technical aspects of selecting an acceptable encryption
technique. Message size and encryption time are essential for
selecting the necessary encryption, but designers may have
other parameters for their IoT device, such as memory size and
microprocessor/microcontroller model. In the first stage, the
data generated by the IoTES user will be contrasted with the
minimum data set criteria accessible, the model will abort
execution if the inputs are less. This move is necessary to
preserve the model output at the real level and ensure that the
model performance is not adversely affected during the
assessment period.

While the input fulfils the minimum requirement, the model
transfer the data to all divisions and nodes until the input meet
the minimum specifications. The output shall contain the total
efficiency and effect on each of the input parameters of all
matching encryption techniques. This offers designers the
chance to determine, not just the final outcome, but on their
priority criteria.

The model representation is given as in the first step, the
designer enters the design parameters for a specific IoT device
through a provided interface. Once the parameters are
received, they are sent to the IoTES model. The model is
consisting of our already designed dataset where the
information and different parameters of all the IoT devices are
present already. Based on the machine learning algorithm, the
model decides and selects the suitable encryption mechanism
for the particular IoT device. The model sends the feedback of
matching encryption to the interface where designer can view
and interact with the matching encryption provided options.
Model representation is given in figure 5.

ISBN 979-11-88428-07-6

Sorry, your device doesn’t meet the
minkmumn requirement

g% ]
ECDH DES-AES ' Blowfish 3peg

B unsa PRESENT CLEFIA

0

o EdzssIs A e
ECDSA

ELGamal
.

Figure 5. Model representation

IX. CONCLUSION

The lack of standardization and the flexibility of ToT device
design are factors for the IoT industry to flourish and be
employed in several environments and applications beside the
great facilities IoT products offer at very low cost. in the other
hand, most of low-price IoT devices and simpler design are
being manufactured and shipped to the market and finally
reached the end-user without any built-in data security. The
reasoning behind this is that most IoT device designers are
coming from embedded system background where these devices
work in isolated, with cost-effective sensors and actuators for
which security breaches are illuminated. Moreover, the broad
variety of usable encryptions in IoT and dissimilar effects on
device parameters complicate the selection of an appropriate
encryption for a particular [oT device. These considerations go
beyond IoT devices installed in smart homes or smart cities,
they also address sensitive devices capable of accessing critical
patience data and tracking the heart like a pacemaker implanted
in the human body. Although designers face many obstacles, the
task of securing IoT data is challenging. Many organisations and
scholars have provided some sort of assistance. Due to the
significance of securing loT deice data, further work is required
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to provide more useful assistance. In this regard we have
proposed IoTES model which is designed by using machine
learning algorithm.

X. FUTURE WORK

Further analysis on the proposed model will be carried out.
Aimed at implementing and testing [oTES model.
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