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Abstract—Considering the spread of the intentional false
news, to be aware of the new news is important. In this research,
the Automatic Deep Vocabulary Grouping and Combination
for News Credibility and Reliability Evaluation is proposed
which includes Key Vocabularies Merging Method and False
News Warning Method. By merging different algorithms, the
proposed system could cluster and group the fake news
according to the found features of various fake news content.
The proposed system could find and verify the features of the
specific intentional false news according to the proposed deep
combination evaluation function. After suitable verification and
recursive checking, the minimum groups for clustering the fake
news could be given. Based on the collected features of the
various intentional false news, the new coming news can be
classified as the false news due to the feature matching
percentage. According to the verification, all the collected and
proved fake news could be found and clustered into the
corresponding fake news groups.
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I. INTRODUCTION

D UE to the online community or social media, various
information can be exchanged quickly. Without
verification, all the information broadcasted between people
may be under misrepresentation [1]. Considering the
anonymous using or none-recognition social media user,
false news or fictitious information could be made for
specific purpose. The false news could spread faster than the
true story or clarification news. Although most news can be
searched and verified through the search engine such as
Google [2], Yahoo [3], etc., to find the correct information
from various sources and various news is still difficult.

There were different methods proposed to detect the false
news based on the supervision [4]. To find and detect the
false new, the content of the news could be the important
factor [5]. In addition, to take the background or profiles of
the user into consider could be also the solution for false
news finding [6]. Based on the crowd-sourcing approach, the
false news could be verified according to the public
annotations or replies. However, when the false news are
intentionally given or spread, public news readers may not
differentiate true or false news [7]. Furthermore, if the false
news is written maliciously, it's more difficult to classify the
news due to some organizations or groups would
intentionally spread the false news.

In addition, some languages would make the verification of
news more difficult. For example, the possible combination
of Chinese vocabularies would make the meanings
completely different [11]. Currently, by using the specific
keywords, the search engines would find the possible
information for verification according to the statics of
keywords. Hence, considering the probability of the
keywords included in the found information or web pages,
different keywords could be combined as the new potential
vocabularies [8-10]. In other words, by adaptively combining
the key words, the features of the news can be described and
defined.

Considering the rapidly changing of the online news and
information spread through the online media or social
community, the feature keywords or vocabularies are
changed quickly. Furthermore, the content of false news
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could be various and huge. To continuously collect the data
from social media is needed. In addition, to manage big data
from the online media is also required. Corresponding to the
big data management, the Hadoop/MapReduce[10,15,19,20]
and Spark were proposed [25]. All the vocabularies are
treated as the key. Then, the total among of the keys
(vocabularies) appeared in the article or web page can be
evaluated and counted as the value. Hence, each online article
or news can be represented as (key, value) corresponding to
all the vocabularies appeared.

According to the proposed research, by adaptively
combining the found vocabularies, the feature of the similar
online information can be found [10]. However, different
false news would be various in different content. Some false
news may appear only few hours, some may cause several
days spreading with huge data. Therefore, to collect the huge
data online for feature of the intentionally spread false news
is an important issue.

In this research, the first step is to collect the proved false
news from the third party impartial agency. To collect the
verified data or information, the automatic data collection
based on the online crawler is needed. Corresponding to the
vocabulary combination procedure, the suitable length of
keywords for the same false news could be found. In other
words, the suitable features of the same feature can be found.
By comparing different types of false news and the
evaluation based on the dynamic multiple dimension K-mean
algorithm, the features or groups which intentionally spread
the false news could be found.

This paper is presented as follows. Section 2 gives the
related works. Then, the proposed procedure for news
credibility and reliability prediction is given in section 3.
Section 4 provides the conclusion.

II. RELATED WORKS

An easy way to comply with the conference paper
formatting requirements is to use this document as a template
and simply type your text into it.

These days, dur to the online media including video
streaming, social media, or online forum, people could
receive various information more quickly. However, some
intentional false news would cause damage from the health to
the vote. Some research were proposed to differentiate the
true and false news. In addition, corresponding to the various
languages, the complete vocabulary in the sentence or article
should be taken into consideration [10]. There were
procedures proposed based on the language corpus [9,11,12].
According to the vocabularies stored in the corpus, the
various vocabularies could be identified and recorded as the
text-pattern. However, the information or new vocabulary
comes every day. To automatically collect the information
online is important.

Hence, in this research, the web crawler [13,14,20] is used
to collect the online information included in the web pages.
Based on the web crawler, the application could continuously
collect the data from the Internet. From different search
engines or web pages, the information or potential news can
be gathered.

After obtaining the data from the Internet by crawler, the
data or vocabularies should be evaluated. Since the total
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amount of the collected data could be huge, to parallel
process the big data based on the distributed system is needed.
Hadoop/MapReduc was the data analysis application
proposed by Apache or Google [10,15,19,20]. Since the data
size from the Internet could be huge, the Hadoop Distributed
File System or Google File System was proposed for dividing
the huge data into blocks and distributed storing [16-19]. All
the corresponding information about data storage can be
managed based on the HBase, the database based on the
cloud environment. The HBase is the noSQL type database.
Hence, the length of each data can be various instead of the
traditional fixed data length in database. In other words,
although the size of information or data from different
network sources could be different, the HBase on cloud could
still provide the storage space and record it with better
performance.

Suppose that to analyze the complete collected data is
called Job. Then, the data will be divided into several
partitions for parallel processing, called Tasks. Each job
could be divided into multiple tasks. These tasks are mapped
to multiple computing nodes or virtual machines [26]. After
the computing and evaluation, each report of the task from
the computing node could be sent back and summarized.
Based on the Hadoop/MapReduce, each found vocabulary
from the collected information or data will be represented as
'key'. The total amount of occurrences corresponding to this
'key' vocabulary can be counted and represented as the 'value'.
In other words, the report related to the data after analysis
could be represented as the set: {key, value}. Finally,
according to the reduce procedure, the value with the same
key will be added up. At last, only one report corresponding
to each information collected from Internet could be given.

Since the content of the coOllected information from the
Internet could be various, the data size after analysis would
be different and huge. In addition, to execute the
Hadoop/MapReduce program also requires huge computing
resource. Hence, considering the computing ability, the cloud
computing environment is needed. Via network connection
and virtualization technology, the virtualized computing
resource such as CPU, memory, and storage space, could be
merged into the computing resource pool. When a user needs
the computing resource, the computing resource in the
resource pool can be integrated as the virtual machine for the
user. If no more using the virtual machine, the computing
resource can be returned to the resource pool for further using.
Therefore, the computing resource for services such as IaaS,
PaaS, and SaaS, can be rapidly used [27]. In other words, if
the configuration and environment of the virtual machine is
on demand defined, the user could obtain the cloud services
such as SaaS more directly and quickly. Therefore, the cloud
computing could be the solution to repeatedly and
continuously analyze the information gathered from the
Internet.

After analysis related to the collected information, the
feature of the content should be found. In addition, there are
various news, information, and data from Internet. The
features between different information or data could be
different. Therefore, to group the similar information or data
from these collected data is important. Then, the possible
features of this grouped data such as the false news makers or
spreaders could be found. To find the possible relationship
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between different data, the clustering algorithms based on
K-means were proposed. According to the group analysis
with vector quantization, different groups with different
features could be found and divided by the following
equation:
] = Z¥=1 ijest(xj - p;)? (1)
Suppose that there are total k randomly selected group
centres from p, to . . The all found features x are measured
the distance between x and group centres. Finally, all the x
which is included in the group S; with the shortest distance

between x and ; are called members of group i. In other
words, when the minimized J is found, all the x could be

individually classified to its nearest group with the centre LL.

III. PROPOSED SYSTEM

In this research, to continuously collect the proved news,
especially proved false news, is very important for training
the proposed system. Therefore, some specific online
websites or news proof data sources are on demand recorded
in the proposed web crawler procedure which is based on the
HTTP protocol [20,21]. By using the selenium [22], Google
search Engine [2], or Taiwan FactCheck Center [28], the
corresponding news (proved false news) could be collected.
Then, the false news spread through the websites, social
media, forum, etc., could be further collected. In other words,
the false spreading paths, media, content, etc., can be
searched and found.

The false news studied in this research is spreading in
Chinese language. Due to the characteristics of the Chinese,
the vocabularies in the content should be divided according to
the ambiguity resolution rules such as Maximum Matching
[23] (mmsegj). Each chunk which includes the neighbour
vocabularies would follow the rules: largest average and
smallest variance of word length, largest degree of the
summation related to morphemic freedom corresponding to
the one-character word, and maximum matching [24].
Therefore, each independent data or information from web
page or social media could be divided into multiple key
vocabularies.

However, to find the key vocabularies, the huge data from
the Internet should be managed. Hence, in this research, the
Hadoop/MapReduce procedure is implemented based on the
cloud environment. By looped ~mmsegj and
Hadoop/MapReduce procedures, the largest average length
of key vocabularies could be found. However, considering
the intentionally spread false news today, new vocabularies,
names, or new homophonic or metaphor vocabularies would
appear. Therefore, in this research, the Key Vocabularies
Merging method is proposed. By sorting, grouping and
combining different found vocabularies according to the on
demand defined limitations and considerations, the key
vocabularies could be deeply searched through the
verification via search engines. The flowchart can be shown
as follows.
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Fig. 1. The flowchart of the proved false news system training.

In this research, the proved false news in Chinese language
could be collected from Taiwan FactCheck Center [28].
Since the news was already proved as the false news, the
corresponding data or information could be the training data
of the proposed system. According to the mmsegj and
Hadoop/MapReduce procedures, the largest average length
of vocabularies or frequently appeared specific vocabularies
could be found and sorted. Then, the clustered and found
vocabularies should be proved and verified as the features of
the specific false news. In this research, the similar content of
the proved false news from different news sources could be
collected and analysed together. Therefore, these similar
intentionally spread false news could be used to train the
proposed system and cluster the possible features of the
collected false news. To find the available and possible
features of the similar false news, the Key Vocabularies
Merging Method is proposed.

A. Key Vocabularies Merging Method

In this research, the Key Vocabularies Merging Method is
proposed for extending the found key vocabularies. Based on
the mmsegj algorithm for Chinese vocabulary recognition,
the basic segments or simple vocabularies can be found.
Considering the intentionally spread false news, the feature
vocabularies may be combined from various found
vocabularies. For example, the vocabulary could be
combined from the name, location, food, even foreign
language. Hence, in this research, the Key Vocabularies
Merging Method is proposed for further extended key
vocabulary searching.

After analysing the similar proved false news, the initial
key vocabularies which represented and sorted according to
value of the set, {key, value}, can be obtained. Then, suppose
that there are total v found initial vocabularies or segments
according to the mmsegj algorithm. The occurrences of the i™
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vocabulary which represented as v; can be shown as O.(v;) =
value. Hence, the Key Vocabularies Merging could evaluate
and decide to merge two vocabularies by following the
decision function based on difference percentage shown as
follows:

|0c(Vi)_OC(Vj)|
Tom = )

false otherwise

where i # j and a is the on demand given value. If the
result of the merge evaluation is true, the i vocabulary and
the j™ vocabulary will be merged as the new vocabulary.

If there are new vocabulary or segment merged according
to the proposed decision function, these new merged
vocabulary or segment should be verified by the following
two checking steps. First step, these new vocabulary will be
tested through the search engines online including different
language vocabulary checking. If the new merged vocabulary
is existed in the general articles, then this new merged
vocabulary should occur frequently. Second step, the new
merged vocabulary should also occur in the all original
proved similar false news. In other words, the occurrence of
the new merged vocabulary should be satisfied the function
shown as follows:

0.(v;) = 0.(new merged vocabulary) > O, (V]-) 3)
where the 0.(v;) = OC(V]-). If these two steps can be
satisfied, this new merged vocabulary or segment can be
recorded. To find the longest feature vocabulary or segment,
the found merged vocabulary and segment will be checked
according to the proposed Key Vocabularies Merging
Method again. When no new merged vocabulary can satisfy
the two checking steps, the Key Vocabularies Merging
Method stops.

New Merged vocabularQ

/ Merging
Key Vocabularies vocabulary
Merging Method Stop

Merge = true

Initial Key
Vocabulary

T'wo checking
steps

Fig. 2. The cycle of the proposed Key Vocabularies Merging Method.

Therefore, based on the proposed Key Vocabularies
Merging Method, the key vocabulary can be extended.
Suppose that the false news intentionally broadcasted would
be written corresponding to the specific person, specific fake
news or sentences, specific organizations, etc. Then, the
probabilities of individual word or vocabularies should be
very closer to another frequently appearing word or
vocabulary. For example, the personal name "§&E{¥" in
Chinese could be divided as two vocabularies: "#&%[E" and "
#i". The first vocabulary is the proper nouns. However,
initially the complete personal name is not defined as the
proper nouns in the database. Therefore, after several cycles
of the proposed Key Vocabularies Merging Method, these
two independent vocabularies, "§5ER" and "¥§i", could be
found that the probability of appearance corresponding to
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these two vocabularies are almost the same since originally it
is a personal name. According to Key Vocabularies Merging
Method, the key vocabulary "E&[ER" can be extended with
another key vocabulary "Fi" as "B# [ Fi". Especially,
according to two checking steps of Key Vocabularies
Merging Method, the new found key vocabulary can be
proved as the new merged and useful key vocabulary as the
feature of the false news. In addition, the new merged key
vocabulary can be recorded into the Chinese proper nouns
database.

Since it is difficult to find the new potential vocabularies
excluding in the database, in this research, additional method:
jieba algorithm, is used for extending the vocabularies. Jieba
algorithm is used to find the possible and potential
vocabulary segmentation of Chinese language [29].

Jieba algorithm is the method to find the vocabulary
segmentation in Chinese [29]. In this research, to find the
possible segment of Chinese words, two possible methods are
used: 1) Rule Segmentation and 2) Statistical Segmentation.

Based on jieba algorithm, a vocabulary dictionary tree
would be used for words comparing and matching by rule
segmentation. In other words, if the segments are already
recorded in the dictionary, the results of matching could
identify the found segments. Considering the vocabularies
used in the social community media, new created words are
frequently appeared. It means that only matching the
vocabulary tree by rule segmentation is not enough.
Therefore, the Statistical Segmentation is also included for
the new vocabularies or segments finding. By counting the
appearance frequency of the potential new vocabularies, the
potential new created vocabularies could be found due to the
frequent using in the text content from various sources. In
other words, with the statistical results, the high frequently
appeared words could be identified and recognized as the
new vocabulary. The new created new vocabulary will be
recorded into the database for matching by Rule
Segmentation in the future. Hence, the new created
vocabularies used in the fake news or social media could be
found and extended more automatically. In this research, the
MapReduce for evaluating the various key segments is used.
Since the fake news spread today would include the personal
names or some homophonic vocabularies created by social
media, the found potential new vocabularies would be
various with huge amount. Therefore, to evaluate and obtain
the statistical results of different text content from various
sources would request huge computing resource. In this
research, by following the MapReduce procedure, the
statistical results could be obtained through counting the
{Key, Value} format which Key is the potential vocabulary
and the Value indicate the appearance times.

In addition to the Statistical Segmentation, the directed
acyclic graph is used to structure the possible vocabularies
according to the word graph scanning based on the prefix
dictionary. The maximum probability of the dynamic
programming path could be found. By using the Hidden
Markov Models (HMM), the words excluded in the
dictionary database could be learned and found. Hence, even
the new words or vocabularies are created according to the
pronounce or other non-traditional grammar method, the
statistical results of the similar content from various news
sources could still be used to identify and recognize the new
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feature vocabularies.

After recursively processing the proposed Key
Vocabularies Merging Method and the jieba algorithm with
Hidden Markov Models (HMM), the hidden vocabularies
and txt segmentations could be found and identified. The
possible feature key vocabularies could be merged and
extended by different segments.

B. Clustering Method

After finding the vocabularies and counting the appearance
of each vocabulary, the features of the specific fake news
should be found and defined. Since the similar fake news
would have similar key vocabularies, these vocabularies
could be used to cluster or group the fake news. In this
research, term frequency-inverse document frequency
(TF-IDF) method is used. Term frequency-inverse document
frequency is a statistical method for information exploration
and text mining through the weighting techniques [30,31].
Each found vocabulary will be evaluated for its importance of
the text content or corpus. Suppose that the term frequency
(TF) of the key vocabulary is high if this specific vocabulary
is important in the fake news. In other words, if the words are
not important in these fake news, the appearance frequency
of the words is decrease in inverse proportion called inverse
document frequency (IDF).

Due to the term frequency-inverse document frequency
method, the important vocabularies could be filtered with less
common words. In other words, after filtering multiple
similar fake news, the specific key vocabularies could be
possibly found since these specific key vocabularies would
be important in the same or similar fake news. In other words,
the similar fake news would include the similar specific key
vocabularies. In this research, these similar or the same
specific key vocabularies are called features of the specific
fake news. Suppose that the features of different fake news
related to various topics would be also different. Then, after
term frequency-inverse document frequency method, the
fake news with the similar key vocabularies or features
should be grouped or clustered as the same topic or purpose
of the fake news. In this research, the Scikit-learn [32,33] is
used for enhance the accuracy of classification and clustering.
Scikit-learn is the machine learning method which uses
Numpy to efficiently perform the linear algebra and array
operations. Scikit-learn provides various classification,
regression and clustering algorithms, such as support vector
machine, gradient boosting, term frequency-inverse
document frequency, k-means clustering, DBSCAN, etc. In
this research, the value k for the k-means clustering in eq. (1)
should be assigned and given. To find the suitable value k,
the Elbow Method [34] is used. Based on Elbow Method, the
elbow point is used to find the minimized value of k which to
be used for k-means algorithm. Hence, by recursively
executing the Scikit-learn method and Elbow Method, the
fake news which were already verified could be clustered and
grouped automatically with less manual operation according
to the found k. In other words, the when the value k is defined,
the total numbers or the fake news groups or clusters is also
defined. In addition, when the numbers or the fake news
groups is defined, the key vocabularies related to each groups
could be called as the features of the specific fake news group.
In other words, after Scikit-learn method and Elbow Method,
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the groups and the corresponding features are defined and
found.

C. False News Warning Method

After Key Vocabularies Merging Method, the features of
the proved similar false news can be found. By analysing
various types of the proved false news, different features
related to these various false news could be obtained.
Therefore, based on the K-means algorithm, the intentional
false news even the news sources can be grouped. After
K-means grouping, the possible types of false news and
possible spreading news sources could be found.

Therefore, based on the classification of the various
intentional false news groups, the features of each group
could be collected. In other words, these features could be
used to represent or indicate the similar false news. Finally,
through comparing and matching the features, the new news
can be analysed and predicted.

Suppose that there are total f, features of the g™ false news
group. In addition, by K-means algorithm, the new news
would be classified and grouped to the g™ false news group.
Then, comparing the found features of the new coming news,
there would be f, features of the new news that included or
the same in the g" false news group. Therefore, in this
research, the new news could be evaluated as the possible
intentional false news by following function:

f
£ x 0% >
False News Warning = {true g 100% = B (4)

false otherwise
where the B is the on demand given value for the

intentional false news warning.

Non-Proved
News

Hadoop/MapReduce for Big
Data

Vocabulary/Seg
ment

K-means
. Grouped
‘ False News Warning Method ‘ Features of
False News
False News Yes—»l False News
Warning Warning
No
End =

Fig. 3. The flowchart of the false news warning.

IV. VERIFICATION AND RESULTS

Following is the implementation example. Based on
mmsegj algorithm for Chinese vocabulary recognition, the
Chinese vocabularies presented in the website or web page
could be separated and recognized as Figure 4. According to
the {key, wvalue} structure, the initially found key
vocabularies and the corresponding appearance probability
are checked. Some proper nouns are already recognized.
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However, many key vocabularies are recognized as the single
Chinese word. Based on the proposed Key Vocabularies
Merging Method, the two vocabularies could be merged
according to equation 1. In figure 4, for example, the
appearance probabilities of "FH" and "i" are almost the
same. According to equation 1, these two vocabularies could
be merged as "PEHL" or "HiFH". However, after next cycle of
the Key Vocabularies Merging Method, due to that the "Fg
" is the independent proper nouns, and "I{FH" is not the
independent proper nouns, the appearance probability

differences between "FaIi" and "HiFg" will be very huge. In

A

other words, only the "PEE1" can be reserved and survived for
the further feature searching.

5 o

5 N

% 1028295 i

T 1001545

H& 972535

50 955500
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] 949175

% 945861

040448 .

Ty

= 975990
2 975549
i 975840
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394847
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798608
34047

Fig. 4. The example of the implemented Key Vocabularies Merging Method.

B - B R A R Y
E
o
b
5
o
b
=

In this research, to cluster and group the fake news which
are collected by the web crawler, the scikit-learn for and the
jieba algorithm are connected by the python program. The
collected fake news and the related features are stored in the
noSQL database on cloud. To provide the visual presentation
and interface, the python matplotlib is also used. In the
beginning, the specific topics of news from the Taiwan Fact
Check Center are all already proved and recognized as the
fake news. According to this recognized topic, the normal
search engines such as Google or Yahoo are used to collect
the similar news. Based on the proposed Key Vocabularies
Merging  Method, jieba  algorithm, and term
frequency-inverse document frequency (TF-IDF) method,
the total found feature vocabularies or segmentations are
various and huge. To cluster and group the collected fake
news which are corresponding to the fake news proved by
Taiwan Fact Check Center, the K-means algorithm integrated
with the Elbow methods is recursively executed. According
to Elbow Method, elbow point could be found around 4 with
less differences of summation of squared distance when the
value k is increased. The result is shown as Figure 5.
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Fig. 5. The found value K based on Elbow Method according to the
corresponding squared distance.

Summation of Squared Distance
I

In the beginning of the verification, there are four different
topics of fake news from the Taiwan Fact Check Center are
collected. Since according to the proposed methods the final
groups could be clustered into correct 4 groups, the related
news from the search engine could be also recognized and
clustered. In this research, there are total 34 fake news from
various sources corresponding to the four main fake news
topics are collected as the data for verifying the classification.
There are 9 fake news are proved similar or the same as fake
news group 1; 10 fake news are proved similar or the same as
fake news group 2; 9 fake news are proved similar or the
same as fake news group 3; and 6 fake news are proved
similar or the same as fake news group 4. To verify the
proposed system, these all 34 fake news are initially given
without grouping and definitions. The proposed system
receives these fake news without understanding the numbers
of topics and the numbers of fake news in each fake news
groups.

After the recursively processing the proposed Key
Vocabularies Merging Method, jieba algorithm, and term
frequency-inverse document frequency (TF-IDF) method
with Elbow Method, the related fake news could be clustered
into the same group by evaluation the square distance
between each fake news and the group center. In addition,
due to the Elbow Method, the minimum numbers of the
groups could be also decided according to the obtained
square distance. Finally, the related fake news could be
correctly clustered into the corresponding groups. Figure 6
presents the average distance between each fake news group
and the different group centers. The average distance of the 9
fake news which clustered into the fake news group 1 is only
about 0.1 square distance from the cluster center 1 but more
than 0.4 square distance to any other cluster centers. The
average distance of the 10 fake news which clustered into the
fake news group 2 is only about 0.1 square distance from the
cluster center 2 but more than 0.6 square distance to any other
cluster centers. The average distance of the 9 fake news
which clustered into the fake news group 3 is only about 0.13
square distance from the cluster center 3 but more than 0.58
square distance to any other cluster centers. The average
distance of the 6 fake news which clustered into the fake
news group 4 is only about 0.05 square distance from the
cluster center 4 but more than 0.47 square distance to any
other cluster centers. In other words, the proposed algorithm
and processes could really recognize and cluster the fake
news correctly.
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Fig. 6. The average square distance between the fake news and the cluster
center.

Therefore, according to the proposed Key Vocabularies
Merging Method, jieba algorithm, term frequency-inverse
document frequency (TF-IDF) method with Elbow Method,
the trained fake news data could be correctly recognized.
Considering the purposes of the malicious organizations or
users, the fake news would be frequently announced or
created related to some specific person or topics. In other
words, the rapidly announced fake news from the same
organizations or groups could be recognized and found.

V. DISCUSSION

Although according to the proposed system the proved
fake news could be recognized and clustered, to predict the
new coming news is still difficult. First, the proposed system
can recognized and cluster the existed and proved fake news.
Based on the collected huge amount of the proved fake news,
the recognition and clustering could be correct. However, the
accuracy of the prediction should depend on huge data found
from the Internet. It means that the prediction is difficult
when there is only a few data collected from the Internet. In
addition, since the new coming news is not identified and
verified, the proposed system could only differentiate this
news according to the related information collected and
announced in the past. In other words, if the most of the news
disseminated by the social media or organization is true news,
then according to the proposed system the new coming news
would be easily recognized as true news. In opposition, if
most of the news disseminated by the social media or
organization is fake news, the new coming news would be
identified and clustered as fake news even it is really true.
The found features would result in the bias when cluster and
recognize the news from specific media or group. In other
words, the history of the media or organization itself would
affect the prediction result. The media or group with more
proved fake news in the past would be easily recognized and
clustered as the fake news in the future.

Second, due to the verification and the proof of each news,
some information or messages hidden in the news would
need time for searching and finding. Some inside information
could be only be proved and recognized after long time.
Therefore, to prove the news true or fake itself is an difficult
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issue. In addition, only more information found then the
current news could be identified as the true or fake news in
the future. Therefore, to directly verify and recognize a news
is true or fake is not easy especially when the related
information is not enough. Finally, the credibility of the
media or organization still plays the main and important role.

However, due to some political purposes, the fake news
would be created and broadcasted by specific malicious
media organization and groups. These malicious parties
would actively spread the fake news. According to the
proposed system, these groups, individual person, even
media organization could be found and evaluated. In the
future, some more tags could be found and defined for these
malicious fake news spreaders. In other words, the credibility
of these malicious fake news spreaders could be evaluated
and given the warning according to the new spreading
history.

VI. CONCLUSION

In this research, the proposed Key Vocabularies Merging
Method could find the features of the specific intentional
false news. Based on the term frequency-inverse document
frequency (TF-IDF) method with Elbow Method, the proved
false news or fake news could be correctly clustered into the
corresponding groups. In addition, the numbers of the groups
related to the false news could be automatically increased. In
other words, according to the analysis of the historic proved
news, the repeatedly found news could be recognized and
verified.

Based on the proposed False News Warning Method,
different intentional false news could be grouped. According
to the comparing with the various groups of the intentional
false news, the false news warning could be given
corresponding to the new news.
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