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Abstract—In this research, the inspection information of 

agriculture and food exchanging is secured based on the 

blockchain technology. Each operator or inspector can be 

recognized and represented as the unique sequential numbers for 

security encryption. According to the chained and secured data, 

the inspection reports are undeniable. The agriculture or food 

safety can be enhanced based on the chained inspection history. 

 

Keywords— Blockchain, Cloud Computing, Security, Agriculture, 

Food Safety 

I. INTRODUCTION 

Nowadays, due to the risk of food safety andpesticide, 

consumers pay more attention to food safety and product 

history. To maintain the food safety, various inspections are 

defined and proposed for the raw material of food or 

agriculture product. Over the years, various countries already 

defined different inspection standards and limitations for 

inspecting the food product, raw material, or agriculture 

product. Each method or machine may only used for specific 

inspection purpose.Therefore, by integrating reports from all 

methods, steps, and machines, the complete inspection report 

of the tested agricultureobject can be provided. 

In Taiwan, pesticides using in crops should be checked 

according to the"Bureau of Animal and Plant Health Inspection 

and Quarantine"[1-2] approval. In addition, various pesticides 

are defined and limited by "Food and Drug Administration" [3] 

in Taiwan. In other words, different information are 

distributed and stored in different databases. Huge information 

posting online are distributed into different web pages. To 

collect and search the related information through various 

websites and web pages should be solved. 

In addition to collect the information from the government, 

inspection results related tofood, raw material, or agriculture 

product, are also the main issues for agriculture and food 

security. For the inspections, various technologies such as 

Chromatography-Tandem Mass Spectrometry, chemical 

regents, etc., are used. After receiving test results from these 

inspection steps or machines, inspectors may need to exchange 

the information or data between each other. Therefore, to 

ensure the accuracy and consistence of these inspection reports 

is important. 

Considering the inspection systems or servicesdevelopment, 

the information or data today can be exchanged through the 

network. Furthermore, the inspection reports are exchanged 

and re-modified between different steps of the inspection data 

chain. The spoofing attack or falsification may be happened 

during data exchanging. Therefore, how to verify the 

authenticity and correctness of the data is important. 

There are various algorithms or applications 

weredeveloped for data security. By using algorithms and 

applications, the security of the transmitted data can be 

encrypted. Some systems secure the information or data by 

using the common security key such as data encryption 

standard (DES) or advanced encryption standard (AES). The 

data transmitter and receiver can exchange the data through the 

same security key for encryption and decryption. However, 

after using the unchanged securitykey for long time, the secure 

key could be speculated.  Therefore, the asymmetric system 

which includes thepublic key and private key was proposed. 

By using private key, the transmitted data can be secured and 

then decrypted by the corresponding public key. However, not 

only the security of the transmitted data, but also the 

correctness of the content should be considered. The content 

between data chain transmission should be undeniable and 

reliable. In other words, from the first step of the inspection 

chain, all the related inspection reports should be 

recognizedand verified.  

To provide the undeniable data transmission, the date, the 

information of machine and inspectors, and the information of 

bothdata receiver and transmittershould be included in the 

undeniable inspection report. Similar to today’s online 

transaction, all the digital information related to data 

transmission should be recorded and verified. Bitcoin is one of 

the famous applications for online transaction. By using the 

private key, block chain technology, and the distributed records, 

all online transactions can be reliable after the complex 

computing works. Therefore, except to the “51% attack” of 

blockchain computing, the report or transaction which is 

included in the block can be undeniable. 

In this research, the inspection report which includes the 

inspector data, machine data, test technologies, etc., are 
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exchanged between different departments and inspectors. To 

ensure correctness of inspection reportsexchanged in the 

supply chain, this research proposes “”, with the contributions: 

1. All exchanged inspection reports have the undeniable 

content. In other words, to ensure each transmitted data. The 

final report can be ensured that all content come from the 

undeniable information or inspection flow. When the final 

report is provided to the members of supply chain, the 

inspection report is reliable. 

2. The data of different inspection steps can be more 

automatically. By using the proposed system, all staged or 

phased inspection reports will be linked as the data chain. By 

using the system which implemented on cloud platform, each 

information chain corresponding to individual inspection task 

can be stored and create with less cost. 

3. The inspection information chain of the proposed system 

can be applied to not only agriculture inspection but also food 

safety inspection. In addition, the system is implemented on 

cloud platform, cost of maintenance for whole proposed system 

can be reduced.  

The reset of this paper is organized as follows. Section 2 

presents the related technologies. Section 3 shows the proposed 

system. In the section 4, the conclusion is presented. 

II. RELATED WORK 

In this section, cloud computing, blockchain technology, 

and the method of agriculture inspection are introduced. 

A. Cloud Computing and Services 

Cloud Computing based on the virtualization technologies 

was implemented for computing with huge computing resource 

[5]. By virtualization technologies, the physical computing 

resources such as CPU, memory, storage spaces, etc., can be 

virtualized and merged as the computing resource pools. Based 

on the on demand required computing resources from the users, 

the virtual machine can implement and the computing task  

could be executed. Through the network, the remote client 

users or systems can obtain the on demand required services. In 

addition to the virtual machine, docker container [12] is also 

popular in cloud computing development. Based on the 

Docker on the cloud environment, containers only need to 

create once and can be used frequently. The services and 

programs can be included in the container in advance. By using 

the virtualization technology based on same docker engine, 

various containers can be implemented and used on different 

computing nodes(physical or virtual computers). Therefore, to 

rapidly create same services or programs on different computer 

nodes, docker container can be the available solution. 

Since services and programs can be created based on the 

virtualized computing resource, to rapidly construct the 

repeatedly used services is possible. By configuring the 

requirements of the services, all the services or programs with 

required processing environments can be packaged as the 

service templates such as Docker containers or virtual 

machines. Thus, when the service is needed, remote userscan 

choose the corresponding template, and create the services 

rapidly. In addition, when the template or virtual machine is no 

longer needed, all the computing resource will be returned to 

the resource pool. Therefore, the computing resource can be 

dynamically managed.  

In this research, due to the detail information of the 

agriculture inspection standard should be collected through the 

various online website, the information collector called web 

crawler is developed based on cloud for repeated using and 

rapid created. The web crawler is proposed as the application or 

service [6] for collecting data from the Internet. By analyses the 

content of web pages, the corresponding information could be 

found. Since the information is posted online based on the 

websites, the information collection procedure may be 

frequently acted. In addition, the total amount of collected of 

collected information through the Internet cannot be predicted. 

Therefore, to be able to manage the huge data (or big data), the 

web crawler based on the cloud computing platform is needed. 

B. Blockchain 

Blockchain is the newly famous technology for distributed 

information security [10,11]. Blockchain is the technology to 

decentralize the storage and parallel process the security. Each 

computing node of the blockchain will operate based on the 

proof-of-work (POW). By using the cryptography, all 

information records, also called blocks can be chained or linked. 

Each block includes the previous blocks hash code time stamp 

and the transmitted data. Because of distributed computing 

design, each recorded block cannot be altered. Therefore, 

participants in the blockchain can verify the data transaction 

individually. 

When a transaction (data exchanging) happens, the detail 

transacted data will be secured according to the asymmetric 

cryptosystem or digital signature. Then, by using hash function, 

the secured transacted data will be presented as the unique hash 

code. This unique hash code is used for broadcasted to the other 

computing nodes of the blockchain network. 

When receiving one or more non-verified hash codes, the 

computing nodes will put these hash code into block. In other 

words, one block may include many transactions. Then the 

computing nodes which receive the hash code would verify the 

block based on the proof-of-work system. The fastest 

computing node which completed calculation or computing 

task of POW could verify the block. The node verified block 

will be broadcasted to other nodes of the blockchain network. 

The other nodes of the blockchain network will do the 

validation of the received block. If other nodes ensure the 

validation of the transaction block with the valid digital 

signature, this block will be connected to the blockchain (or 

chained). Finally, this chained block is undeniable and not able 

to be altered. 

In other words, to complete calculation or computing task 

of POW and ensure the validation of transaction block need 

huge computing resource. Furthermore, all the chained blocks 

with the transaction information will need huge storage space. 

Therefore, not only distributed system but also cloud 

computing should be considered for the blockchain 

applications. 
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C. Agriculture Inspection 

Considering the services of agriculture inspection, the 

inspection procedure, standard, and tolerance information of 

the pesticides should follow the government decree. In Taiwan, 

the provision of the inspected pesticide are defined by different 

departments. The information of recommended pesticides, and 

the detected tolerance or allowable residue of the pesticides are 

defined by the Bureau of Animal and Plant Health Inspection 

and Quarantine, and Food and Drug Administration. The 

corresponding information can be obtained through different 

websites and various web pages. Therefore, every time the 

pesticide is detected through the agriculture inspection 

procedures, the detected pesticide should be compared with the 

list defined by the Bureau of Animal and Plant Health 

Inspection and Quarantine, and Food and Drug Administration. 

Today, most agriculture inspections are developed based on 

the Chromatography-Tandem Mass Spectrometry technology. 

The mass spectrum shows the plot of signal which indicates the 

ratio function of the mass-to-charge. Comparing the detected 

spectra signal with the signal of the standard sample, the 

elemental feature of the sample, the mass of the molecules, or 

the structure of the compounds can be determined [8]. To 

obtain the spectrum, some mass spectrometry machines are 

based on gas chromatography-tandem mass spectrometry 

technology (GC-MS), and some are based on liquid (LC-MS). 

Figure 1 is the GC-MS machine and Figure 2 is the LC-MS 

machine [9]. 

 

 

Figure 1. Chromatography-Tandem Mass Spectrometry 

 

 

Figure 2. Chromatography-Tandem Mass Spectrometry 

 

D. Data Exchanging 

To consider the agriculture safety, there are various 

inspection method, procedure to do it. Each step, machine, or 

procedure will finally give the inspection report of its detection. 

Mostly, a batch of the inspection report includes more than one 

test item. In other words, these inspection reports may be 

exchange during different inspector or phases of inspection. 

Hence, the total amount of data exchanging will be huge. To 

confirm all transacted and transmitted data is difficult. In 

addition, each transmitted data should include the information 

such as timestamp, inspectors, phase or machine of the 

inspection procedure, then to be confirmed as the validated data. 

Based on the manual operation, the mistakes of the data 

transcription, copy, or exchanging happen easily. In addition, 

all final inspection report information will be confirmed as the 

trusted sources. Each data could be individually confirmed the 

correctness of validation. Then, the final inspection report can 

be reliable report for the third party uses. Therefore, to improve 

the performance of data exchanging with the validation, the 

accuracy of the undeniable data exchanging service is needed. 

III. SYSTEM ARCHITECTURE AND IMPLEMENTATION 

In this research, considering implementation environment, 

the system is divided into many partitions: Inspection Data 

Chain, Pesticide Inspection Algorithm, and Cloud Computing 

Platform. Figure 3 shows the framework architecture of the 

proposed system. All the services and steps of agriculture 

inspections are based on the cloud platform. Considering the 

proposed Inspection Data Chain and the web-based operation, 

the various virtual machine based on the cloud computing 

platform are needed. In addition, the pesticide inspection 

algorithm is included in the container based on the cloud 

docker engine for rapidly using. The chained inspection data 

can be stored on cloud. 

 

 

Figure 3. Framework architecture of the proposed system 

 

Whenever the agriculture sample for pesticide inspection is 

given, this sample will be delivered to the corresponding 

agriculture inspection machines such as GC-MS or LC-MS. All 

the information between different phases of the agriculture 

inspections will be transmitted and exchanged based on the 

proposed inspection data chain. By collecting all the related 

chained data, the inspection report can be made according to 
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the undeniable data. Finally, the complete inspection report will 

be checked by the proposed pesticide check algorithm if there 

is any pesticide residual detected. The flowchart can be shown 

as Figure 4. 

 

 
Figure 4. Process flow of the proposed system 

 

In Taiwan, government defined over 380 kinds of pesticide. 

For each agriculture objects, only a few of the on demand 

defined 380 pesticides can be spraying. In other words, 

pesticide valid for apple may be not allowed for rice. In 

addition, the mixed pesticides are also common and popular 

used for agriculture. Therefore, suppose that there are total m 

kinds of inspected independent pesticide. Then, the possible 

total amount of pesticides can be defined as  where n is 

from 1 to m. Therefore, to ensure all possible mixed pesticide is 

important and becomes the heavy workload. In addition, 

according to gover4nment announcement, independent single 

pesticide is not allowed for the agriculture object but may be 

allowed when it is mixed. There is an example of was apple 

(also called bellapple, Syzygiumsamarangense). If the 

pesticides such as Cyprodinil and Fludioxonil are 

independently used, the list of the “Bureau of Animal and Plant 

Health Inspection and Quarantine” will show 

“not-recommended”. In opposition, if these two pesticides are 

on demand mixed and then for wax apple. The combination 

pesticide is listed as “recommended”. Therefore, how to check 

the pesticide inspection is important. 

A. Pesticide Inspection Algorithm 

Since the possible total amount of pesticides can be defined 

as , the total amount of pesticides which should be inspected 

can be defined as follows [9]: 

                  (1) 

where m is the total amount of the inspected pesticides.  

After obtaining the corresponding pesticide inspection data, 

the data should be quality managed and inspection filtered. 

First, considering the quality management, solvent without 

agriculture or pesticide should be used. If value of ppb sis 

larger than 5. That quality management is fail and the field of 

checking is marked as “unqualified”. In addition, Calibration 

curve is used for the pesticide inspection R%. if value of R% is 

equal or less than 85, or larger than 115, the calibration curve of 

the inspection system is called initialized. 

Then, the agriculture pesticide inspection can be started. All 

the agriculture pesticide inspections are done from the various 

staged and machines of inspection procedure. After collecting 

the chained inspection data based on the proposed inspection 

data chain, the chained data can be undeniable and for further 

checking step. 

If there is no pesticide inspected, this agriculture sample can 

be marked as “safe” or “qualified”. In opposition, if there is any 

pesticide inspected, the data of inspected pesticides will be 

checked by the proposed inspection algorithm. According to 

the data, all the inspected pesticides will be listed. Following 

the list, all the information will be collected online based on the 

web clawer of the proposed cloud computing platform through 

the Internet. In other words, by obtaining the corresponding 

information from the web pages of Bureau of Animal and Plant 

Health Inspection and Quarantine, and the Food and Drug 

Administration, to check whether the pesticide is 

recommended/non-recommended or the valid total amount of 

pesticide residue. 

First, in the proposed pesticide inspection algorithm, the S/N 

value of all the pesticides will be check according to spike. If 

the S/N value is less than 10, it means that the inspection is the 

controversial result. If the S/N value is smaller than 3, the 

inspection data will be marked as unqualified. 

Second, there are three quality indexes Q1, Q2, and Q3 used 

in the quality management. Q1 and Q2 are composed to control 

the quality of management, called QR. In addition, Q1 and Q3 

are composed and used in the quality of management report, 

called QF. QR and QF will be used to check 10% of the all 

pesticides. Following shows the corresponding conversion 

equations. The %Rec field of each index Q1, Q2, and Q3 can be 

covered into the R% and RPD% of Qr and QF. 

            (2) 

          (3) 

             (4) 
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         (5) 

 

If the R% of the inspection data is not within the range from 

60 to 140, the inspection data will be defined as unqualified. 

Based on the PRD% value of QF and QF, if the value is larger 

than 20, this inspection data is also defined as unqualified. 

When any unqualified pesticide inspection data is reported, 

the inspector should re-start the inspection from scratch. In 

other words, only the inspection data is qualified by quality 

management, the inspection data can be sent for next phase: 

concentration check. 

Third, all the pesticides are filtered. If the value of the 

individual inspected pesticide residue is equal to or larger than 

7 ppb, the information correspond to the inspected pesticide of 

the agriculture sample will be sent for concentration check. 

Since the pesticides inspected from different agriculture 

samples are various, the concentration check of each 

agriculture sample is done independently and individually. The 

residue of inspected pesticides large than 7 ppb is checked and 

compared with the information from the web pages of Bureau 

of Animal and Plant Health Inspection and Quarantine, and the 

Food and Drug Administration. Based on the proposed cloud 

computing platform, the legality, recommended, allowable 

residue of the inspected pesticide can be checked. 

B. Inspection Data Chain 

Considering the pesticide inspection procedure, the final 

report is the integration of data which comes from various 

inspection machines, inspectors, and inspection phases. 

Therefore, a reliable final report is based on the undeniable data 

from all inspection procedures. In this research, corresponding 

to the actual inspection procedure, the data of each individual 

inspection procedure should be exchanged between different 

phases, procedures, and inspectors. Therefore, to confirm the 

correctness of the data exchanging, the blockchain technology 

is developed. 

Since the total amount of exchanged data could be huge, to 

reduce the mistakes during the data exchanging is important. 

Suppose that there exist a data transmitter and a data receiver 

when data exchanging. Instead of the receipts, transmitter and 

receiver could use the individual identification information or 

codes to “transact the data transaction” between each other. 

Similar to the online electric transaction, the data exchanging is 

also treated as the transaction. When the data needs to be 

exchanged or transmitted, the transmitter which cloud be an 

inspector, or the system should send the request to the receiver. 

If the receiver is available, the receiver will replay a transaction 

query which includes the required information related to the 

receiver to the transmitter. When receiving the transaction 

query, the transmitter starts to block the inspection data 

according to the in demand defined block chain algorithm with 

transmitter its own information (or private key). Hence, 

according to the blockchain technology, this data transaction 

can be secured by the private secure key which is similar to the 

asymmetric cryptosystem. After the computing and 

verification by other computing nodes, the data transaction 

between the transmitter and receiver is secured as the “block” 

and undeniable.  

Then, the data of the following inspections will be also 

blocked. Therefore, the current blocked data which is related to 

the earlier blocked data will be chained. In other words, the 

inspection data managed from the first appear and until now 

will be connected as the chain data. Hence, to summarize the 

final report of the inspection, all the data from different 

inspection procedures and inspectors will be chained together. 

Finally, all the data shown on the final report can be trusted and 

undeniable. 

In addition to the inspection data exchanging, to verify the 

block is also important. In traditional blockchain structure, 

each computing node of the blockchain will operate based on 

the proof-of-work (POW). In addition, the computing nodes 

need huge computing resource. Therefore, to have huge 

amount computing nodes with enough computing resource is 

important. In this research, since all the inspection data chains 

only exist within the local data flow network, to operate based 

on the POW through the external network or computing nodes 

is not reliable. According to the proposed system structure, the 

cloud computing platform could provide the virtual computing 

nodes with enough computing resource for the internal 

blockchain network. These internal virtual computing nodes 

will do the validation of the received block. In addition, the 

chained inspection data blocks can be also stored based on the 

proposed cloud computing platform. 

In this research, the private key for blockchain computing 

is based on the recognition and identification of inspectors' 

faces. Based on the face recognition, the features of individual 

face could be translated into the sequential numbers. Since 

each face is unique, the corresponding sequential numbers 

could be also unique. Therefore, when the inspection data is 

exchanged between different steps of pesticide testing or 

different inspectors, the data exchanging is managed similar to 

the digital transaction between users. By using both unique 

sequential numbers corresponding to different inspectors for 

blocking the data, it means that the data is recognized and 

verified by both inspectors. In other words, after blocking and 

chained, the secured data is undeniable. 

 

C. Cloud Computing Platform 

Considering the computing workload according to the 

equation (1), the huge computing resource is needed for various 

combinations of different pesticides. In addition, to frequently 

obtain the online information from different data source also 

costs computing resource. Therefore, in this research, the open 

source cloud computing is proposed. Based on the cloud 

computing platform, the docker engine is implemented for 

container services. The proposed algorithm and system can be 

also developed and included in the container. When trigger 

events happen, the corresponding container can be 

implemented for specific services. 

When the pesticides are inspected according to the pesticide 
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inspection algorithm, the pesticide residue and the legality of 

spreading on specific agriculture should be checked. Since all 

the information are presented by the website online without the 

database accessing, web crawler for online information 

obtaining based on the trigger events can be the solution. 

If the temporary inspection report shows that no pesticide 

inspected, the inspected agriculture sample is defined as "safe". 

In opposition, if there is any pesticide inspected, then each 

inspected single pesticide or multiple mixed pesticide 

according to equation (1) should be checked. Therefore, 

different agriculture inspection reports may trigger different 

web crawler events. In Taiwan, the agriculture inspection is 

defined by Bureau of Animal and Plant Health Inspection and 

Quarantine, and the Food and Drug Administration. Therefore, 

in this research, the web crawler is established based on the 

cloud docker container. When the web crawler is needed, the 

container can be executed for online inspection data searching. 

Then, not only the recommended pesticide but also the 

maximal pesticide residue information can be obtained.  

First, in Taiwan, the recommended pesticide is defined by 

two rules: 1. the license of the used pesticide; and 2. the 

recommended using of the crop. Therefore, all the found or 

inspected pesticides will be checked that the legality and valid 

period of the license which registered by any pesticide 

manufacture. In addition, the government already defines the 

limitation of each pesticide for using on specific crop, called 

recommended pesticide. Only when the both rules are satisfied, 

the pesticide inspected can pass the recommended pesticide 

check. In other words, even one pesticide was registered 

validly without recommended for specific crop using, the 

pesticide inspected will be marked as "not recommended". It 

also means that the not recommended pesticide is used in this 

inspection sample. 

In addition to the web crawler service, the proposed 

Pesticide Inspection Algorithm is also implemented based on 

the cloud environment. In Taiwan, the pesticide residue is 

defined and limited by the Food and Drug Administration. 

Considering the possible changing of the maximal pesticide 

residue made by the government, the web crawler service is 

also needed and triggered for obtaining the corresponding valid 

residue value when any pesticide is inspected in order to 

maintain the correctness of inspection. Therefore, in this 

research, the proposed Pesticide Inspection Algorithm is also 

included in the cloud docker container. When the container is 

triggered, the report of the proposed Pesticide Inspection 

Algorithm will be evaluated and given. In other words, only 

when the container including the Pesticide Inspection 

Algorithm is needed, the container will occupy enough 

computing resource for computing.  

Furthermore, the proposed cloud computing platform also 

provide the POW and storage service for the inspection data 

chain. Since the computing resource based on the cloud 

platform can be huge, multiple virtual machines can be created 

as the blockchain computing nodes for POW service. Since the 

configuration and the programs of the virtual machine can be 

formatted as the ISO file, the total amount of virtual machines 

needed for POW can be dynamically changed and given. In 

other words, the POW service of blockchain can be done within 

the internal network. Furthermore, all the blocked data can be 

chained and stored on cloud.  

IV. IMPLEMENTATION 

In this research, the cloud computing platform is 

implemented based on the Ubuntu open source operation 

system. The virtual machine is created based on the CloudStack 

environment.  

In the beginning, the inspectors should upload the temporary 

inspection results from LC-MS or GC-MS. In this research, 

when an inspector uploads the result data or file to the system 

on cloud, the data transmission between this inspector and the 

online system happens. First, the proposed system provides the 

web based user interface for system users shown as Figure 5. 

The inspector could upload the inspection result of the LC-MS 

or GC-MS.  

 

 

Figure 5. User interface for system users of the proposed system 

 

According to the collected data from various inspection 

procedures, if there is any pesticide is detected, the pesticide 

inspection algorithm is triggered. First, further information or 

queries can be given by the inspectors through the web based 

user interface. Then, based on the proposed pesticide 

inspection algorithm included in the container, the information 

related to the recommended pesticide and valid pesticide 

residue can be obtained and confirmed. The proposed pesticide 

algorithm will catch the information through the website of the 

"Bureau of Animal and Plant Health Inspection and 

Quarantine" and “Food and Drug Administration” via web 

crawler. Finally, the final inspection report can be given by the 

proposed pesticide inspection algorithm shown as Figure 6. 

The quality of the agriculture inspection sample can be 

qualified according to the final inspection report.  
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Figure 6. Final inspection report of the agriculture sample based on the 

proposed pesticide inspection algorithm.  

 

Since the data is exchanged between inspectors and 

proposed system internal, to ensure the correctness or accuracy 

of the inspection data during transmission is important. In this 

research, every time the data is exchanged from one inspection 

step to another, the transmitted data should be blocked 

according to the blockchain algorithm. Suppose that the input 

data is presented in Hexadecimal representation. Figure 7 

presents the inspection data. Figure 7 shows the plaintext of the 

inspection report. After blockchain algorithm computing, 

Figure 8presents the blocked and chained inspection report. 

The plaintext of the inspection report. After description, the 

original inspection report from the inspection data block can be 

also shown as 49006e0066006f00 in Hexadecimal 

representation. 

 

Figure 7. plaintext of the inspection report. 

 

After blockchain algorithm computing, Figure 8 presents the 

blocked inspection report. 

 

 

Figure 8. blocked and chained inspection report 

 

In addition to blocked and chained the inspection data, all 

the blocked data should be able to be checked and verified. For 

example, if the input data presented in Hexadecimal 

representation, then after description the original information 

data should be presented the same. 

Furthermore, considering the verifiable block and 

undeniable information data of inspection, the inspector 

corresponding to individual data should be included in the 

inspection data chain. Then any wrong data can be traced and 

tracked related to the step of inspection and corresponding 

inspector. In this research, the face identification is used for the 

private key generation. According to the feature of human face, 

each face can be formatted as the feature vector or serial 

numbers. Therefore, by using the unique feature vector of 

individual face, the corresponding private key for blocking data 

can be given.  

V. CONCLUSION 

Based on the proposed system, the inspection data flow can 

be managed and undeniable. In other words, the whole 

inspection report from the beginning to the final report can be 

confirmed. The inspection chain based on the blockchain can 

enhance the accuracy and reliability. In addition, via the 

proposed pesticide inspection algorithm included in container, 

to maintain and confirm the inspection information becomes 

more easily with less cost. The cloud computing platform 

provides huge computing resource that the original manual 

operation in comparing the online data defined by the 

government can be also reduced. Generally speaking, the time 

cost for whole inspection procedure can be reduced from days 

to hours.  
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