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Abstract—exponential growth of the use of connected objects,
in particular of smartphones, is the consequence of the digi-
tization of services. All types of applications, from the least
critical to the most critical are available on mobile devices
through mobile applications. The daily penetration of mobile
applications in widely used devices brings certain threats. We
find in the software repositories malwares and good application
at the same time, which is a major cybersecurity problem. To
resolve this problem, machine learning approaches have been
proposed in the literature for the detection of malware in general
and Android malicious applications in particular. Obfuscation
techniques are used by developers to hide malicious applications
that implies the need to update Android malware detection
models. But many approaches in the literature are more focus
on data than features. Hence our contribution is an incremental
learning approach capable of detecting Android malware. We
propose through UFILA approach an updating of features for
the detection and classification of android malware by adding new
features. We evaluated 13 classification algorithms and chose four
most efficient algorithms to implement our approach. The results
obtained by our approach surpass several malware detection
approaches in the literature. The values of the metrics obtained
respectively by the Accuracy, the precision, the recall and an
F1-Score are 99%, 99% ,98.6 %98 %.

Index Terms—Android malware classification, classification
algorithm, incremental learning, Android malware detection,
machine learning, cyber-security.

I. INTRODUCTION

Over the past decade, we have seen an exponential growth
in the use of smartphones. The report of Digital 2020 of "We
are Social” [1], already indicated that in January 2020, there
would 5.19 billion mobile users in the world . This number
represented 67% of the total world population and this corre-
sponds to an increase of 2.4% compared to January 2019. This
growth goes hand in hand with those of mobile applications.
The mobile system Android exploitation in particular which
represents 80.8% of mobile operating system users according
to the Digital 2020 report by We are Social [1]. Growth very
often leads to setbacks. We find that the growth in the use
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of mobile applications in our daily tasks has also allowed
the development of malicious Android mobile applications.
According to Statista 2021 [2], from June 2016 to March
2020, the total number of new Android malware was 482,579
per month. In addition, according to the same report, over
than 25% of mobile users were attacked by malware in the
third quarter of 2020. Algeria, Nigeria, Morocco were the most
affected African countries with respectively 16.28%, 13.31%
and 11.12% of recorded attacks.

Fig. 1. Countries with highest mobile malware encounter rate Q3 2020. [2]

This growth in cybercrime has triggered a lot of research
to detect or classify malicious Android apps. The searches
can be classified into two categories namely those using
artificial intelligence algorithms including machine learning
and deep learning and those using other algorithms such as
the similarity algorithms(Scoring Algorithm) or Signature
based [3] [4] or Integrated Detection Mechanisms [5]. Several
analysis techniques are used by researchers including static,
dynamic and water analysis for the classification or detection
of malicious Android applications (Sihag, Vardhan, and Singh
2021) [6]. The introduction of artificial intelligence methods,
such as machine learning, has improved the outlook for
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Android malware classification an detection. But According
to Zou et al. 2020 [7], Vasan et al. 2020 [8] and Rathor
et al.2020 [9], several malicious application developers
use obfuscation techniques such as insertion of dead code,
reorganization of subroutines, decryption transposition and
wrapping to hide malware or create variants of a existing
malware family in order to evade detection. This makes
models obsolete because they cannot detect vulnerabilities
that are not taken into account in the training of the model
[6] [10]. It will be necessary to add new features during the
training process that allow the updating of the models. It
is this sense that the authors Sanghani and Kotecha 2019)
[11] developed an incremental personalized email spam filter,
which is an incremental learning framework using Support
Vector Machine(SVM) so as to update the features. In this
approach the features are selected before the incremental
learning process. So the possible impact of the non selected
features between a precedent step and a next step is not
considered. Then we can not make correlation between the
initial set of features and the new features. Published research
on this issue of updating features is very rare. This justifies
our contribution. We propose an incremental classification
approach, Updating Features Through Incremental Learning
Approach(UFILA), which allows the addition of features.
Thus, this work focuses on an incremental learning approach
that allows updating of features for the classification of
malicious Android applications. In this proposal, we are the
following contributions:

1) The proposal of UFILA, which is an efficient and func-
tional system for classifying and identifying Android
malware, enabling the features updating.

2) The evaluation of the effectiveness of UFILA using clas-
sification algorithms: Extra Trees Classifier (et), Random
Forest (rf) Classifier, Light Gradient Boosting Machine
(lightgbm), Decision Tree Classifier (dt).

The paper is structured as follows: After this introduction, in
section II we discussed the state of the art of Android malware
classification and incremental learning. In section III, we
detailed our approach and methodology. Section IV allowed us
to present the different elements of our experimental process:
the dataset, the experience environment and the metrics used
to measure the performance of our approach. In section V, we
presented and analyzed the experiential results. We end the
paper by a conclusion in the last section VI.

II. STATE OF THE ART
In this section we discus through previous work on the
approaches of classifications and incremental learning.
A. Android malware classification using machine learning

Classification is a task that requires the use of machine
learning algorithms to assign a class label based examples in
the problem domain. In the literature several researchers have
used classification algorithms to classify malicious android
applications. (D. Li et al. 2017) [12] presented a fine-grained
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Android malware detection mechanism. They used Drebin
datasets with 5560 malware from different families. Various
classification algorithms such as Gaussian Bayes, Bernoulli
Bayes, Decision Tree, Random forest, Logistic Regression and
SVM have been tested. Random Forest showed the greatest
accuracy which is 98.61%.

(Liu et al. 2018) [13] proposed an Android malware de-
tection model based on LightGBM. The model consists of a
new feature selection method, which contains Chi2 and Extra
Trees, and a LightGBM classification method. A corpus of
2000 malware and an equal number of benign samples are
prepared to verify the model. The results show a high accuracy
of the model which is 96.4%

(Arora et al. 2018) Arora2018 have proposed a hybrid
malware detection system by combining a supervised and
unsupervised method. In the detection engine, the supervised
method (KNN) and the unsupervised method (K-medoids) are
combined and provided an accuracy rate of 91.98 %. However,
an improvement in the level of precision is still necessary. In
addition, the number of samples in the training and test data
set is relatively small.

(Kedziora M et al. 2019) [14] have developed a detection
model using five classifiers and three selection algorithms.
A number of 1958 requests were reviewed, and the 996 are
malware with an accuracy level of 80.7%.

(Modallal 2020) [15] proposed MLSecAndroid which is a
tool capable of identifying Android malware using a combi-
nation of machine learning classification techniques and the
number of features extracted (permissions, calls API, user
comments, etc). He created a dataset that contains 17,100
Android applications (14,984 benign applications and 2,116
software applications). And achieved 98.21% accuracy and
93.52% recall

(Alazab et al. 2020) [16] proposed an efficient classification
model that combines authorization requests and API calls.
Android applications using a large number of APIs. The model
has three different grouping strategies to choose the most
valuable API calls to maximize the likelihood of identifying
malicious Android apps. The empirical results obtained with a
true malware dataset containing 27,891 Android applications
is Fl-score of 94.3%.

B. Learning incremental

Incremental learning is a method of machine learning in
which the input data is continuously used to extend the
knowledge of the existing model, i.e. to further train the model
[17] [18]. It represents a dynamic technique of supervised
learning and unsupervised learning that can be applied when
training data becomes progressively available over time or its
size is out of the limits of system memory. (Brooks and Manza
2013) [19] added that, incremental learning is a machine
learning paradigm in which the learning process takes place
whenever new examples emerge and adjusts what has been
learned based on new examples. (Marc Masana et al, 2020)
[20] asserted in their survey that the future of machine learning
systems is incremental learning. Machine learning algorithms
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can be used for incremental learning according to (unwei
ZHONG et al, 2017) [21].

(Chefrour 2019) [22] approaches in the same direction by
saying that the well known methods as effective in the context
of static machine learning do not offer an alternative for
evolution and dynamic adaptation to integrate new data or to
restructure already partially learned problems. In this field,
incremental learning represents an interesting alternative and
constitutes an open field of research. Algorithms that can facil-
itate incremental learning are known as incremental machine
learning algorithms [23] [22]. We have several works using
classification algorithms to implement incremental learning.
Here we present some of those works.

(Li et al. 2020) [23] have developed an incremental learning
method based on the Multiclass SVM called "IMCSVM”,
which gradually improves classification ability by learning
new malwares samples. Their incremental learning method is
to add new classes to the existing classification model.

(Lopez-Lopez, Regueiro, and Pardo 2020) [24] proposed
a new incremental learning approach that combines a deep
functionality encoder with an open dynamic set of SVM, to
solve the problem of identification people of interest (Iol)
from streaming face data. (Sanghani and Kotecha 2019) [25]
developed an incremental custom email spam filter, that is an
incremental learning framework using SVM which overcomes
the limitation of a static decision model to handle drift concept
and deeply improves the performance of the classifier.

It emerges from the state of the art on incremental learning
that most of the proposed approaches only update the data. The
proposed approaches allow either to solve a lack of data, or
for a problem of large amount of data that cannot be supplied
to the model all of a sudden. So it’s a horizontal update
that means an update of the data. The explored literature did
not address vertical updates that involve features. In UFILA
approach, our proposal is for a vertical update.

ITI. UFILA APPROACH
A. Architecture and Methodology

In this section we first presented our approach which allows
updating of features through an incremental learning approach
called UFILA presented in figure 2. UFILA is an approach for
classifying malicious and benign Android applications. UFILA
is a vertical approach, so it naturally allows the updating of the
features. Therefore the malware classification model is also
updated. For the implementation of our approach, we have
evaluated thirteen classification algorithms and selected three
that we found to perform better. The different components of
our architecture are: Features ,Features Update and Backup
function ,Data Pre-processing, Training and Model, Testing
and Prediction result.

Features, The data set D, made up of four families of char-
acteristics, is subdivided into four batches notedd,d>,ds,d,.
Features Update and Backup function, The update and
save function allows first to recover one by one the copies
of the d; by concatenating them progressively. The updating
of the features and the saving of the copy of the concatenation
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are carried out. Data Pre-processing, The pre-processing
stage cleans up the data, scales it and subdivides it into two
groups: the training set and the test set. Training and Model
, This step allows to train algorithms in order to obtain a
classification model. Testing and Predictions result ; In this
step we test the performance of the obtained model with other
data different from those used for training.

Training

— | Featuwes || |‘ ‘
| | L]

Model
i1l T u g § | I
| EE
£= l

Testing
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a1 d2 4. Hdn 1
resu

Fig. 2. Architecture of the UFILA approach

The different steps of our methodology are the following:

1) At initialization, the data batch d1 arrives at the Features
Update level, and we save dy in Dy (Dy = di). We
make a copy of Dy in D} and D; goes to the Data
pre-processing stage.

2) We perform the pre-processing at the Data pre-
processing level, the dataset D, is divided into two parts
Dq1 and D5, where D1 is the Train Set and Di5 is
the Test Set.

3) The Train Set is used in the Training step to train the
model.

4) At the Testing step, the Test Set is used to test the
Model, resulting from the Training step.

5) The Prediction result step gives the performance of the
model.

6) We will iterate the process described above. For that
d; with j> 2, is concatenated with D2'71 to give D;.
A copy D} of D; is made at the level of the Backup
component. With D; obtained, the steps 2,3,4,5 will be
traversed. We stop the process when the iterations with
D,, are done.

B. Function features update

In this subsection, we define and describe the concatenation
function which is treated in the Features Update component
in figure 2.

d; : is a set of features, 1 <1i < n.
F;.: is the K the feature of the data set d;. 1 < k < m,;. The
features Fj; are pairwise different.
dy = Fi1,Fi9, ..., Fip,
dg :F217F22, ..... 7F2m2
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dj: jl,Fj27 ..... 7anj

Dj = dj Concat dj—l

D,, = d,, Concat d,,_1

C. Selection of the classification algorithm

The classification algorithms are diverse depending on the
desired goal. The authors [26] performed a study to determine
the performance of supervised and unsupervised classification
algorithms without giving the ranking. For the implementation
of our approach, we have selected through the literature thir-
teen classification algorithms that we tested in order to select
the best for our model. These are: Random Forest Classifier,
SVM-Linear Kernel, Quadratic Discriminant Analysis, Naive
Bayes, Ridge Classifier, Linear Discriminant Analysis, Logis-
tic Regression, Ada Boost Classifier, Ada Boost Classifier,
Decision Tree Classifier, Light Gradient Boosting Machine,
Extra Trees Classifier, Gradient Boosting Classifier. Figure 3
shows the results of some metrics obtained after training on
our dataset.

Model Accuracy AUC  Recall Prec. Fi Kappa MCC  TT(Sec)

et Extra Trees Classifier 0.9825 0.9%61 09286 09704 09430 09187 0.9193 02440
L Random Forest Classifier 09619 09854 09251 08704 09471 09174 09181 01890
lightgbm  Light Gradient Boosting Machine 0 9565 09878 09130 09674 09393 09054 09085 01420
dt Decision Tree Classifier 0.9507 0.9632 09202 09449 09323 08935 0.8938 0.0360
knn K Neighbors Classifier 0.9457 0.9756 089210 09389 092958 0.8894 0.8895 0.4570
gbc Gradient Boosting Classifier 09324 0.9760 08602 09318 09036 08517 0.8544 0.4070
Ir Logisfic Regression 09321 0.9766 08805 09315 09053 08524 0.8534 0.2500

svm 5WM - Linear Kemel 09245 00000 08852 09131 08975 08383 08409 00860

ada Ada Boost Classifier 09202 09725 08615 09175 03883 08284 08278 01210
0.9136

0.9147

Ida Linear Discriminant Analysis 0.9672 08335 09307 08793 08148 0.5178 0.0700

ridge Ridge Classifier 0.0000 08301 0.9313 08777 08126 0.5158 0.0230
0.5891

05808

0.6740 09943 04733 06413 02820 04007 0.0790
06853 09907 04882 06355 02895 03872 00480

qda Quadrafic Discriminant Analysis

nb Naive Bayes

Fig. 3. Selection of the classification algorithm

As one can see Light Gradient Boosting Machine Random
Forest , Extra Trees classifier and Decision Tree Classifier,
classifiers perform better in accuracy , precision, and F1-
score . Extra Trees Classifier has the highest accuracy value
at 96.25% and the other classifiers around 95%, so we choose
these four above mentioned classifiers for the implementation
of our incremental approach.
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IV. EXPERIMENTAL PROCESS

In this part we first present the dataset we used, the working
environment, the tools and methods used to evaluate our
approach.

A. Datasets

The dataset is made up of vectors of 214 features extracted
from 15,036 applications (5,560 malicious applications from
Drebin Project [27] and 9,476 benign applications). The
dataset had previously been used to develop and evaluate a
multilevel classifier fusion approach for malware detection
[28]. For the needs of our experience, we have to separate
the features by category, and we obtain four datasets. dj: it
contents 6 features of Intent, do: it contents 23 features of
API call signature, ds:it contents 72 features of Commands
signature, dy: it contents 113 features Manifest Permission.

B. Experience environment

We conducted our experiment on an HP Z620 workstation
with the following characteristics: Intel (R) Xeon (R) CPU ES5-
2643 0 @ 3.30 GHz 3.30GHz (2 processors), RAM: 34 GB, on
which we installed Windows 10, 64 bit operating system. We
used Anaconda Navigator which is a graphical user interface
(GUI) which integrates several development tools such as
Jupiter, Spyder and allows the use of python 3.6 and Scikit-
learn, a free Python library for machine learning.

C. Classification Metrics

In machine learning and more specifically in classification
problem, a confusion matrix, also called an error matrix, is a
specific table layout that allows to visualize the performance
of a supervised or unsupervised learning approach [29].

True Positive TP: Positive samples correctly classified by
the model,

False Negative FN: A positive sample that is mis-classified
by the model,;

False Positive FP: A negative samples that is mis-classified
by the model;

True Negative TN: Negative samples correctly classified
by the model;

Additionally, the following metrics can be calculated from
the confusion matrix:

Accuracy: Ratio of the number of correctly classified
samples to the total number of samples for a given test data
set. When classes are balanced, this is a good measure; if not,
this metric is not very useful.

A B TP+TN 0
Y = TP Y FP+ FN+ TN
It calculates the ratio of all “correctly detected items” to all

“actually detected items”.

TP
Precision = m (2)

Recall or True Positive Rate TPR: It calculates the ratio of
all “correctly detected items” to all “items that should be

detected”.
etecte . ll_i "
= TPYFN
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Fl-score: It calculates the harmonic mean of the precision and
the recall.
Precision x Recall

F1-— =2
seore * (Precision + Recall)

“4)

These standard performance metrics from the confusion matrix
were used for the evaluation of the model of our approach.

V. EXPERIMENTAL RESULTS AND ANALYSIS

In this section we presented the results we obtained after
implementation of our approach. The figure 8 shows the details
obtained by our model with the different types of algorithms
used for implementation
D1 =d1
D5 = dy Concat D,

D3=d3 Concat D, = d; Concat dy Concat d3
Dy=d4 Concat D3 =d; Concat dy Concat d3 Concat dy

Figure 4 shows the precision, recall, and F1-score metrics
obtained by UFILA with D;. We can say that all metrics vary
between 59% and 79% for any of the four use algorithms . We
note that for all four algorithms, the values of the precision and

F1-score metrics for the malware class are lower than those for
the benign class. We have the opposite with the recall metric.

Fig. 5. Classification report with D2

Fig. 4. Classification report with D1

In figure 5, we obtained with our approach the measures of
precision, recall and F1 score which vary for both malware and
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benign classes between 66% and 89% with D5 . The metrics
have differences between the algorithms used by the approach.

Fig. 6. Classification report with D3
With dataset D3 (figure 6) the precision, recall and F1 score

measures obtained by UFILA vary for two classes between
96% and 99%.

Fig. 7. Classification report with D4

Figure 7 shows the precision, recall and F1 score metrics
obtained by UFILA approach applied to the dataset Dy. The
metrics vary for both classes between 98% and 100% for each
of the four used algorithms . We note that for all the algorithms
we use, the values of the Precision and F1-score and Recall
metrics for the malware class are lower than those for the
benign class.

1in

Extra Trees Classifier
Random Forest Classifier

HistGradientBoostingClassifier
Decision Tree Classifier

aryih)

Aeeain

(30 24(214)

Nata =0t

Fig. 8. Accuracy of UFILA.
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We observed (figure 8) for our four algorithms (Extra Trees
Classifier, Light Gradient Boosting Machine, Random Forest
Classifier, Decision Tree Classifier), that our model becomes
more and more precise when going from D; to D;;1. Thus
the precision of the model has increased considerably from
the initial dataset to the final dataset. In addition to the
increase in accuracy, the model experiences an improvement
of the accuracy as we add features.

Our approach is highly and validly relevant as it initially
achieves 99% accuracy with the Light Gradient Boosting
Machine and Extra Trees Classifier algorithms. We also note
very good performance rates for the other classification metrics
which are precision, Recall and F1 Score which measure
respectively 99%, 98.6% and 98%. This allows us to say that
the model built from our UFILA approach achieves very good
performance values in terms of classification while updating
the features. With UFILA approach, classification algorithms
outperform the results obtained in classical machine learning
(figure 3) and in the DroifFusion [28], [11].

VI. CONCLUSION

In this article, we have proposed a incremental learning
approach (UFILA) whose general objective was the detection
and classification of Android malware. In our proposal, we use
basic classifiers and a feature update function. This function
allows to add new features. We assessed UFILA by using four
separate feature datasets from the same malware and benign
dataset. The results presented demonstrate its effectiveness in
improving performance. We obtained the respective perfor-
mances for the Accuracy, Precision, Racall and F1-score 99%,
99%,98.6% ,98%. Our proposed approach surpasses many of
the literature-based automatic malware detection approaches
[11] [28]. In our next work, we plan to better perform and
optimize the updating function.
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