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Abstract—A modern vehicle contains a large number of
electronic components communicating over a large in-vehicle
network. While the operation of this network is crucial, some
implementations are vulnerable to a number of security attacks
while lacking sufficient security measures. Intrusion detection
systems have been proposed as a possible solution to this, with
those using machine learning receiving much attention. However,
such systems may be hard to interpret and understand. In this
work, we propose an automotive intrusion detection system that
utilizes Random Forest with a dynamic voting technique to
provide a robust solution with interpretability through feature
and model exploration. The proposed solution is evaluated
using two publicly available datasets and demonstrates stable
performance when compared to similar solutions.

Keywords—In-vehicle network, intrusion detection, random
forest, ensemble learning, explainable Al

I. INTRODUCTION

It has been estimated that by 2025, 60% of all vehicles
will be internet connected [1]. Modern vehicles will also
contain a large number of electronic control units (ECUs)
communicating over an in-vehicle network (IVN) and external
communication interfaces to provide intelligent services and
functionalities [2]. It is believed that the increasing connectiv-
ity and complexity will result in increased security risks and
new attack vectors [3]. For example, an attacker might exploit
a vulnerability in the infotainment systems or a communication
interface, then access IVN to affect core vehicle functions
or passenger safety. A number of real-world security attacks
against vehicles have already been demonstrated. For example,
researcher were able to gain access to Jeep Cherokee via
its Wi-Fi interface, and may have been able to modify ECU
firmware [4].

Some critical segments of the in-vehicle network use the
CAN (Controlled Area Network) technology. This popular
bus standard normally only allows transmission of 8 bytes
of payload per message, which leaves little room for any se-
curity functionality such as message authentication codes [5].
Furthermore, firewalls may not work well in these segments
due to the arrangement of the IVN and the external interfaces.
Migrating to more secure bus technologies may not be feasible
for many years, hence as a short term solution, the use of
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Figure 1: Existing IDS and explainable IDS.

intrusion detection system (IDS) have been proposed. An IDS
could be implemented inside the vehicle, in a cloud back-end
or as a hybrid solution [6]. An in-vehicle IDS could detect
abnormal activity quicker, although the implementation needs
to fit the constrained vehicle environment.

Signature-based IDS solutions use a database of patterns
to recognize malicious activity, which may not work well to
detect new threats. Anomaly-based IDS solutions instead try
to learn a system’s normal behaviour and recognize activity
that deviates from that. Advances in machine learning has
increased the popularity of such solutions, for example by
using random forest (RF), artificial neural networks, one-
class support vector machine (SVM), ensemble learning and
clustering techniques [7], [8].

Random forest seems to perform very well in this con-
text, but may be difficult to interpret and explain [9], [10].
Unfortunately, explainability is an important property when
using artificial intelligence for making decisions [11], [12].
As shown in Fig. 1, an explainable IDS must be able to
answer questions related to decisions it makes, its success
and failure and when it can be trusted. Although there are
still no standard guidelines for explainable Al solutions [13],
tools such as SHAP [14], LIME [15], IBM’s AIX360 [16] may
improve explainability by highlighting importance of sample
properties.

Given that, the focus of this paper is to find a reliable IDS
solution for in-vehicle networks that considers both model
robustness and interpretability through exploration. The main
contributions of this paper are as follows:
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1) We propose a reliable CAN IDS inspired by the concept
of "explanation as exploration” for addressing explain-
able Al goals.

2) Using two publicly available standard datasets, we
perform an extensive experimental analysis to evaluate
and assess the model’s capacity to generalize to different
data.

3) We evaluate the interpretability of the proposed solution
and further use it to show that reasonable performance
can be achieved with a subset of the available features
and shorter training time.

The remaining of this document is organized as follows:
related and previous work is discussed in Section II, the
proposed mechanisms is described in Section III and evaluated
in Section IV while Section V contains our conclusions

II. RELATED WORKS

In this section we consider previous work related to in-
vehicle network intrusion detection systems followed by a
closer look at machine learning-based intrusion detection
systems.

A. Intrusion detection system for in-vehicle networks

An automotive IDS can monitor a wide range of input
types to detect issues. Examples include message payload [17],
interpreted payload content [18], timing information [19] and
physical attributes [20].

The IDS itself generally belongs to one of two classes:
a rule/signature-based system where the structure of
valid/invalid messages are specified in a database, or an
anomaly-based system where a mathematical model of nor-
mal behaviour is first constructed and later used to detect
anomalous activities [21]. Rule-based solutions normally re-
quire expert knowledge to create the database, which must
also be constantly updated as new attacks are discovered
or as new devices or functionality is added to the vehicle.
Anomaly-based solutions on the other hand rely mainly on the
availability of data, which possibly makes them more suitable
for use in automotive solutions.

B. Machine learning-based intrusion detection systems

Many recent IDS implementations employ machine learning
for anomaly detection. Interesting machine learning techniques
include various types of neural networks such as recurrent and
reconstructing networks [22], [23], one-class support vector
machines [24] and hidden Markov models [25]. Random
Forest (RF) is another interesting technique and is an ensemble
method that utilizes voting among a group of Decision Trees
(hence the name) [26]. RF is less sensitive to some common
machine learning problems such as overfitting and generally
performs well in intrusion detection tasks [27]. Performance
can sometimes be improved by increasing forest size and com-
plexity, although this comes with an increased computation
cost. It may be possible to find the optimum parameters by
using a hyperparameter optimization method, such as grid
search as demonstrated by Primartha et al. [28].
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Algorithm 1 Dynamic voting with ensemble of random forest
for feature and model exploration

Step 1: Initialization

Initialize models m: RFyy, RFy, RFy3, RFgr4
Initialize control model parameters: g1, ¢2, ¢3
where ¢l < g2 < ¢3

Initialize grid = [¢1, ¢3]

Initialize weights for each model m, w,, =0
Pre-process data (x;,y;)

Aggregate (x;,y;) with windows

Extract feature set f from z;

Step 2: Training participating models

for each model m from 1 to M do

for each feature set f do
Model m fitting with initialized parameters

score(m, x;,y;) = Training score with f

wn

tep 3: Weight generation
for each model m from 1 to M do
Wy, < score(m, x;, y;)

return w

tep 4: Dynamic voting for ensemble generation
for each feature set f do

Dynamic soft voting with w

ST M
§ = argmax. 3, _y WnpPem

w2

For Al to reach a wider acceptance, it is important that
its decision making process can be explained. This has al-
ready been studied in fields such as computer vision, natural
language processing and biology. In the field of security,
Wang er al. proposed a framework to explain why decision
are made and what features they use for intrusion detection.
In [29], the explainable AI concept is leveraged to enhance
trust management by exploring the decision tree model for
intrusion detection. Some recent work focuses on explainable
Al to make intrusion detection decisions more interpretable
[13] while most of the previous works on model interpretation
focuses on other fields like computer vision, natural language
processing, and biology. The lack of research in this direction
makes it difficult for the cybersecurity experts to optimize their
decisions according to the judgments of the model in practice.

III. PROPOSED MECHANISM

The proposed intrusion detection model has three main
parts: a) data pre-process, b) explanation through exploration
and training, ¢) model testing.

A. Data pre-process

In the CAN bus network, most of the normal messages
arrive at a strict frequency and the majority of attacks means
inserting extra messages which causes changes in the fre-
quency patterns [30] [31]. This motivates our pre-processing
to be a frequency-based approach. The detection model in
the micro-controller retrieves CAN messages from the logged
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Figure 2: Proposed mechanism of dynamic voting for expla-
nation through exploration.
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CAN traffic dump. The adopted aggregation technique men-
tioned uses a sliding window technique that is run through
the pre-processed features acquired. As the sliding window
is variable in size, n, i.e., how many CAN messages are
included in the window, the length of every consecutive row
of features per window, also equals n. Every next consecutive
row of features will be shifted by one element as the window
has moved to the next consecutive CAN-frame of the dataset.
Based on this generated aggregation, three more features were
calculated, being: time duration from first frame (¢ set to
0) to the last frame in the window, win_dur, mean time
difference between the CAN-frames in the sliding window,
win_mean_dt, and number of occurrences of the most frequent
CAN ID per window, win_most_freq_id. The time difference
between timestamps, dt, and the time difference between each
individual CAN ID, dt_ID are taken as the time-based features.
A predefined message window that contains one or more attack
messages are labeled as attack or normal, otherwise. The same
feature format is adopted in both the datasets to establish a
generalizability of the proposed solution.

B. Explanation through exploration and training

The quality of an explanation or interpretation of a ma-
chine learning-based detection system needs to be evaluated
in an application-specific manner. It is equally important to
understand the assumptions and limitations of the explana-
tion/interpretation technique. There are still no general guide-
lines for explainable Al solutions [11] [13]. Among other tech-
niques involving trust, mental modelling, human-in-the-loop,
exploration-based solutions are useful to find interpretations
and explanations [12] of certain decisions over others, given
different choices, made by the detection model. Exploration is
done through interaction and drill-down, among other things
to get structure explanations. The model proposed in this paper
leads to improve the transparency of intrusion detection which
is also helpful for a cybersecurity analyst to have a better
understanding of the detection model’s decision. The proposed
model approaches the explanation and interpretation through
exploring feature contribution and model contribution. The
feature exploration tries to find the most important features
contributing to the decision by increasing the prediction prob-
abilities in the right direction. This can be evaluated by finding
out which set of features are increasing the overall accuracy
or other performance metrics of the model. For the proposed

model, a univariate feature selection mechanism is followed
to generate selected and ranked features with tailored intervals
dividing the total number of features into four sections. The
univariate feature selection expedites the selection of the
most important features based on univariate statistical tests.
As a result, the univariate feature selection enables strong
statistical tests that can be used to select those features that
are most important and have the strongest relationship with
the output variable [32]. The model exploration is done
through setting up three control models and evaluating the
final model’s decision based on the contribution of each of
the three control models. The contributions from each control
model is represented in the form of a vote to the final model.
In particular, a set of participating random forest estimators
are initialized as shown in Fig. 2. The proposed mechanism
is divided into four main steps to design the proposed model,
VGREF. In the first step, the participating models, parameters,
and data are initialized as shown in Algorithm 1. In particular,
three control random forest models with parameters q1, g2,
g3 representing the number of trees are initialized where
gl < q2 < g3. A grid search model of random forest RF,;q
is initialized with the range of estimators set to [¢1, ¢3]. The
weights w for each model m is set to 0. The second step
is the training of the participating models, i.e., RF,1, RF,,
RFy3, RFy.;q. After the data pre-processing as described in
the previous subsection, each participating model m is trained
with each feature set f with their initialized parameters. The
training scores achieved with feature set f are saved for
generating the weights in the next step. In the third step, a
weight w,, is set to each model m which is the score of
model m from the previous step. The weights are returned as
a list for the dynamic voting in the next step. In the fourth
step, a dynamic soft voting is performed to generate the new
ensemble of VGRF where the weight of each participating
model m is dynamically adjusted based on their performing
score during training. The sequence of weights from all the
participating models m provide weight on the class proba-
blities p.,, for class ¢ and model m before averaging. The
soft voting predicts the class label ¢ based on the argmax
of the sums of the predicted probabilities weighted by the
dynamic weights of the participating models. Accordingly, a
binary classification problem is solved by the model training
for the two classes, i.e., attack and normal. The exploration is
done in two dimensions with feature exploration and control
model exploration. For each feature set f, the performance
of each control model is evaluated and their performance
contributes as the dynamic weights which train the final model.
This allows to understand which features and which control
models are positively contributing to improving the detection
performance. Therefore, the change in performance of the
proposed model can be inferred from the participating feature
set and control models as will be numerically shown in the
performance evaluation section.



International Conference on Advanced Communications Technology(ICACT)

C. Model testing

After the model is trained with all the different combinations
of the random forest models created, the model is tested with
the best performing feature set f. The comparative models
include the individual control random forest models, the grid
search model, a soft voting model without the grid search
and the proposed soft voting model with all the participating
models. All the models are then tested on the test data of
each of the datasets to predict the outcome of the binary class
problem.

IV. PERFORMANCE EVALUATION
A. Datasets

For the performance evaluation, we have tested our pro-
posed model on the following standard in-vehicle network
datasets:

o Survival Analysis Dataset (SAD): The survival analysis
data includes CAN-bus data from three different vehicles,
being; Hyundai Sonata, Kia Soul and Chevrolet Spark.
Normal driving data and three different injection attacks
for each vehicle are included. The attack packets were
injected for five seconds every 20 seconds for the three
attack scenarios where the attacks do have a real effect
on the vehicle they are injected to. A more thorough
description of the SAD is found in [33] and [34]. The
following three attack scenarios: Flooding, Fuzzy, and
Malfunction were generated that can severely impair in-
vehicle functions or deepen the intensity of an attack and
the degree of damage. This dataset, however, has a fewer
number of attacks.

e ORNL: The ORNL dataset contains real advanced attacks
to the existing collection of open datasets. The dataset
contains anonymized CAN data recorded during ambient
driving and during several network attacks. The dataset
contains real CAN data collected from a passenger vehi-
cle with a variety of physically verified CAN attacks such
as fuzzing fabrication attack, many targeted fabrication
attacks, and masquerade attacks. The attacks are stealthy
by manipulating only the necessary portions of the data
field and sending a single manipulated message per
ambient message of the same ID. Two advanced attacks
that include no fabrication of injected messages are also
included [34] making it a more complete dataset.

B. Evaluation metrics

The performance of the participating models were evaluated
using a variety of performance metrics: accuracy, precision,
recall, F1-score:

o Accuracy gives an estimate of the proportion of correctly
predicted vehicle behavior to the total number of vehicle
behaviors.

TP+TN
TP+TN+FP+FN
Accuracy is a suitable measure for balanced datasets but
for imbalanced datasets, other performance metrics such

Accuracy =

(D
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as precision, recall, and F-1 score are more suitable as
they are less biased.
o Precision gives the proportion of correctly predicted mali-
cious behaviors to the total predicted malicious behavior.
TP

Precision = ————— 2

TP+ FP @

o Recall gives the proportion of correctly predicted mali-
cious behaviors to the total actual malicious behavior.

TP
ll = ———7— 3
Reca TP+ FN 3)
o Fl-score gives the weighted average of precision and

recall.

recision X recall
Fl—score:2><p — €]
precision + recall

C. Performance analysis of the proposed model

A total of 25784 and 27997 instances from the survival
analysis dataset and ORNL dataset were used for experimen-
tation. A 60 to 40 and 50 to 50 of training to test data split
was used for survival analysis dataset and ORNL dataset,
respectively. A gaussian naive bayes model, a KNN model
with 7 neighbors, a multi-layer perceptron model with 300
iterations, three control random forest models with 50, 100,
and 150 trees, as RFmin, RFmed, and RFmax respectively, are
trained. In addition, a grid search model (i.e., GRF) with the
range of 50 to 150 trees is trained. A voting classifier (i.e.,
VREF) is trained with the three control random forest models
where a soft voting mechanism is used. The soft votes are
weighted by the Fl-scores achieved from the training of the
three control random forest models. For the proposed VGRF
model, the soft vote of the grid search is also incorporated to
generate a stable ensemble model which takes the votes of all
the participating random forest models. Table I and II shows
the model training performance with different feature sets and
10-fold cross validation. In the survival analysis dataset, the
proposed VGRF model outperforms all the other state-of-the-
art models in one out of four tests. In the case of the ORNL
dataset, the proposed VGRF model outperforms all the other
datasets in three of the tests. Table III and IV shows the model
testing performance evaluated with accuracy, precision, recall,
and Fl-score. We select the feature set with the highest F1-
score from the training to evaluate the model for testing. The
SAD dataset outperforms all four tests while the highest scores
in all the four metrics are achieved by the VRF model in
ORNL which is close to the performance of the VGRF model.

D. Feature and control model contributions

The proposed explanation model was compared with Local
Interpretable Model-agnostic Explanations (LIME) [15] in
which the authors propose a concrete implementation of local
surrogate models for finding feature importance. For both
the datasets (in proposed explanation), SAD and ORNL, the
most contributing features were found, ordered in decreasing
importance, that is also linked to the most contributing control
models and least contributing control models. The results
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TABLE I: Survival analysis dataset training F1-score.

Features 30 60 90 113

NB 09118 09412 09412 0.9412
KNN 0.6776  0.6912 0.7079 0.7148
SVM 0.7804 0.8306 0.8412 0.8463
MLP 0.7979 0.8053 0.8277 0.8289
RF min 0.9536  0.9900 0.9902 0.9913
RF med 09545 0.9916 0.9909  0.9908
RF max 09554 09912 0.9908 0.9917
GRF 0.9550 0.9908 0.9904 0.9913
VRF 0.9558 09912 0.9919 0.9922
VGRF 0.9547 09908 0.9912  0.9928

TABLE II: ORNL dataset training F1-score.

Features 30 60 90 113

NB 0.2861  0.3351 0.3916 0.4176
KNN 0.3323  0.3405 0.3264 0.3256
MLP 0.3910 0.5120 0.5655 0.5666
RF min 0.7297 0.7749  0.8264 0.8371
RFmed 07392 0.7835 0.8386 0.8436
RF max 0.7382 0.7839 0.8388  0.8473
GRF 0.7398 0.7835 0.8407 0.8429
VRF 0.7458  0.7886  0.8468  0.8508
VGRF 0.7470 0.7881 0.8483  0.8537

are shown in Table V. In the proposed explanation, the
most contributing features in descending order were ID (10
frames), dt(10 frames), dt_ID(10 frames), win_most_freq_id,
win_dur, win_mean_dt. The same order of importance was
also observed by the LIME feature values. Among the control
models, the models are affected by the selected feature set
which also affects their individual performances. For VGRF
to give its best performance, the most contributing control
model in both the SAD and ORNL dataset was RF max and
its dynamic weights were the highest. RF min was the least
contributing control model and its dynamic weight was the
least to make VGRF achieve its highest performance.

E. Average training time

A common trend in all the datasets is that the average
training time increases with the increasing number of features.
However, the training performance in terms of Fl-score is not
always increasing proportionately with increasing number of
features. In case of our proposed model VGRF, with the SAD
dataset, the highest F1-score is achieved at 113 features which
has an average training time of 110s which is closer to the

TABLE III: Survival analysis dataset testing performance with
best training.

Model Accuracy  precision  recall f1-score
NB 0.9526 0.9527 0.9526  0.9525
KNN 0.8188 0.8527 0.8188  0.8064
SVM 0.8940 0.9022 0.8940  0.8915
MLP 0.8355 0.8584 0.8355  0.8369
RF min  0.9929 0.9929 0.9929  0.9929
RF med  0.9933 0.9933 0.9933  0.9933
RF max  0.9948 0.9948 0.9948  0.9948
GRF 0.9940 0.9940 0.9940  0.9940
VRF 0.9943 0.9943 0.9943  0.9943
VGRF 0.9948 0.9948 0.9948  0.9948
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TABLE IV: ORNL dataset testing performance with best
training.

Model Accuracy  precision  recall fl-score
NB 0.7216 0.7740 0.7216  0.7416
KNN 0.8319 0.8069 0.8319  0.7993
MLP 0.8531 0.8452 0.8531  0.8481
RF min  0.9508 0.9535 0.9508  0.9478
RF med  0.9507 0.9534 0.9507  0.9477
RF max  0.9519 0.9544 0.9519  0.9490
GRF 0.9516 0.9543 09516  0.9488
VRF 0.9554 0.9576 0.9554  0.9530
VGRF 0.9548 0.9571 0.9548  0.9523

TABLE V: Explainability of feature and control models

Dataset Proposed explanation ~ LIME value [15]

Most contributing  ID ID

features dt dt
dt_ID dt_ID
win_most_freq_id win_most_freq_id
win_dur win_dur
win_mean_dt win_mean_dt

Most contributing ~ RF max -

control model

Least contributing ~ RF min -

control model

training time measured at 90 features (i.e., 95.03s). The ORNL
dataset achieves the highest Fl-score with 113 features at an
average training time of 202.95s which is closer to the F1-
score achieved with 90 features with an average training time
of 142.51s.

V. CONCLUSION

In this paper, we have proposed a reliable and interpretable
model for in-vehicle network intrusion detection system. The
proposed IDS model is suitable for detecting attacks in CAN
bus with a unique frequency-based approach. In particular,
we have proposed an interpretable two-class attack detection
model that leverages a dynamic voting-based exploration of
features and control models. Moreover, our proposed approach
can generalize to different datasets evaluated in terms of
standard performance metrics such as F1 score and time com-
parison. In future, we will implement the proposed approach
to other in-vehicle network datasets and explanability metrics.

o= Average Training Time ==e= Average Training Time
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0.98 . | L1052

096 - - - 100

F1-score
F1-score

0.94 |

Average Training Time

0.92 +-|
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(a) Survival analysis dataset. (b) ORNL dataset.

Figure 3: Training time trade-off with model performance.
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