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Abstract—With the advent of a hyperconnected society, network 

services that connect the cloud and user terminals are emerging. 

Accordingly, the security technology that guarantees security and 

speed in end-to-end communication is becoming more important. 

Homomorphic encryption is useful in environments that require 

security in the end-to-end communication that can be operated 

without decryption. However, it is difficult to apply in an actual 

communication environment because the speed is slower than 

other encryption methods. In this study, we used fully 

homomorphic encryption and advanced encryption standards. 

And we built an end-to-end encryption communication network 

simulation environment that transmits data. Based on this, this 

study compares the transmission time according to the 

transmission environment. According to the experimental results 

of this study, a more effective encryption method can be selected 

and transmitted according to the length of the transmitted 

message, number of intermediate nodes, and encryption setting. 

 

Keywords—Homomorphic encryption, network, communication, 

Advanced Encryption Standard, fully homomorphic encryption 

I. INTRODUCTION 

With the development of the network environment and 

technology, the era of the Internet of everything has arrived, 

where people and people, people and devices, and devices and 

devices are connected. As cloud technology enables real-time 

interaction, personal and digital information security is 

attracting attention [1]. Encryption algorithms, such as the 

Advanced Encryption Standard (AES), Rivest, Shamir, and 

Adleman (RSA) algorithm, and Data Encryption Standard, are 

used to ensure confidentiality and integrity in the expanding 

network environment. 

In communication using encrypted traffic, encrypted data 

must be decrypted at an intermediate node to detect malware, 

attacks, and data forgery [2]. Users are at risk of data leakage if 

end-to-end encryption is not guaranteed when distributed 

network services are used for file storing, sharing, and 

collaborating [3]. Homomorphic encryption that can directly 

assess arithmetic operation ciphertext while maintaining the 

characteristics of the format and function of the encrypted data 

without decrypting the data has been proposed to solve this 

problem [4, 5]. Homomorphic encryption has the advantage of 

reducing the risk of data leakage because it enables searching, 

statistical processing, and machine learning without decrypting 

the ciphertext and does not require decryption in the middle of 

data processing [6]. However, homomorphic encryption has a 

very high rate of increase in ciphertext compared to plaintext 

and requires reboot time for noise reduction; thus, a limitation 

is that the speed is slowed in proportion to the message length 

[7]. 

This study compares and analyzes the performance of the 

existing encryption algorithm, AES, and TenSEAL, a fully 

homomorphic encryption library, in an end-to-end 

cryptography communication environment for multihop 

networks. This study experimentally demonstrates that the 

encryption method can be selected according to the network 

transmission parameters (message length and number of hops 

between the sender and destination) in terms of speed. 

The structure of this paper is organized as follows. Section 2 

describes the previous studies on homomorphic encryption in a 

network environment. Section 3 details the end-to-end 

encryption method, multihop network concept, and operation 

principle. Section 4 presents the experimental environment, 

process, results, and assumptions in this paper. Section 5 

concludes the work. 

II. RELATED WORK 

Homomorphic encryption has the advantage that statistical 

processing is possible after encryption and can be used for 

machine learning. Unlike existing encryption algorithms, such 

as RSA and AES, data forgery and malware can be detected 

without decryption. Research to apply the advantages of 

homomorphic encryption for communication is continuously 

being conducted. In this section, we examine previous studies 

conducted to assess homomorphic encryption in a network 

environment. 

Using a general cryptographic in the Amazon Public Cloud 

(AWS, Amazon Web Service) environment, Potey proposed 

overcoming the decryption problem during data processing and 

using fully homomorphic encryption (FHE) to ensure 

confidentiality [8]. However, because FHE is used, the size of 

the ciphertext increases, and thus, inefficiency arises due to the 

overhead generated during data processing. Peralta proposed 

the combined use of network coding and homomorphic 

encryption on the Internet of Things (IoT) environment [9]. The 
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idea proposed in this study is to provide data privacy, maintain 

the confidentiality of sensitive data, and reduce latency in an 

end-to-end environment as part of cloud-based IoT architecture. 

However, although the method proposed in this study has the 

advantage of increasing the system reliability, it increases 

computational cost and lacks interoperability. In [10], 

Microsoft Simple Encrypted Arithmetic Library (SEAL) is 

used to demonstrate security flaws in terms of the practical 

implementation and application of FHE. Moreover, SEAL 

demonstrates the security problems that can occur when 

homomorphic encryption is applied in protocols and 

applications. 

Research on utilizing homomorphic encryption in cloud and 

IoT end-to-end communication environments and machine 

learning frameworks has been continuously conducted. 

TenSEAL was presented as an open-source library that protects 

personal information by applying homomorphic encryption 

within a machine learning framework [11]. They benchmarked 

using the MNIST(Modified National Institute of Standards and 

Technology) dataset and demonstrated that an encrypted 

convolutional neural network could be evaluated in less than 

1 s using less than 0.5 MB of communication. 

 Homomorphic encryption guarantees data confidentiality 

during data communication and can overcome the limitations 

of data decryption. However, a limitation in speed degradation 

exists due to overhead generation. Due to these problems, it is 

difficult to apply homomorphic encryption in an actual network 

communication environment. Therefore, in this study, the 

communication speed of FHE and AES encryption is compared 

by configuring an end-to-end network communication 

environment composed of multihop networks. 

III.  END-TO-END CRYPTOGRAPHIC COMMUNICATION 

End-to-end encryption applies encryption in all processes 

between sending and receiving nodes when delivering 

messages through shared encryption keys between targets to 

communicate. In the end-to-end encryption process, the sender 

and receiver keep the encryption key; therefore, a third party, 

such as a transmission platform provider, cannot decrypt and 

read the message. Due to this feature, many communication 

programs, such as Apple’s iMessage and WhatsApp, apply end-

to-end encryption technology [12]. 

A multihop network communicates through one or more 

intermediate nodes rather than directly transmitting messages 

from a sending node to a receiving node without passing 

through anywhere. Generally, when transmission is performed 

using a multihop network in an environment where routing is 

performed rather than a fixed network, the scalability of the 

network increases, and the transmission rate is higher than that 

of the sending node and receiving node [13]. 

In this paper, a multihop network is configured, and end-to-

end encryption is applied to the network. In this case, the 

intermediate node of the multihop network includes an 

operation process for confirming the packet validity. 

IV.  PERFORMANCE EVALUATION 

This experiment reveals how the client applies encryption to 

the plaintext and transmits it to the server. At this time, the 

transmission is performed virtually in a local environment. The 

difference in speed between the fully homomorphic encryption 

and AES encryption, which are encryption methods, is 

compared through simulation according to the length of the 

transmitted plaintext, number of intermediate nodes passing 

through the transmission process, and encryption key length 

and context setting. 

A. Experimental Environment 

The transmission performance experiment for each 

encryption type was conducted by establishing a Python-based 

network simulation environment in one system. Table 1 

summarizes the components and versions in the experimental 

environment. 

TABLE 1. COMPUTER ENVIRONMENT IN THE EXPERIMENT 

Component Version 

CPU 
Intel (R) Core (TM) i7-8550U CPU at 

1.80 GHz 1.99 GHz 

RAM 16.0 GB 

Python Python 3.6.12 

 

The laptop CPU in the experiment is Intel i7-8550U, with 

16 GB RAM. Python v. 3.6.12 was used in the network 

simulation environment. Among the context of the FHE library 

TenSEAL used for encryption, the scheme is CKKS(Cheon, 

Kim, Kim and Song). Moreover, the poly_modulus_degrees 

were set to 4096 and 8192, respectively, considering the 

message length in the experiment and the provided security. In 

addition, coeff_mod_bit_sizes were set to [30, 20, 20, 30] for 

the poly_modulus_degrees of 4096 and to [60, 40, 40, 60] for 

8192. The key lengths of the AES were set to 128 and 256 bits. 

 In this experiment, the network simulation commonly used 

in FHE and AES processes consists of sending, receiving, and 

intermediate nodes. 

• A receiving node generates a random plaintext and 

applies encryption to transmit to an intermediate node. 

• The sending node decrypts a ciphertext received from an 

intermediate node. 

• An intermediate node operates on a ciphertext received 

from a receiving node and transmits the same to a 

sending node. The operation consists of a simple addition 

and subtraction operation for each character in the plain 

text. The intermediate node is configured in different 

ways to proceed with the operation in each encryption 

method. 

 

 
Figure 1.  Network simulation flow chart 
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For FHE, due to the characteristics of the homomorphic 

encryption, the ciphertext can be calculated without decryption. 

Therefore, the intermediate node of the FHE calculates the 

ciphertext and immediately transmits it to the server. 

 

 
Figure 2.  Intermediate node of the fully homomorphic encryption network 

simulation 

The AES cannot operate without decryption. Therefore, after 

decrypting the ciphertext, the operation is performed on each 

character in the character string decrypted using the repetition 

statement. After the operation, the string is encrypted again and 

transmitted to the server. 

 

 
Figure 3.  Intermediate node of Advanced Encryption Standard network 

simulation 

In the configured network simulation, the time for each step 

was calculated by increasing the plaintext length by 10 from 10 

to 1000 through repeated statements. The experiment was 

conducted by setting the number of intermediate nodes to 1 and 

50, respectively. The average value was selected by repeating 

all processes 100 times to reduce the variation over time. 

B. Evaluation Results 

Figures 4 and 5 present the average transmission time 

according to the encryption settings in the case of one 

intermediate node and 50 when TenSEAL and AES encryption 

increase by 10 from 10 to 1000 in message length. 

 
Figure 4.  Average transmission time of the Advanced Encryption Standard 

and TenSEAL according to the message length increase with one intermediate 

node 

 
Figure 5.  Average transmission time of the Advanced Encryption Standard 
and TenSEAL according to the message length increase with 50 intermediate 

nodes 

When there is one intermediate node, AES has uniformly 

less transmission time than TenSEAL regardless of the message 

length. For AES, regardless of the number of intermediate 

nodes, the difference in the average transmission speed 

according to the length of the encryption key is not large. 

For 50 intermediate nodes, the average transmission time 

taken increases linearly as the message length increases in the 

case of AES. In contrast, for TenSEAL, the average 

transmission time does not change significantly even if the 

message length increases. When TenSEAL’s context is 4096, if 

the message length exceeds 300, faster transmission than AES 

may be performed. If the message length exceeds 700 when the 

context is 8192, it performs better than AES. 

In conclusion, when the number of intermediate nodes is 50, 

it is appropriate to use AES if the message length is less than 

300 or 700 and to use TenSEAL if the message length is more 

than that. Therefore, it suggests that an efficient transmission 

method can be selected for a more suitable environment 

according to the number of intermediate nodes at transmission 

time, message length, and encryption settings. 

V. CONCLUSIONS 

In this study, for FHE and AES encryption, the difference 

was compared for the transmission time according to the 

change in the number of intermediate nodes and message 

lengths. Through this analysis, the conditions were found under 

which the transmission times of FHE and the AES intersect, 

and the environment, in which the number of intermediate 

nodes and message length was long, was suitable for 

transmission using FHE. 

 In this study, we identified the appropriate environment for 

each encryption by comparing the two encryption methods 

through network simulation. In a follow-up study, we plan to 

apply the results of this study and conduct a study that proposes 

a model that automatically proceeds with decision-making 

when transmitting data. 
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