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Abstract— The data collected by IoT devices has a 

tremendous impact on today’s world. Not only does it   

increase one’s awareness about his surroundings, but it 

also enables the businesses to provide a variety of 

lucrative and personalized services for each end user. The 

use of IoT technology can combat variety of current as 

well as future issues which can arise because of 

urbanization. The expansion of IoT technology requires 

trust from the end user. However, IoT devices are 

vulnerable to cyber threats due to storing majority of it’s 

collected data in third-party databases. The end users 

would never like to compromise their confidential data as 

a result of using this technology. If these devices can 

ensure user data privacy, then it will increase the end 

user’s confidence and hence lead to a greater adoption of 

IoT technology. Encryption of IoT data within the device 

itself builds user trust and eliminates the fear of storing 

IoT data in a third-party database. The designers of this 

technology face considerable difficulties in selecting an 

appropriate encryption technique for the IoT device due 

to several reasons among which IoT's resource-

constrained nature is worth mentioning. This paper 

presents a model developed by using machine learning to 

assist IoT device designers in selecting an appropriate 

encryption for their devices. 
Keywords—IoT, System Security, IoT Device Security, 

Cryptography, Machine Learning, System Design. 

 

I. INTRODUCTION 
 

IoT refers to billions of devices that are connected through 

internet and able to store and share data worldwide. Due to the 

cheap cost of computer chip production and the widespread use 

of communication technologies [1, 2], the number of IoT 

devices continues to expand worldwide. Statista predicts that,  

75,440 billion devices will be operational by 2025 [3].  

IoT devices are categorized as heterogeneous devices 

because they are required to perform optimally in diverse 

environments for different objectives. By contrast, the context 

in which IoT devices may be deployed has constraints on their 

size and resources such as processing power, memory, and 

energy. Although, IoT devices have variety of components and 

design architecture, they share key characteristics, such as the 

ability to gather and communicate data while operating on 

minimal resources [4-6]. Sensors are one of the physical 

components of IoT devices that play a key role in gathering real-

world data. The data collected by sensors is sent by the IoT 

device to distant facilities for analysis. The restricted nature of 

IoT devices, necessitates the inclusion of a compressed 

functioning software in such devices. As a result, the operating 

software in such devices must be lightweight in order to adhere 

to resource limits. 

Because IoT devices are mainly developed to gather and 

transmit data over the internet, they might be exposed to the 

traditional cyber threats as any other devices communicating 

over the internet. However, protecting IoT devices is more 

challenging due to their limited resources.  

The data acquired by IoT devices contains a substantial 

amount of personal information about the user’s device which 

calls for the need of secrecy from the user's viewpoint. Attackers 

see the data collected by IoT devices as  primary means of 

gaining access to user information[7]. Indeed, the increased 

demand for IoT technology has drawn hackers' attention to 

manipulating and monitoring these devices and the data they 

collect. To avoid this, IoT devices must be secured against 

potential threats.[8, 9]. Encrypting the data transmitted by these 

IoT devices is vital, keeping in mind the worth of data [10]. 

Therefore, it is a must and strongly recommended practice. It 

increases users' trust and confidence in IoT technologies by 

assuring that they do not divulge the acquired data to any 

unauthorized party. This raise in users’ trust will result in an 

increased social adoption. For a variety of reasons, IoT device 

designers struggle to find an encryption solution that is suited 

for their device and performs the desired duty without 

jeopardizing the device's effectiveness. 

To summarize the complexity of this issue, the restrained 

nature of IoT devices makes the selection of software encryption 

a challenging task. The designers of IoT devices are accountable 

for creating a safe and secure product without compromising 

performance. In this article, we will briefly explain the reasons 

that contribute to device designers' difficulty in encrypting the 

messages sent by their devices and present a model to assist 

them in overcoming these obstacles. 

A. Research Contribution 

User and environmental data are collected by IoT devices. 
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Hence, it is critical that IoT data be transferred securely. It 

boosts customer confidence in IoT applications, which in turn 

will lead to a greater adoption of this technology in society. 

IoT device designers have several challenges when it comes 

to software-level data security in an IoT device, as detailed in 

article [11] which has already been published. Some kind of 

support given by various organizations and researchers to aid 

IoT device designers has been discussed in details and in our 

previous publication [12]. In addition, assistance must be 

extended to IoT device designers to help them achieve the 

maximum security with least effort. Thus we are discussing 

the results of our previously proposed model [11] in this 

article.    

B. Paper Organization 

At the outset of this article, we'll take a short look at the 

problems designers encounter when selecting an appropriate 

encryption for their device. Following that, we'll explore the 

help supplied by various organizations and publications to 

overcome these difficulties. Later, we'll explore the model we 

developed and its outcomes. 

II. CHALLENGES  

In this section, we'll look at the roadblocks that IoT 

device designers encounter and the reasons why they struggle 

while trying to decide on which encryption to employ. 

The primary objective of IoT devices is to collect real-

time data from their surroundings for subsequent analysis. 

Therefore, IoT devices have been able to be used in a range 

of environments and domains [13], such as healthcare [14-

16], natural disaster [17], retail sector [18], education [19], 

electricity and transportation management [20-23]. The 

introduction of IoT across a variety of industries has resulted 

in a wide range of standards for how IoT devices are used 

thus creating a challenge for uniformity.  The absence of 

standardization is one of the problems restricting the selection 

of an encryption approach and precludes labelling the 

appropriate encryption technology for IoT devices [24-26].  

IoT devices are small in size and may be easily integrated 

into existing systems [27] or as a standalone device such as 

CCTV cameras. The type of sensor or actuator employed, 

varies according to the purpose for which the IoT device is 

being used. It is difficult for IoT devices to work at their full 

potential if they are integrated into other systems, which 

restricts their ability to perform as conventional computing 

devices. A huge range of applications and environments 

utilize IoT devices. However, the complication is that each 

IoT device requires a unique encryption technique due to its 

basic design and components. [28, 29]. 

Apart from the dramatic increase in the number of IoT 

devices and their deployment in several industries, which are 

intended to fulfill certain IoT forecasts, they have had an 

overwhelmingly favourable influence on the global economy. 

However, there is a lot of perplexity in the price drop 

associated with the rising use of IoT. As a result of this price 

fall, IoT device developers will be less inclined to engage in 

security research. A crucial factor in the success of IoT 

device designers is their expertise in embedded systems, 

which due to the rise of innovative IoT devices has seen rapid 

development in recent years. Engineers with experience in 

embedded systems are often more knowledgeable about 

optimizing hardware performance and place a lower premium 

on security [30].  

In addition to the difficulties outlined above, the diversity 

of encryption techniques adds another layer of complexity. 

Encryption is a method used to protect information from those 

who are not authorized to view or modify it [31].  It all started 

with the "Caesar Cipher" and has now refined to more complex 

algorithms which are secure and unlikely to be breached. IoT 

devices may be protected using a variety of encryption 

techniques. Encryption algorithms belong to different core 

classes i.e. symmetric, asymmetric, lightweight and combined 

encryption. The symmetric encryption algorithms can be block 

or stream cipher [32], while asymmetric encryption algorithms 

can be used either for data encryption or digital signature [33]. 

Lightweight encryption algorithms are being introduced to be 

eligible to run on IoT devices by minimizing the encryption 

algorithm complexity while compromising the level of security 

[34, 35]. Although, the combined encryption method is more 

complex but it increases the security level by combining two 

or more encryption algorithms[12]. The earlier mentioned 

classes include several underlying encryption algorithms. Each 

one of them have their own distinct advantages and 

disadvantages depending on the device's processing capability, 

memory, and power supply. Selection of an effective 

encryption methodology from a broad range of available 

possibilities involves extensive study to predict the encryption 

technique's impact on IoT device performance. Furthermore, 

since each encryption strategy provides a different degree of 

security. Consequently, selecting the encryption technique that 

places least load on the device may not give the desired level 

of security. Many of the ongoing researches are providing this 

kind of analysis and some of them are addressed in the 

following section.  

 

Figure 1. Encryption Code Impact on IoT Device Parameters[11]. 

III. AVAILABLE SUPPORT  

 

The challenge for IoT device designers is to select an 

encryption technique that is suitable for their device and does 

not impose a significant overhead that might have a negative 

impact on their device. The preceding section examined the 

reasons behind the task's difficulty. Consequently, several 
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studies have been published to give assistance by expanding 

the designer's understanding of encryption techniques and 

their exploitation of device resources. Published studies 

conducted numerous tests, analyses, and comparisons of 

different encryption techniques and presented their findings 

to increase designers’ knowledge and simplify their 

encryption selection task. In one of the publications, 

raspberry pi and Arduino were used to evaluate a variety of 

symmetric encryption algorithms and their impact on the 

energy consumption of these devices [36]. Another article 

stated that algorithms such as RSA, 3DES, AES, blowfish, 

and RC6 are incompatible with IoT devices because of their 

greater energy consumption than expected [37].  However, 

given the heterogeneity of the IoT environment, similar 

encryption approaches might be employed in specific IoT 

devices with access to the power supply, such as those seen in 

smart home applications. While another study assessed the 

efficacy and implementation of four separate symmetric 

encryption approaches and three distinct asymmetric ones [4]. 

Another investigation extracted data from the literature on 

symmetrical and asymmetric encryption and then connected 

the block and stream to different key sizes [38]. This research 

discovers that block cipher encryption algorithms are more 

versatile than stream ciphers. In one publication [39], the 

Raspberry Pi and Beagle Bone Black were used to compare 

the execution times of numerous symmetric encryption-

decryption approaches and several block and stream ciphers. 

This study revealed that the Raspberry pi's encryption 

execution time was quicker. In [40], AES and XTEA were 

compared. The purpose of this research was to ascertain the 

feasibility of employing XTEA on embedded low-resource 

systems. 

On the other hand, some organizations have taken the 

initiative to provide the required knowledge to IoT device 

designers and underline the critical nature of securing their 

devices by providing the necessary security without 

compromising on functionality. The primary objective of 

these organizations is to encourage and assist IoT device 

designers to adopt necessary security procedures in order to 

produce secured IoT devices[41]. Numerous organizations 

provide guidelines to educate designers and developers on 

recommended practices for designing safe devices. IoT 

Security Foundation [42] is a non-profit organization 

dedicated to the highest standards of IoT protection. There is 

a lengthy explanation of encryption and the protocols to 

follow when deploying encryption for an IoT device in their 

release of Best Practice Recommendations [43].  

Infocom Media Development Authority IMDA [44] 

annually publishes a guideline for designers and developers 

of IoT devices, as well as for IoT consumers [45]. A 

discussion on cryptography and how to choose a safe 

encryption method was included in their January 2019 

guideline. Many other organisations have the same objective 

and perspective as the earlier mentioned examples such as 

European Union Agency for Cybersecurity (Anisa). 

 

IV. IOTES MODEL IMPLEMENTATION 

 

This section will discuss the implementation of the IoTES 

model which we proposed in a previous study. IoTES model 

was designed as a continuation of the other publication work 

that was presented in available support topic. The same 

methods as in the published studies were followed. It includes 

conducting an experiment to collect the load values for various 

encryption techniques on many devices’ attributes such as 

memory, CPU and the time was consumed to encrypt a 

message. The acquired data was compiled into a single dataset 

for further analysis. The additional step performed in this study 

is to input this dataset to a machine learning model which will 

provide dynamic assistance that may recommend an 

appropriate encryption for each device depending on its 

specification and the needs of the designer. 

A. Experimental Setup. 

First step was to select the encryption we wanted to test in 

our work and include in the dataset. We selected ten different 

symmetric encryption algorithms, ten different lightweight 

encryption algorithms and eight asymmetric encryption 

algorithms. We have 28 total encryption algorithms belonging 

to three distinct classes. The encryption techniques were 

written in Python using well-known and reliable libraries. 

Several key sizes were utilized with each encryption to get a 

better understanding of the encryption algorithms' behaviour 

and to determine the effect of a larger key size on device 

behaviour. 

Subsequently, we needed to choose the devices for our 

experiment. We ultimately chose three devices: a Raspberry Pi 

3 model B, a Pocket Beaglebone, and a Raspberry Pi Zero, as 

shown in the figure 3. All the devices run on Linux, and we 

chose them in this manner to facilitate data collection, since 

the goal was to build a single testing framework compatible 

with all devices. The encrypted messages were of 5 sizes (2 ,4, 

8, 16 and 32 bytes) and were generated automatically through 

a function built for that purpose. 

 

 
 

Figure 2. Used devices specifications. 
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Figure 3. Used devices. 

 

After that, we had to choose a profiler. Many profilers 

were tested, including getrusage python package, which 

retrieves used data, and the Linux utility command ps, which 

displays information about current processes. Profilers’ data 

are gathered and will be prepared for further studies 

throughout the analysis phase. 

It required more than 60 hours of testing to obtain data 

from all devices and all algorithms, which included a wide 

range of key and message sizes. 

We built our framework in such a manner that keys are 

produced dynamically depending on the key size specified in 

the framework's config.json file. The framework captures all 

data for confirmation purposes, including the input message, 

key, encrypted message, and decrypted message. In addition, 

three functions were created: one for key creation, one for 

message encryption, and last function for message 

description. The time taken and the utilized resources were 

recorded for each previous function independently. 

B. Dataset Description. 

The dataset was compiled by conducting multiple tests of 

encryption algorithms belonging to three distinct encryption 

types (Symmetric, Asymmetric, and Lightweight) on three 

distinct devices, each with multiple sets of keys and a range 

of message sizes. The test was repeated several times. 

Finally, we collected 37,278 data points, which correspond to 

three instances (get key, encrypt, and decrypt), as described 

in the experimental setup. As a result, one-third of our main 

dataset is considered in this article, which includes the 

encrypted instance, for a total of 12,426 data points in the 

dataset that we will analyse. The total number of asymmetric 

datapoints is 3450, which is nearly a quarter of the total 

dataset and less than the total number of other datapoint 

types. In comparison, the other two categories account for 

about 36% of each. Algorithm column has 28 unique 

algorithms. while our dataset has a width of 22 columns. 

Seven columns are related to the encryption algorithms 

parameters and details which are shown in figure 4. Other 

seven columns are containing devices specifications data. 

While five columns related to CPU readings and one column 

containing the time spent during the encryption and one 

column has the percentage of the utilized memory. There is 

one column which contains the CPU temperature measured 

during the conducted encryption. This temperature was 

determined from a temperature sensor preinstalled in devices.  

 

 
 

Figure 4. Dataset Feature. 

C. Data Analysis. 

It was necessary for us to analyse the dataset in order to 

gather important information which we may use to test our 

model in the following section. We were also able to identify 

the parameters that our model user would have to choose from 

based on our dataset analysis. We began by conducting a 

systematic comparison of the devices' performance for each 

encryption class to identify the fastest device. To determine 

which algorithms were most efficient, we looked at the amount 

of memory, CPU, and execution time they required. Figure 5 

demonstrates that xxtea has the lowest CPU load in the 

lightweight class, whereas clefia has the most. The analysis has 

been done inside each encryption algorithm as well by 

comparing various used keys. As can be seen in the graph, 

employing the emo-1 encryption technique with a 64-bit key 

size results in much quicker processing times, but at the 

expense of significantly reduced security which is not being 

considered in our study at this stage. Whereas RSA has 

comparable processing time with 128- and 256-byte keys.  

 

 
Figure 5. CPU utilization of lightweight encryption algorithms. 

 
Figure 6. Processing time comparison of RSA and EMO-1 with 

different key sizes. 

Message size influences the algorithm processing time, 

which is something we've investigated further. To do this, as 
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seen in the figure 7, we distributed all the data points in our 

dataset into bands with the equal number of data points and 

frequencies. As far as we could tell, the algorithms were 18% 

quicker for messages encrypted with 8 or fewer bytes of data 

than those with 8 or more bytes of data. 

 

 
Figure 7. Message size effect on processing time. 

D. Data pre-processing and Building Model 

Data pre-processing is an essential step in data management 

before using the data in a machine learning model. This 

includes cleaning, normalization, and the change of features. 

The study's categorical features required a great deal of data 

manipulation. Predictive models will have better performance 

by converting the categorical data to numeric-categorical 

values. One hot encoding technique was used to encode the 

features while label encoding technique was used to 

transform the target column. Data scaling was necessary for 

several features as the machine learning algorithms determine 

the distance between data. The numerical columns were 

scaled in a way so that the data ranges between [0,1]. 

Standard scaler is not being used, because the best 

performing machine learning models are tree-based models 

and standardization did not have any effect on the results.  

For the purposes of testing and training, we divided the 

data into two sets, comprising of 20% and 80% of the total 

dataset volume. Data validation was performed on a quarter 

of the training set to validate the model stability. 

We deployed and compared five classification models as 

shown in table 1. All tree-based models outperform the 

logistic regression model in terms of accuracy, precision, 

recall and F1 score, as demonstrated in the following table.  

 

 
Table 1. Models’ performance comparison. 

While the remaining outcomes are comparable, we plotted 

their scores using a boxplot to choose which one to adopt. 

Although, both gradient boosting and XGBoost may be used 

because of their excellent performance, we chose the gradient 

boosting model due to its high precision. Gradient Boosting's 

confusion matrix indicates that there is a 21% chance that the 

model will misclassify DES and display it as CAST, even 

though both are symmetric encryption, and a 12% chance that 

the model will misclassify XTWINE and display it as 

PRESENT, with a slightly lower percentage in reverse. 

 

 
Figure 8. Plotting the results of Machine learning Model.  

 
Figure 9. Gradient Boosting confusion matrix.  

V. CONCLUSION  

 

Protecting user data is critical for any technology, but 

especially for those that collect data about people and their 

surroundings, such as Internet of Things devices. Due to the 

difficulties experienced by the designers of these devices in 

terms of balancing security and device performance 

optimization, the researcher and concerned organizations 

placed a premium on the security of IoT devices and the data 

they gather. Facilitating this task with the latest technology 

might provide extra support and save a lot of time and effort of 

the designers in picking the most suitable encryption for their 

device with minimal overhead on device resources. If an 

appropriate dataset is built, machine learning would be a 

significant advancement in this area and would simplify the 

task at hand. In this paper we tested the feasibility of using 
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machine learning in this field and we discovered that it has an 

outstanding result especially by using tree-based models.  

 

 

 

VI. FUTURE WORK 

 

 Extending this work and including additional 

attributes such as power consumption and temperature will be 

a significant step toward achieving the goal of providing 

comprehensive support to designers and developers of IoT 

devices. Creating a web application that allows designers to 

interact with the machine learning model and study the 

suggested algorithms based on their input parameters could 

be the final step in achieving the goal that we are aiming to 

implement in the near future. 
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