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Abstract—Machine learning techniques have become an es-
sential part of research into the detection and -classification
of malicious applications. There are several approaches or
algorithms that learn from existing data and predict classes.
Machine learning principles recommend a balance of classes
in the training dataset, but the reality on the ground is quite
different. The majority of datasets used for malicious application
detection are unbalanced. Class imbalance degrades classifier
performance, so it is a common problem in classification tasks.
This observation is much more significant in the field of Android
malware detection and classification. There is little work to our
knowledge on the effects of unbalanced datasets in the field
of Android malware detection. Our contribution focuses on the
impact of unbalanced datasets on the performance of different
algorithms and the relevance of using evaluation metrics in
Android malware detection. And the state of the databases from
which researchers typically draw datasets. We show that for
malicious application detection, some classification algorithms are
not suitable for unbalanced datasets. We also prove that some
of the most widely used performance evaluation metrics in the
literature (Accuracy, Precision, Recall) are not very well suited to
unbalanced datasets. On the other hand, the metrics (Balanced
Accuracy, Geometric mean) are more suitable. These results were
obtained by evaluating the performances of eleven classification
algorithms as well as the adequacy of the different evaluation
metrics (Accuracy, Recall, Precision, F1_score, Balanced accu-
racy, Matthews corrcoef, Geometric mean, Fowlkes_mallows).
Also not all databases are accessible by researchers and many of
these databases are not updated.

Index Terms—imbalanced dataset, Android malware detection,
Malware classification, Artificial intelligence, Machine learning.

I. INTRODUCTION

We are witnessing an increase in cybercrime nowadays. In
response to this situation, a lot of research is being conducted
in the field of cyber security, particularly in the area of
detecting malicious Android applications. The introduction of
artificial intelligence methods, such as machine learning and
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deep learning, has significantly improved the prospects for
detecting malicious Android applications. The machine learn-
ing approach requires a large amount of balanced data sets for
training models. But retrieving malware for research purposes
is a difficult task. The few existing databases are not updated
and also have unbalanced samples.This makes the datasets
used in the literature small and/or imbalanced.his could be
contrary to the principle of machine learning. As stated by Cho
et al. 2015 [1] a small size of the dataset affects the training of
the effective model in machine learning. This is reinforced by
Marceau et al. 2019 [2]. Some work has been done to correct
the effects of unbalanced data sets. Eitrich and Lang 2006[3]
have proposed an approach to efficiently optimize machine
learning parameters of support vectors for unbalanced data
sets. Pozzolo et al. 2015[4] uses Bayes minimum risk theory to
find the correct classification threshold and show how to adjust
it after downsampling. From imbalanced data sets, the objec-
tive functions used to learn classifiers generally tend to favor
larger and less important classes. Dong et al. 2019[5] proposed
an imbalanced class deep learning model based on a batch
incremental class rectification (sparsely sampled) by extracting
samples in majority classes (frequently sampled) during model
training. Them model is designed to minimize the dominant
effect of majority classes by uncovering sparsely sampled
boundaries of minority classes in an iterative batch learning
process. Amalia et al,2019[6] perform an impact analysis on
the performance of unbalanced datasets but focusing on the
effects of data resampling. Johnson and Khoshgoftaar 2019
[7]did a survey that highlights various gaps in deep learning
from imbalanced data.They found that research in this area
is very limited. We are not aware of any work analyzing the
impact of imbalanced datasets on machine learning models
for detecting malicious android applications. We extend the
work that has been done on the impact that unbalanced
datasets can have on the performance of models produced
by classification algorithms[8]. Thus, this work aims to show
that datasets and databases in the field of malware detection
are unbalanced. Also that some classification algorithms are
very sensitive to unbalanced datasets in the classification of
malicious Android applications. In this analysis, we make the
following contributions:

« The sensitivity status of eleven classification algorithms
for the detection of android malware Applications with



imbalanced dataset.

« The analysis of the most suitable evaluation metrics for
imbalanced datasets

o A review of the state of the database for android appli-
cation detection.

We structured the paper as follows: After our introduction,
we detailed our approach and methodology for literature
selection in Section II. In Section III, we present the state
of the art with a focus on the size of the datasets and the
metrics used for the classification of Android malware and also
a review of databases for the detection of Android malware.
In section IV we present some evaluation metrics used in
machine learning. Section V allows us to analyze the impact of
imbalanced datasets on the performance of machine learning
models. We end the paper with a conclusion in the last section
VI

II. LITERATURE SELECTION METHODOLOGY

We found it very important to review all the relevant
literature. We believe it is important to describe our method
of literature review. Our literature collection process was as
follows:

(1) Based on the topic of our review, we determined the
most relevant keywords on the basis we should do our research
information. It is arguably that the information to be collected
is focused on machine learning approaches for detecting
Android malware. As the topic of our review is both machine
learning and Android malware detection, we are summarizing
some keyword combinations such as “Machine Learning +
Android Malware Detection ” and “imbalanced data-sets”.
Finally we are based on previous reviews on Android security,
by researching our keywords.

(2) Our data sources were selected based on keyword
searches. The vast majority of articles were from mainstream
journals or major conferences, indicating that our work consid-
ered important relevant work. The following online reposito-
ries were visited: ACM Digital, IEEE Xplore , Springer Link,
ScienceDirect GoogleScholar, ResearchGate, and Academia
libraries.

(3) We further collected literature closely related to our
review topic according to the bibliography listed in some arti-
cles. By referring to the analysis and summary of systematic
literature review methods.

(4) We wanted to do a recent review. For this we have
defined an article publication period ranging from 2016 to
2020 for research. We considered that the work of the last five
(5) years could well summarize the research trend in fields, as
new work still builds on the previous one.

III. RELATED WORKS
A. A review of some recent work

In this session, we present some recent work on Android
malware detection through machine learning techniques, and
then interpret the datasets and evaluation measures used by
these papers. We first have 37 papers that follow our method-
ology. We eliminated all articles where the description of the

given games was not very precise. In the end, we worked on
27 articles. Finally we will review the literature on application
databases where researchers provide their datasets.

TABLE I
A REVIEW OF SOME RECENT WORK ON MALWARE DETECTION BASED ON
MACHINE LEARNING OR DEEP LEARNING.

Ref. Dataset benign,atio | Malware,atio | State Metric
[9] 7520 39.47 60.53 Hok Acc,F-sc
[10] 500 50 50 * Acc
[11] 21760 91.91 8.09 ok Acc
[12] 2375 50.74 49.26 ok Acc
[13] 79729 50 50 ok Acc
[14] 200 50 50 * Acc
[15] 3000 50 50 * Acc
[16] 11,000 27.27 72.73 ok F-sc
[17] 2,506 86.59 13.41 Hok Acc
[18] 4,000 50 50 * Acc
[19] 10,770 48.51 51.49 ok Acc
[20] | 129,013 95.69 431 ok Acc
[21] 41,260 51.53 48.47 ok Acc
[22] 1,958 49.13 50.87 ok Acc
[23] 23,000 43.48 56.52 ok Acc
[24] 1299 70.82 29.18 ok Acc
[25] | 120,000 83.33 16.67 ok Acc, F-sc
[26] 28,760 58.41 41.59 ok Acc
[27] 24,531 54.63 45.37 ok Acc
28] 17,219 14.44 85.56 ok Acc
[29] 27,891 50.81 49.19 ok F-sc
[30] 500 50 50 * Acc
[31] 18,560 53.88 46.12 ok Acc
[32] 50,000 50.89 49.11 ok Pre
[33] 7,00 42.86 57.14 ok Acc
[34] 17,100 87.36 12.37 ok Acc

The table I presents twenty-six recent works in the field
of Android malware detection. We have highlighted the size
of the datasets used per class.And we retained the evaluation
metrics that the authors put forward to evaluate their model. In
the tablelll Acc= Accuracy , Pre= Precision , F-sc= F1_score.
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Fig. 1.

The unbalanced data set rate

The figure 1 shows us that 77% of the data sets used are
unbalanced and only 33% of the data sets are balanced As
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Fig. 2. The size of the data set used

shown in the figure 2 we see that the sizes of the datasets
used are relatively small. Because we have a minimum dataset
size which is 200 applications and 12013 applications as the
maximum size.
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Fig. 3. The percentage of metrics used.

The figure 3 shows us the proportion of use of evaluation
metrics in the recent works we considered in our analysis.
Accuracy is the most used metric with 68% compared to the
other metrics.

Our literature review of recent work in malicious android
app detection uses unbalanced data sets (Fig.1) And these
datasets are relatively small (Fig. 2). Accuracy, precision, and
F1_score are the most commonly used evaluation metrics.

B. A review of some databases

The growing threat of Android malware poses a variety
of security problems on the Internet. The Android malware
industry is becoming increasingly troubled, with nearly
thousands of new cases of Android malware every day.
The availability and accessibility of databases is therefore
a necessity to facilitate the work of researchers. In this

sub-section III-B, we will review the databases for android
application detection. We focus on the accessibility and the
updating of these databases. We also highlight the state of
balance or otherwise of these databases.

The Drebin Dataset[35], this dataset contains 5,560
applications from 179 different malware families. The samples
have been collected in the period of August 2010 to October
2012 and were made available to us by the MobileSandbox
project.https://www.sec.tu-bs.de/~danarp/drebin/

Android Malware Genome Project[36], this dataset
contains over 1,260 malware samples that cover
the majority of existing Android malware families.
Collection began in August 2010 and ended in October
2011.http://www.malgenomeproject.org

PRAGuard Android dataset [37], this malware
dataset is made available for research purposes.
The dataset contains 10479 samples, obtained by
obfuscating the MalGenome and Contagio Minidump
datasets with seven different obfuscation techniques
http://pralab.diee.unica.it/en/AndroidPRAGuardDataset.

AMD Project [38], AMD contains 24,553 samples,
classified into 135 varieties across 71 malware families,
from 2010 to 2016. This dataset provides a picture of
Android malware and is shared publicly with the community.

http://amd.arguslab.org

CCCS-CIC-AndMal-2020 [39] The dataset includes
200,000  benign and 200,000 malware samples,
for a total of 400,000 Android applications, with
14 malware categories and 191 malware families.

https://www.unb.ca/cic/datasets/andmal2020.html

CICAndMal2017[40], is an Android malware dataset
that contains both malicious and benign applications
that have been run on real smartphones in order to
avoid altering the execution behaviour of advanced
malware samples that are able to detect the emulator
environment. It was collected on over 10,854 samples (4,354
malware and 6,500 benign applications) from several[40]
sources.https://www.unb.ca/cic/datasets/andmal2017.html

MODroid Dataset[38], this dataset is designed to detect
Android malware using signatures derived from the system call
requests of individual Android APKs.The data was generated
using real Android APKs as input and signatures as output.
CICMalDroid 2020[41], [42], is dataset where the samples
were collected from December 2017 to December 2018 . The
dataset intentionally spans five distinct categories: Adware,
Banking malware, SMS malware, Riskware, and Benign. It
consists of over 17,341 Android samples from several sources
including the VirusTotal service, the Contagio security blog,
AMD, MalDozer, and other datasets. https://www.unb.ca/cic/
datasets/maldroid-2020.html



AndroZoo[43] is a growing collection of Android
Applications collected from several sources, including
the official Google Play app market. It currently contains
19,192,208 different APKs, each of which has been
analysed by tens of different AntiVirus products to
know which applications are detected as Malware. This
dataset is provided to contribute to ongoing research
efforts.https://androzoo.uni.lu/

In the table II, we present the status of the different
databases for the detection of malicious android applications.
We can observe that most of the databases are not updated.
Most of them have imbalanced samples and this confirms our
conclusions in the sub-section III-A.

TABLE 1T
A REVIEW OF SOME DATABASES
Database g;lelectlon update Samples Accessibility
benign
Drebin 2010- no 1123453 Currently
Dataset[35] 2012 update Mal- available
ware:5560
Android benien
Malware 2010- no 83 6g Mal- Currently
Genome 2011 update ) are: 1260 available
Project[36] ware:
Android o ;;);7?65 sharing
RAGuard 2015 | 0 (benfi’ = nd | since March
Dataset[37] P £ 2021
malware)
4,553 sam-
AMD 2010- no ples(benign Currently
Project[38] 2016 update and unavailable
malware)
Yes, élgf’fle?zﬁos Currently
AndroZoo 2016 r’egu— APKs(benign available
[43] larly and but on
updated. malware) request
CICAnd-
no : 6,500 mal- | Currently
Mal2017[40] | 2017 update ware: 4,354 available
MODroid 2017 no Currently
Dataset[38] update unavailable
17,341
CICMalDroid| 2017- no samples Currently
2020[41] 2018 update (benign and | available
malware)
benign:
iggﬁf_lc_ 2020 no 200,000 Currently
2020 [39] update malware: available
200,000

IV. EVALUATION METRICS

For the validation of models in machine or deep learning
the confusion matrix is used as evaluation criterion [44]. It is
applied to classes (positive class and negative class) including
the binary output (0 or 1) or multi-class. In the following, we
will consider the malware class as a positive class.

The concepts of TP,TN,FP,FN, and are defined as follows.
True positive (TP): the application is a malicious application
and was correctly predicted to be malicious;

True negative (TN): the application is not a malicious appli-
cation and was correctly predicted to be non-malicious;
False positive (FP):the application is a malicious application
but was wrongly predicted to be non-malicious.

False negative (FN): the application is not a malicious
application but was wrongly predicted to be malicious;

The above four results are mutually exclusive, and thus their
sum is the total number of samples in the test. Based on these
four basic concepts, a series of performance metrics has been
derived

A. Most common metrics

Some commonly used metrics are as follows. Accuracy
represents the ratio of correct predictions among the total
number of samples in the test. Equation 1 shows how accuracy
is computed.

TP+TN

A - |
ey = rp Y FP+ FN + TN M

Precision (P) represents the ratio of all samples correctly
predicted to be positive among all samples predicted to be
positive. Equation 3 shows how precision is computed.

TP
Precision = ————= 2
recision TP+ FP 2)

Recall represents the ratio of all positive samples correctly
predicted among all positive samples. Equation 4 shows how
recall is computed.

TP

Recall = ————— 3
T TPYFN )
Precision and recall are very important performance metrics,
but they only provide a partial evaluation. In order to combine
these two values to obtain a more complete evaluation of the
performance of the classifier, the harmonic mean of precision
and recall can be used, which is known as the F1 score.

Equation 5 shows how the F1 score is computed

Precision = Recall

F1— =2 4
Score * Precision + Recall “)

B. Other metrics to use with unbalanced data set

The Matthews correlation coefficient (MCC) is a more
reliable statistical rate that produces a high score only if
the prediction performed well in all four categories of the
confusion matrix (true positives, false negatives, true negatives,
and false positives) in proportion to both the size of the
positives and the size of the negatives in the data set[45].

TP x TN — FP x FN

\/(TP + FP)(TP + FN)(TN + FP)(TN + FN)
&)
Balanced accuracy is a metric used to evaluate the quality of
a classifier. It is useful when the classes are unbalanced[46].

MCC =

TP + TN
BA = TP+FN TN+FP (6)

2




Geometric Mean (GM), this metric is used to maximize the
TP rate and the TN rate, while keeping the two rates relatively
balanced[47].

GM = TP «TN )

The Fowlkes-Mallows(FM) index is an external evalua-
tion method used to determine the similarity between two
clusterings[48].

TP TP
FM = \/TP+FP “TP+FN

= \/Precision x Recall

®)

V. IMPACT OF IMBALANCED DATASETS ON THE
PERFORMANCE OF MACHINE LEARNING MODELS.

In the section III , we demonstrated that the majority of
datasets used for malware detection are imbalanced. In this
section, we will study the impact that datasets can have on ma-
chine learning models. To do our study, we considered eleven
classification algorithms( KNN, ExtraTreeClassifier, Deci-
sionTreeClassifier, RandomForestClassifier, AdaBoostClassi-
fier, GradientBoosting, HistGradientBoosting, SVM, Naive
Bayes, LogisticRegression, RidgeClassifier).

A. Data sets used

We used the CICMalDroid 2020 dataset[49] from several
sources, including the VirusTotal service, the Contagio se-
curity blog, AMD, MalDozer and other datasets used by
recent research contributions. The dataset is mainly composed
of adware, bank, SMS malware, Riskware and benign. We
have formed from this dataset two sub datasets( (Data_A
(imbalanced) and Data_B ( balanced)). The table III gives the
composition of the different categories.

TABLE III
DATASET MULTI-CLASS

Data_A (imbalanced) Data_B( balanced)
Adware 1253 1253
Banking 2100 1253
SMSMalware 3904 1253
Riskware 2546 1253
Benign 1795 1253

B. Experience environment

We conducted our experiment on an HP Z620 workstation
with the following characteristics: Intel (R) Xeon (R) CPU E5-
2643 0 @ 3.30 GHz 3.30GHz (2 processors), RAM: 34 GB, on
which we installed Windows 10, 64 bit operating system. We
used Anaconda Navigator which is a graphical user interface
(GUI) which integrates several development tools such as
Jupiter, Spyder and allows the use of python 3.6 and Scikit-
learn, a free Python library for machine learning.

C. Implementation and analysis of results

We divided each dataset DataA, DataB in two parts. For
DataA, we took 80% for the training set and 20% for the
test set. We do the same thing with the DataB dataset. We
trained in parallel the classification algorithms ( KNN, Ex-
traTreeClassifier ,DecisionTreeClassifier, RandomForestClas-
sifier, AdaBoostClassifier, GradientBoosting, HistGradient-
Boosting, SVM, NaiveBayes, LogisticRegression, RidgeClas-
sifier). Then, we tested the obtained models with the test data
sets.

Classifier Accuracy Recall Precision F1_score
HistGradientBoosting | 95.259 94.71 | 94.273 94.473
RandomForest 94.353 . 93.542 . 93.079 . 93.274
ExtraTree 093.836 93.075 . 92.392 . 92.664
GradientBoosting | 92.802 91502 91.984 | 91.727
DecisionTree 89.569 B7.242 . 87.45 . B7.33
AdaBoost 83.922 B81.175 . 81.621 . B81.137
RidgeClassifier 75.647 70.785 . 78.078 . 73.293
KNN 68.06 60.341 . 61.949 . 60.845
Naive Bayes 56897  48.245 61.997  49.881
LogisticRegression 55.517 49.44 . 52.499 . 46.373
SVM 48.147 . 36.655 . 59.442 . 35.769
Fig. 4. imbalanced Data_A
Classifier Accuracy Recall Precision F1_score
HistGradientBoosting | 94.094 94.06 | 94.116 94.068
RandomForest 93.536 93.508 . 93.629 . 93.527
ExtraTree 92.897 92.859 . 92.959 . 92.862
GradientBoosting 92.259 92.207 . 92.309 . 92.233
DecisionTree 89.146 B9.069 . 89.185 . B9.075
RidgeClassifier 70.072 69.859 . 73.348 . 70.226
AdaBoost 68.555 68.252 . 71.228 . 67.851
KNN 59.298 59.023 . 61.613 . 59.094
LogisticRegression 50.439 50.354 . 53.852 . 48.28
Naive Bayes 48.603 47.978 . 58.911 . 46.597
SVM 39.026 38.29 . 52.08 . 35.783
Fig. 5. Balanced Data_B

Figure 4 presents the results of the models obtained after
training and testing with the Data_A( imbalance) data and
Figure 5 with the Data_B (balance) data. We analyze these
performances according to the metrics commonly used in the
literature ( Accuracy, Recall, precision and F1_score). We
compute the percentage performance loss of models from
different classification algorithms by differentiating between



the metrics obtained with unbalanced data( Data_A, fig.4) and
those obtained with balanced data(Data_B, fig.5).

For the Accurcay metric, a considerable decrease in model

performance for some classification algorithms. We have a
loss of performance in accuracy of:
15.36% for AdaBoost ,9.12% for SVM,8.80% for KNN,
8.30% for NaiveBayes, 5.10% for RidgeClassifier, 5.60%
for LogisticRegression and 1.20% for HistGradientBoosting.
The other models from the algorithms (ExtraTree Classifier,
Decision Tree Classifier, RandomForestClassifier, Gradient
Boosting) have a loss of less than 1%.

We have a loss of performance in Precision of: 10.40%
for AdaBoost, 7.30% for SVM, 4.80% for RidgeClassifier
and 3.10% for NaiveBayes. The other models from the algo-
rithms (ExtraTreeClassifier, DecisionTreeClassifier, Random-
ForestClassifier, GradientBoosting, KNN, LogisticRegression,
HistGradientBoosting. ) have a loss of less than 1%.

We have a loss of performance in Recall of: 13% for Ad-
aBoost and 1.40% for KNN . The other models from the algo-
rithms (ExtraTreeClassifier,DecisionTreeClassifier, Random-
ForestClassifier, GradientBoosting , LogisticRegression, Hist-
GradientBoosting, SVM, RidgeClassifier, NaiveBayes) have a
loss of less than 1%.

We have a loss of performance in FI_score of:
13.30% for AdaBoost, 8.30% for NaiveBayes, 3.10%
for RidgeClassifier. The other models from the
algorithms (ExtraTreeClassifier, DecisionTreeClassifier,
RandomForestClassifier, GradientBoosting, SVM, KNN,
LogisticRegression, HistGradientBoosting) have a loss of less
than 1%.

Classifier Fowlkes_mallows Geometric mean
HistGradientBoosting | 94.71 93.845 92.443 94.677
RandomForest 93,542 92 677 91.197 935
ExtraTree 93,075 92.021 90.414 93.021
GradientBoosting 91.502 20,621 88.338 91.431
DecisionTree 87,242 B6.429 84.56 BY.024
AdaBoost 81.175 79.142 76.748 BO.T19
RidgeClassifier 70.785 68,435 62.227 69.439
KNN 60,341 58.087 58,485 56.713
LogisticRegression | 49.44 42.549 43.76 38.63
Naive Bayes 48.245 44.417 49.005 42.547
SVM 36,855 31.718 44,531 24,696
Fig. 6. imbalanced Data_A

Figure 6 presents the results of the models obtained af-
ter training and testing with the Data_A( imbalance) data
and Figure 7 with the Data_B (balance) data. We analyze
the performance here following the so-called balancing met-
rics in the literature (Balanced_accuracy, Matthews_corrcoef,
Fowlkes_mallows and Geometric mean). We compute the
percentage performance loss of models from different clas-
sification algorithms by differentiating between the metrics
obtained with imbalanced data( Data_A, Fig.6) and those
obtained with balanced data(Data_B, Fig.7).

i Fowlkes mallows Geometric mean

HistGradientBoosting : 24.06 g2 E27 85,701 94,044
RandomFarest ' 93,508 91,938 Br.621 93,48
ExtraTres : 92,858 91.144 86,544 97814
GradientBoosting 92.207 90.332 85.342 82.183
DacisionTrae 89.068 86.452 79.996 B8.3E6
RidgeClassifier : 69.858 63.237 61.873 69.038
AdaBoost 68.252 61.648 53.621 65.892
KNN 59.023 43572 41.387 67.808
LogisticRegression ' 50.354 39.125 36.577 45461
Naive Bayes I 47.978 38.747 ar.235 42,043
SVM ' 3Ja.2s 2a.028 34738 30.332
Fig. 7. Balanced Data_B

We have a loss of performance in Balanced_accuracy of:
13% for AdaBoost, 1.30% for KNN. The other models from
the algorithms (ExtraTreeClassifier, DecisionTreeClassifier,
RandomForestClassifier, GradientBoosting, SVM,
LogisticRegression, HistGradientBoosting, RidgeClassifier
and NaiveBayes) have a loss of less than 1%.

We have a loss of performance in Geometric mean of:
15,82% for AdaBoost. The other models from the algo-
rithms (ExtraTreeClassifier, DecisionTreeClassifier, Random-
ForestClassifier, GradientBoosting, SVM, LogisticRegression,
HistGradientBoosting, KNN, RidgeClassifier and NaiveBayes)
have a loss of less than 1%.

We have a performance loss with the Matthews_corrcoef
metric of 0.18% to 17.5% for all considered classification
algorithms.

We have a performance loss with the Fowlkes_mallows metric
of 2.70% to 23.12% for all considered classification algo-
rithms.

We have analyzed the effects of imbalanced datasets on
the performance of machine learning models, particularly
classification algorithms. This analysis allowed us to show
that imbalanced datasets produce false performances in the
models. This can be seen when comparing the evaluation
metric performances obtained by the different models
according to whether the dataset is imbalanced or balanced.
We have differences ranging from 1% to 23% depending
on the metrics considered. In view of the performance
differences, we can say that some classification algorithms
(KNN, AdaBoost, SVM, Naive Bayes, Logistic Regression)
are not adapted to imbalanced data. Also by comparing
the Balanced_accuracy, Geometric mean metrics obtained
with balanced data(Fig.7) and Balanced_accuracy, Geometric
mean metrics obtained with imbalanced data(Fig.6), we
can say that these two metrics are more suitable for
evaluating models from imbalanced data sets. In addition
the Accuracy values with balanced dataset are approximate
with those Balanced_accuracy obtained with imbalanced ones.

Our investigation complements other research works such
as Pozzolo et al. 2015[4] ,Dong et al. 2019[5] ,Johnson and
Khoshgoftaar,2019 [7], etc. which provide insights into the
problem of imbalanced data.



VI. CONCLUSION

In this paper, we study the impact of unbalanced datasets
on the performance of machine learning models for malicious
application detection. The overall objective of our work was
to show the effects of imbalanced datasets on classification
algorithms. We first found through the literature that the
datasets used were imbalanced. Secondly, we reviewed the
android application databases for the detection of malicious
applications. This showed that these databases were also
imbalanced and not updated. Then we evaluated eleven clas-
sification algorithms according to the performances obtained
by the commonly used metrics and by the balancing metrics.
The results of this study show that some algorithms are less
suitable for unbalanced datasets. Finally, we have also shown
that the metrics commonly used in the literature are not always
suitable. Metrics such as balanced_accuracy and Geometric
mean are more suitable for imbalanced datasets.
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