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Abstract— Due to a lack of identification and authentication in the 
communication protocol used for industrial control systems. It is 
easy for an intruder to forge false information or impersonate a 
device to send inappropriate commands to other devices, causing 
them to malfunction or be damaged. This study designs three 
kinds of identity security mechanisms used in industrial control 
communication protocols: central control, device to device (D2D), 
and a hybrid mechanism combining the above two. Using the 
proposed mechanism can prevent intruders from disguising as 
legitimate devices to join the industrial network, resulting in 
information tampering or equipment impersonation. 
 
Keywords— Industry control system, security, central control, 
device to device (D2D), hybrid. 

I. INTRODUCTION 
Industrial control systems (ICS) and their communication 

protocols pervade nearly every industry and critical 
infrastructure, such as manufacturing, power, transportation, 
etc. Modbus protocol is one of the commonly used protocols in 
industrial control systems. It is a communication protocol based 
on a master/slave architecture with high availability for 
connecting industrial electronic devices [1], and is easy to 
deploy and maintain. Modicon released Modbus in 1979 for 
programmable logic controller (PLC) communications. PLCs 
are designed to operate only in closed industrial control system 
networks. Therefore, Modbus only needs to focus on reducing 
resource requirements and improving generality and thus lacks 
many security properties such as authentication, encryption, 
and integrity [2]. However, more and more industrial control 
systems have been connected to the Internet. The security of the 
Modbus protocol is insufficient, resulting in industrial control 
systems becoming the target of cybercrime. 

There are many international standards that can be used to 
solve ICS security issues, such as IEC 62443 or NIST 800-82 
and so on. Although the focus of different standards is different, 
because the purpose is to protect the information security of 
ICS, the same topic is mentioned in many different standards, 
such as authentication, system integrity. Because of the main 
reason for the frequent occurrence of data tampering or stealing 
and replay attacks in industrial control systems is that the 
communication protocol lacks an authentication protection 
mechanism during data transmission, which makes it easy for 
illegal intruders to launch attacks [3], and some studies have 
found that although the common ICS suppliers provide security 

events, there are still serious vulnerabilities in the 
authentication mechanism, for example, lack of random 
numbers [4]. In recent years, many researchers have paid 
attention to the issue of authentication of ICS and Industrial 
Internet of Things (IIoT) [5–8], so this article will focus on 
authentication of ICS to help improve the information security 
of ICS. 

This study proposes a mechanism to allow authentication of 
industrial control communication protocols such as Modbus to 
improve their security and prevent intruders from maliciously 
forge as legitimate devices to join the industrial network, 
resulting in information theft or tampering. 

II. MECHANISM AND ITS ADVANTAGES AND DISADVANTAGES 

A. Central Control 
All devices are certified by the central control station 

through which data is transmitted, as shown in Fig. 1. The 
advantage is that it avoids repeated verification. The 
disadvantage is that it requires a central control device, 
increasing the delay because the data should be transmitted 
multiple times. 
 

 
Figure 1.  The two-step procedure of central control. 

B. Device to Device (D2D) 
The device and device (D2D) authenticate to confirm that the 

other is a trusted device, as shown in Fig. 2. The advantage is 
that it can save resources and reduce delay, and the 
disadvantage is that each device needs to be authenticated. If 
there are n devices, then 𝐶!" authentications must perform, and 
there are still some security risks. 
 
 



 
Figure 2.  The two-step procedure of Device to Device (D2D). 

C. Hybrid 
After the device is authenticated, the central control station 

informs the other devices that the device is credible, as shown 
in Fig. 3. The advantage is that it can avoid repeated 
authentication, and the disadvantage is that a central control 
device is required. The delay will increase due to waiting for 
the central control station to notify the remaining devices. 
 

 
Figure 3.  The two-step procedure of hybrid. 

III.  CONTENT OF THE MECHANISM 

A. Central control 
In the initialization, embed the same Identification Key (Id-

K) in all devices through the Certificate Authority (CA). 

• 𝐷𝑒𝑣𝑖𝑐𝑒#$"%  uses the public key to encrypt the Id-K and 
transmit it to the central control station. 

• The central control station decrypts with the private key. 

• If the data obtained after decryption is equal to the Id-K 
issued by the CA, then 𝐷𝑒𝑣𝑖𝑐𝑒#$"% is authenticated. 

• The central control station asks 𝐷𝑒𝑣𝑖𝑐𝑒#$"% for the data to 
be sent to 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$. 

• The central control station updates the public key and 
private key, and broadcasts the public key to all devices. 

• The central control station requires 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$  to 
encrypt the Id-K with the public key and transmit it to the 
central control station. 

• The central control station decrypts with the private key. 

• If the data obtained after decryption is equal to the Id-K 
issued by the CA, then 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$ is authenticated. 

The central control station sends the data sent by 𝐷𝑒𝑣𝑖𝑐𝑒#$"% 
to 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$. 

B. Device to Device (D2D) 

In the initialization, the Identification Number (Id-N) embed 
in all devices through the CA, each Id-N in a device is different, 
and after any two Id-N are hashed, the same string can be 
obtained, and the string will also be are stored on all devices. 

• 𝐷𝑒𝑣𝑖𝑐𝑒#$"% request 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$ to communicate. 

• 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$ request 𝐷𝑒𝑣𝑖𝑐𝑒#$"% send its Id-𝑁#$"%. 

• 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$ hashes Id-𝑁#$"% and Id-𝑁&$'$()$ to obtain a 
hash value. 

• If the calculated hash value is equal to the string stored in 
the device, 𝐷𝑒𝑣𝑖𝑐𝑒#$"% is authenticated by 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$. 

• 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$ asks 𝐷𝑒𝑣𝑖𝑐𝑒#$"% to send data. 
The hash function is a one-way function, it can be a simple 

function, like A plus B and then take the remainder, but it will 
make the security drops. 

C. Hybrid 
In the initialization, embed the same Identification Key (Id-

K) in all devices through the CA. 

• 𝐷𝑒𝑣𝑖𝑐𝑒#$"%  uses the public key to encrypt the Id-K and 
transmit it to the central control station. 

• The central control station decrypts with the private key. 

• If the data obtained after decryption is equal to the Id-K 
issued by the CA, then central control tell 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$ 
that 𝐷𝑒𝑣𝑖𝑐𝑒#$"% is credible. 

• 𝐷𝑒𝑣𝑖𝑐𝑒&$'$()$ asks 𝐷𝑒𝑣𝑖𝑐𝑒#$"% to send data. 

IV.  CONCLUSIONS 
Based on cryptography, this paper proposes three 

verification methods (central control, D2D, and hybrid) to solve 
the problem that the original industrial control protocol lacks a 
verification mechanism. It can improve the lack of defense 
capabilities and ultimately improve the security of industrial 
control protocols. 
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