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Abstract—This paper presents an integrated application of 

network intrusion detection. The intercepted packets are first 

analyzed using a machine learning algorithm, the HistGradient 

Boosting classifier, to detect network traffic as abnormal or 

normal. If the network traffic is unnatural or disruptive, the 

system will immediately notify the information security expert 

whether to disrupt the network traffic. We propose an information 

security application combined with hardware and software. The 

application system can secure IoT devices or any field that needs 

to use the network environment, including abnormal network 

traffic, system outages, betrayals, and other cyber threats. The 

system is scalable and can easily port to other devices or platforms. 

This study will introduce datasets and pre-processing methods, 

machine learning model building, abnormal packet handling, and 

operating system environment building of the AI BOX device. Two 

public datasets were used to train and test the model, and our 

model obtained 99.9% prediction accuracy. The system has been 

successfully tested on the Yocto Project operating system of the AI 

BOX device. 
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I. INTRODUCTION  

With the successful development of Industry 4.0, various 
highly automated industries such as semiconductors and smart 
factories need to operate in the form of the Internet of Things 
(IoT) due to various needs, so there are often accompanying 
cyber security incidents. Related incidents have been commonly 
seen in Taiwan enterprises, such as the TSMC ransomware 
incident in 2018 [1]. Taiwan, which is often the target of attacks, 
has also started to focus on information security protection in the 
industrial field in recent years. Traditional information security 
event handling is shown in Figure 1.  

Reference [2, 3] mentioned that weaknesses in network 
devices are often one of the reasons for attacks on Industry 4.0 
environments, including distributed denial of service (DDoS), 
Bonet, and other types of attacks by sending many anomalous 
packets. A large number of devices in smart factories transmit 

data over the network, and some of them even use cloud services. 
Therefore, network device defense is the next trend in 
information security applications in the industry. 

In this paper, we combine CICFlowMeter and machine 
learning algorithms with ITRI's AI BOX to propose a new 
automated intrusion detection system device that uses artificial 
intelligence to identify malicious traffic and is easily portable to 
act as a router or gateway between external networks and 
industrial networks to create an integrated information security 
solution. 

 

Figure 1. Traditional information security risk process flow 

II. RELATED WORK  

Choi, H et al. [4] proposed an intrusion detection model 
based on AutoEncoder and tested different types of autoencoder 
with the highest accuracy of 91.70%. However, this study was 
only tested on the NSL-KDD dataset, collected in 2009 and too 
old to represent the current network attacks. The actual utility of 
this model would be reduced due to this reason. 

Islam, F.B et al. [5] proposed an Artificial Neural Network 
(ANN)-based model and evaluated the accuracy of the model in 
the experimental stage using the Mean Absolute Percentage 
Error (MAPE) equation and found that the accuracy of the 
model increases as the MAPE value decreases. The model was 
tested using a publicly available evaluation dataset, and the 
highest accuracy of nearly 97% was obtained. 

Alzahrani, A.O et al. [6] proposed an intrusion detection 
system for SDN controllers, first analyzing and normalizing the 
data. This study selected five features for model training and 
tested three baseline algorithms, such as decision tree, XGBoost, 



and Random Forest. The experimental results showed that 
XGBoost achieves the highest accuracy rate and performs well 
in all attack detection. 

Y. Dong et al. [7] collected data in real time based on the 
Flume and Flink engine, cleaned the data, and extracted and 
trained the features with the proposed Auto-Encoder AlexNet 
model to obtain 94.32% accuracy. However, this study might 
have problems determining whether there was an intrusion 
threat on time due to the long training time and lack of 
portability. 

L. Zhiqiang et al. [8] used deep learning algorithms and the 
complete UBSW-NB15 dataset, which introduced cross-
validation techniques and tested the effect of 10-fold, as well as 
the Gedeon method, to identify the effect of essential features on 
model error. Finally, six machine learning methods, both 
supervised and unsupervised, were tested, and this study 
proposed method obtained the highest accuracy of 99.5%. 

III. PROPOSED APPROACH 

This section details the approach proposed in this study, 
including the network traffic acquisition technique, the machine 
learning algorithm selected, the dataset for model training and 
its processing, and the environment configuration and algorithm 
concatenation. 

A. HistGradient Boosting Classifier Algorithm [9] 

This study uses a machine learning model, the HistGradient 
Boosting Classifier algorithm, inspired by the LightGBM [10] 
algorithm and based on the Gradient Boosting Classifier 
algorithm [9].  

The HistGradient Boosting Classifier algorithm is a tree 
structure. Instead of using Gini coefficients as in the Random 
Forest algorithm [11], the training data is first classified into 
several numerical segments, i.e., the training data is 
histogrammed, and the splitting points are determined based on 
the structure of the data after that. 

Since the HistGradient Boosting Classifier algorithm uses a 
histogram approach, there is no need to sort the values each time 
a feature is selected for splitting, compared to the Gradient 
Boosting Classifier algorithm. The HistGradient Boosting 
Classifier algorithm can speed up several sets when datasets 
exceed 10,000. 

B. Dataset 

The Intrusion Detection System (IDS) has been one of the 
tools that have long helped information security personnel 
prevent cyber attacks. For machine learning, the training dataset 
is often one of the essential parts, so suitable datasets for the 
industrial network environment need to be selected for training. 
This study uses the following three datasets for model training 
with the Random Forest algorithm. Intrusion detection 
evaluation dataset, DDoS evaluation dataset, and our own 
collected SSH-Brute Force dataset. 

1) CIC-IDS 2017 (Intrusion Detection Evaluation Dataset) 
The CIC-IDS 2017 dataset [12] collected real-world 

data, including normal and abnormal network traffic through 
the CICFlowMeter network traffic analysis tool, and 
conducted various common network attacks in five days, 

which is very suitable for training binary classification or 
multiclass machine learning models. It was also mentioned 
in [13] that this data set contains some shortcomings, such as 
a Huge Volume of Data, Missing Values, High-class 
imbalance, etc., so how to perform data preprocessing is also 
a focus of this research. 

2) CIC-DDoS 2019 (DDoS Evaluation Dataset) 
 The CIC-DDoS 2019 [14] dataset evaluated various 
publicly available DDoS attack datasets in previous years, 
but there was no dataset for reflection-based DDoS attacks; 
unlike the previous dataset, the CIC-DDoS 2019 dataset 
added various standard network devices in the experimental 
field to match the real-world usage environment, and 
conducted eleven types of DDoS attacks, and classified them 
into reflection-based and exploitation-based attack 
techniques, and finally presented 80 features from the data. 

3) SSH-Brute Force dataset 

 Figure 2 is the flow chart of how we collect the brute 
force attack, in which we use the brute force cracking tool 
named Hydra [15] in Kali Linux, a brute force tool for 
cracking account passwords. It uses the existing account 
password files to compare and crack each combination. 
After nearly half a day of data collection, through 
CICFlowMeter to extract the features and add them to the 
training dataset. 

 

Figure 2. Flowchart for collecting SSH-Brute Force attacks 
dataset 

C. Data Process 

In this study, three different datasets are used, two public and 
one collected by this study. 

In the dataset processing, the three datasets were mixed and 
split into training and test sets with a ratio of 3:1. Then, the 
datasets were further analyzed for label uniformity and found to 
have unbalanced labels. In this study, we use the imblearn [16] 
tool to perform data under-sampling to equalize the labeling 
ratio of the whole dataset. We then use the feature importance 
evaluation tool f_classif [9] and the feature selection tool 
SelectKBest [9] to perform feature filtering. First, the f_classif 
tool uses ANOVA (Analysis of Variance) statistics to assign P-
values to each feature. Then the SelectKBest tool ranks the P-
values of each feature and selects K features in the dataset for 
model training. Twenty features are finally selected for model 
training in this study. Table 1 below shows the names of the 
selected features. 

Table 1. Selected dataset features 

Flow 
duration 

Bwd pkt len 
max 

Bwd pkt len 
min 

Bwd pkt len 
mean 

Bwd pkt len 
std 

Flow iat std 
Flow iat 

max 
Fwd iat tot 



Fwd iat std Fwd iat max Pkt len min Pkt len max 

Pkt len mean Pkt len std Pkt len var Pkt size avg 

Bwd seg 
size avg 

Idle mean Idle max Idle min 

 

 After selecting the desired dataset features, data pre-
processing is performed. The data pre-processing techniques use 
in this study are StandardScaler [9], MinMaxScaler [9], and 
LabelEncoder [9]. First, StandardScaler is applied to each 
feature value to make the Gaussian distribution of each feature 
value so that the mean value of each group feature is zero and 
the standard deviation is one. Then MinMaxScaler is performed 
to reduce the range of each feature in the dataset from zero to 
one, and finally, the labeled data in the dataset is encoded by 
LabelEncoder. 

D. CICFlowMeter [17, 18] 

In this study, we use CICFlowMeter, a network traffic 
feature extraction tool, which is a Pcap file and obtains more 
than 80 features after analysis and extraction. The features 
include packet statistics such as maximum length, average 
length, and standard deviation. The CICFlowMeter tool can be 
used to obtain network traffic features for subsequent analysis. 

E. AI BOX Environment 

The AI BOX embedded system uses the Yocto Project [19], 
which provides a flexible set of tools, software stacks, and 
configurations to create custom Linux images for embedded and 
IoT devices or where a custom Linux operating system is 
required. The release version is called Poky. Figure 3 below 
shows the development architecture of the Yocto Project. 

The built environment is the output directory of the build 
release, which contains the two .conf files automatically 
generated when building the environment. The four options 
listed in Metadata Layers can all have their paths added to 
bblayers.conf file. Build output is the build output files, such as 
reference images, licenses, SDKs, etc.). The OpenEmbedded 
build system is the base file for building the distribution; the 
Poky file is downloaded to your computer, providing a base 
building environment. It provides a basic environment for 
building a Linux development version. 

 

Figure 3. Yocto Project architecture 

Yocto's workflow is shown in Figure 4 below. The first part 
starts with the developer specifying an architecture, policies, 
patches, and configuration details. The second part is building 
the system. Fetches and downloads the source code wherever set. 
The project supports standard methods such as source code 
repositories systems. After downloading, the source files are 

extracted to the local workspace from where the patch is applied, 
and the configuration and compilation software will run in 
normal steps. In the third part, the software is installed into a 
temporary staging area where choices binary package format is 
used to roll up the software. We will be checking different QA 
and sanity in the entire build process. Finally, there is the fourth 
part. After the binary has been created, a root file image will be 
generated to produce a file system image. 

 

Figure 4. Yocto Project workflow 

Cross-Development Toolchain Generation is used to build 
mirrors and applications on target hardware. Figure 5 shows the 
advanced build environment for toolchain construction and use. 
When running BitBake to create an image, the OpenEmbedded 
build system uses the host's gcc compiler to bootstrap the file 
called gcc-cross. The compiler is the tool BitBake uses to 
compile the source files. The Build Host produces three 
toolchains: 

1) gcc-cross: builds the target images. 

2) gcc-crosssdk: a transitory toolchain that produces 

relocatable code that executes on the SDKMACHINE. 

3) gcc-cross-canadian: which executes on the 

SDKMACHINE, produces and runs to create target 

applications. 

 
And the Target Device runs the Target Images and Target 

Applications. 

 

 

Figure 5.  Cross-Development toolchain generation 

F. PROCEDURE ARCHITECTURE 

Figure 6 shows the structure of our model training 
framework. First, we balance the data by UnderSampling to 
balance the overall number of abnormal and normal labels, then 



calculate the p-value through ANOVA, select 20 features into 
StandardScaler, MinMaxScaler, and LabelEncoder to normalize 
and encode the data, and finally classify the data into normal and 
abnormal through HisGradient Boosting Classifier. 

 

Figure 6. Data processing flow chart 

Figure 7 shows the application of AI BOX and IDS in the 
industrial field. The abnormal traffic will be filtered by AI BOX. 
When an intrusion attack occurs, abnormal packets cause the 
system to generate an intrusion alert, notifying information 
security professionals for follow-up and research. 

 

Figure 7. The role of the AI BOX in the industrial 
environment 

IV. RESULT 

This study uses a machine learning algorithm to train a 
model with three datasets and combine them with 
CICFlowMeter, a network traffic feature acquisition tool, to 
build an autonomous network traffic detection system. The 
algorithm design can be divided into two parts: autonomous 
network traffic acquisition and network traffic prediction. First, 
when the system is executed, network traffic will be captured 
continuously and archived in order. Second, the network traffic 
prediction part will independently predict network traffic files 
and generate relevant prediction reports for each batch of 
network traffic files. Generate alarms when abnormal network 
traffic is detected, and move their related information to the 
abnormal network traffic temporary storage area for subsequent 
information security personnel to view. 

In machine learning model training, various machine 
learning models are tested, and their results are analyzed. Figure 
8 below shows the histograms of the performance evaluation 
metrics of different machine learning algorithms. 

 

Figure 8. The performance evaluation metrics of different 
machine learning algorithms 

We mainly try regression and classification models in the 
machine learning algorithm section. These include gradient-
based regression and classification models: Gradient Boosting 
Regressor, Gradient Boosting Classifier, Regression and 
classification models that use histogramming of data to speed up 
without losing accuracy: HistGradient Boosting Regressor, 
HistGradient Boosting Classifier. AdaBoost Regressor is a 
regression model that uses decision tree regression with weight 
adjustment according to the prediction error. 

The above model evaluation found that the classification 
model performs better than the regression model for large data 
sets. The overall execution efficiency and prediction accuracy of 
the histogram-optimized model are excellent, and the 
HistGradient Boosting Classifier algorithm is used for network 
traffic prediction in this study. Figure 9 shows the confusion 
matrix of the model on the test dataset with all four model 
evaluation metrics above 0.999. 

 

Figure 9. The confusion matrix of the testing dataset 

 The flow monitoring algorithm design and model training is 
completed. This study combines the process architecture with 
the AI BOX module proposed by ITRI to realize a complete 
autonomous abnormal network traffic detection mechanism. 
Figures 10 and 11 below show the normal and abnormal network 
traffic reports predicted at different times, respectively. The 
abnormal network traffic will be alerted, and the network traffic 
file will be moved to the temporary storage area. 



 

Figure 10. The normal network traffic report 

 

Figure 11. The abnormal network traffic report  

A. Model Evaluation Metrics 

The following four metrics are based on the confusion 

matrix. 

1) True Positive (TP): the label of the data is abnormal, 

and the predicted result is abnormal  

2) True Negative (TN:): the label of the data is normal, 

and the predicted result is normal 

3) False Positive (FP): the label of the data is normal, 

and the predicted result is abnormal 

4) False Negative (FN): the label of the data is  abnormal, 

and the predicted result is normal  

 

Based on TP, TN, FP, and FN metrics, we derive the 

following metrics: 

 

⚫ Accuracy: 

 
𝑇𝑃 + 𝑇𝑁

(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁)
 (1) 

 
⚫ Precision: 

𝑇𝑃

(𝑇𝑃 + 𝐹𝑃)
 (2) 

 

⚫ Recall: 
𝑇𝑃

(𝑇𝑃 + 𝐹𝑁)
 (3) 

 

⚫ F1-score: 

 
2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ± 𝑅𝑒𝑐𝑎𝑙𝑙
 (4) 

 

V. CONCLUSION 

 In this study, we propose an autonomous intrusion detection 
system based on machine learning in conjunction with ITRI AI 

BOX. We first use the CICFlowMeter tool to capture network 
traffic packets and then extract network traffic features as input 
for the machine learning model to perform prediction. This 
model is in the test dataset and achieves almost 99.9% accuracy 
and 99.9% recall. With AI BOX and Autonomous Intrusion 
Detection System, smart factories or sites using network 
transmission can be protected from abnormal intrusion attacks. 
In addition, we built our embedded system environment with the 
Yocto Project, and the lightweight advantage of Yocto enables 
AI BOX to be more scalable. Until now, there has been no 
research on the information security of IoT devices based on the 
Yocto Project. 
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