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Abstract— The upsurge of the fourth industrial revolution
brings about an emergence of cloud-based technologies
such as the Internet of Things (IoT). By design, these
devices and systems are bound to operate in complex
environments that require secure assurances at the same
time the need for mechanisms to achieve resilience in an
event of threats or attacks. Little attention has been paid
to finding evidence about security protocols designed to
support IoT devices from cyber-attacks. To accomplish
this, however, would necessitate a literature review study
on current trends, concerns, and ongoing research in the
field of Internet of Things security protocols. This is the
void that this paper aims to fill through a bibliometric
analysis of scientific paper publications.

Hence, this paper presents a review study that assesses the
status of the existing research relating to Internet of
Things security protocols. A bibliometric analysis was
carried out using R Studio on scientific publications in the
field of Internet of Things security protocols for the period
between 2016 and 2022 retrieved from Web of Science and
Scopus databases. The results from the bibliometric
analysis showed that there is active research going on in
Internet of Things security protocols and is dominated by
the American and Asian continents in terms of research
paper publications and the collaboration network while
Africa is still lacking behind. Based on these review
results, this study has established that research in the field
of Internet of Things security protocols is still in its
infancy in the African continent compared to other
continents. In addition, more work is needed in securing
Internet of Things systems through continued protocol
development including standardised guidelines so as
advance more resilience in securing the operations of the
devices.

Keywords—: Security Protocols, Internet of Things, Cloud-
based technologies, Cybersecurity, Bibliometric analysis.

I. INTRODUCTION

Recent discussions and debate from the academia and
industry on the probable impact of the “Fourth Industrial
Revolution” raises opportunities of investigating the nature of
connectedness  of  digital devices especially  the

interconnectedness of the Internet of Things (IoT). IoT
consists of interconnected devices or machines that have the
capability of transferring data on a communication network
without much of physical human intervention [1]. The devices
can generate large amounts of data and are monitored and
controlled remotely but this carries new risks: the many
interfaces and protocols involved provide many points of
failures and security vulnerabilities [1]. This calls for greater
understanding of IoT interfaces, protocols and devices,

including the complex operational technologies and
environments that complicate development and business
processes.

IoTs have become like everyday objects used in many
operational areas such as personal wellness tracking, home, or
vehicle automation etc. By design, they interact with the
environment in order to generate data sets that are normally
hosted in the cloud [1], [2]. Therefore, the security that must
be implemented should take into account of the environment
in which the sensors are collecting data. The level of trust
attributed to the interaction of the devices and the complexity
of its distribution can be of some concern because these
devices may be exposed to insecure environments [2].

Considering the fact that IoT devices and their associated
systems are rapidly increasing worldwide, a closer
understanding of the nature of security protocols and measures
to deal with attack surface areas is critical [3]. Traditional
defence strategies are failing to successfully counter emerging
cloud-based threats and attacks [4]. This emerging threat
landscape requires an integrated approach to the solution.
Network security is an integral part of any connectivity
involving networking regardless of the type, size and nature of
the network. The rate at which cyber-attacks are exploiting
IoT device vulnerabilities has been increasing while the IoT
services remain pervasive [5]. In order to secure data and
mitigate threats, a number of protocols, technologies, tools
and techniques are involved. Hence, a constant review and
analysis of effectiveness of [oT associated security protocols
is critical for their secure operation.

Although previous research has shown interest in the IoT
security protocols such as seeking security solutions, there has
been limited comparative studies on analysis of the research
trends on IoT security protocols. The main objective of this
paper was to carry out a systematic bibliometric analysis to
identify emerging trends in finding evidence about security



protocols designed to support IoT devices from cyber-attacks
and to accomplish this goal, a systematic literature review of
articles about journal performance, collaboration patterns, and
research constituents was conducted, along with an
investigation of the intellectual structure of Internet of Things
security protocols in the existing literature. Further, in
realising this, the study categorised and visualised collected
research output documents with respect to annual scientific
production, top five sources with the highest number of
citations, most relevant authors keywords used and sources. In
the interest of countries researcher’ profiles involved in
security protocols; the analysis also considered top countries
with their most prolific affiliations including collaborative
work ensured. The findings of this study will be significant
and instructive, giving the community and industry additional
information and a better understanding of the state of research
today and its development trends. The current study can
promote new applications, advance Internet of Things security
protocols research, and suggest new channels for
disseminating knowledge in the area.

The rest of the paper is arranged as follows: In section II,
we discuss IoT security protocols. Section III presents the
methodology used for data sources and search strategy.
Section IV presents a discussion on the results and analysis of
search findings. Finally, section V provides a conclusion and
recommendations for future work.

II. IOT SECURITY PROTOCOLS

In any data communication network, network security is
extremely important as a way of protecting assets in logical
and physical manner. In its generic form, network security
consists of security services that are capable of allocating
access, distribution, monitoring and protecting the underlying
assets such as IoT device including their data and software
systems [6]. The overall objective is to offer protection by
preserving integrity, availability, and confidentiality of system
resources. [oT architecture allows a diverse connectivity
platforms and technologies such as the Radio-Frequency
Identification (RFID), Wireless Sensor Networks (WSN),
Machine-to-machine making it more challenging in the
provision of reliable and secure solutions [7].

Depending on the nature network topologies, each
connected device would work with some protocol such as
UDP or TCP. However, it is through these protocols that
vulnerabilities can be exploited by threat actors. Although
industry experts develop specific protocols to address these
vulnerabilities, there are still inadequate in dealing with ever
emerging security threats [8]. Examples of specific protocols
developed and being used are OS41, Bluetooth Low Energy
(BLE), Zigbee, Z-Wave, Wireless Hart, Sigfox and
LoRaWAN. The underlying technological nature of IoT
devices may allow security vulnerabilities when performing
the following activities [9]:

* Gathering of abundant data — IoT devices and sensors
normally collect large scale data, detailed in nature within
their environments and users. This data, of which some of
it is necessary for their own operation is vulnerable to
attacks if not properly secured.

e Connection of virtual and physical environments — A
greater impact on attacks is created due to shortened
distance created between the virtual and physical systems.

¢ Creation of complex environments — the complexity and
dynamic interactions within the environment in which a
single IoT operates increases the attack sur-face.

* Centralisation of architecture — the traditional approach
that requires IoT devices and sensors to collect data and
send to a base station can have a detrimental effect of
security.

Clearly, IoT has become ubiquitous and pervasive within
most of our daily lives such as home, cars, hospitals etc. and
come with associated security and privacy issues. Despite
many efforts such as those by Saleem et al. [10] and DDCMS
[11], it is interesting to note that there is still lack of
standardised security and privacy guidelines for reliable and
secure utilisation of [oT systems and services.

III. METHODOLOGY
A. Bibliometric Analysis

Bibliometric analysis is a computer-aided scientific
methodology designed to identify essential research outputs or
authors and their relationship by checking all publications
related to a given topic [12] & [13]. The analysis retrieved
provides abundant and relational information about the topic
and hence allowing a process of better understanding of the
overall background and the status of the topic of interest
among other things. The existing literature revealed that there
are several bibliometric tools. In this review study,
bibliometric analysis was carried out using R Studio on
publications related to IoT security protocols field retrieved
from Web of Science and Scopus databases. These two named
databases were deemed to be suitable tools for improving the
search quality in this study because Web of Science (WoS)
and Scopus are the two bibliographic databases widely
regarded as the most comprehensive databases for various
purposes [14]. The outcomes were based on finding evidence
of security protocols designed to protect IoT devices from
cyber-attacks. Table 1 provides a summary of primary
keywords used in the search including the sources utilised in
this study to gather all the necessary data.

Table 1. Primary keywords and sources

Primary
Keywords

Security AND Protocols
IoT AND Devices
Cyber-attacks

Scopus database
December 2022)
Web of Science Database (accessed on
06 December 2022)

Sources (accessed on 05

As shown in Table 1, the search for published scientific papers
was limited to Security Protocols, IoT Devices, and Cyber-




attacks, with no document type restrictions. Two sources were
used namely Scopus and the Web Science Databases.

The search rules used to look up papers in Scopus and Web of
Science are shown in Table 2 below.

Table 2. Search rules

Database Search rules
Scopus TITLE-ABS-KEY ( ( ( "Security
P Protocols" OR "Cybersecurity

Protocols" ) AND ( "IoT Devices"

OR "Internet of things Devices" ) )
OR ( ( "Cyber-attacks" AND "IoT
Devices" ) ) )

TS=(("Security Protocols" OR

Web of Science "Cybersecurity Protocols") AND ( "IoT

Devices" OR '"Internet of things
Devices")) OR TS=(("Cyber-attacks"
AND "IoT Devices"))

Table 3 provides summary results of the search done in
December 2022 using the search rules in Table 2.

Table 3. Main information.

Conference review 11
Proceedings paper 156
Review 20

As displayed in Table 3, the period of review study was
between 2016 and 2022. The keywords used in the search (see
Table 2) resulted in the retrieval of 774 documents from
Scopus and Web of Science. The types of documents found in
the search include articles, books, book chapters, conference
papers, and reviews.

The information obtained from Scopus and Web of science
was merged and analysed using R Studio. R is a data
manipulation, statistical analysis, and data visualisation
programming language [15]. It was used in the study due to its
numerous functionalities, which include functions for data
retrieval, manipulation, and storage, built-in operators for
array and matrix calculations, integrated collection of tools for
introductory and intermediate statistical analysis, and many
others.

Figure 1 shows the code used in R Studio to merge Web of
Science and Scopus data and eliminate all duplicates in order
to have accurate data. After the merging, 357 duplicates were
removed, resulting in a total of 774 documents.

a5k ined<-mergen! es(wos,5copus,remove. duplicated=T)

13 ##exporting file
14 write.xIsx(combined,"a11.x15x"

Description Results
Main Information about Data

Timespan 2016:2022
Sources (Journals, Books, etc.) 488
Documents 774
Annual Growth Rate % 63.21
Document Average Age 1.81
Average citations per doc 7.859
References 23831
Document Contents

Keywords Plus (ID) 2428
Author's Keywords (DE) 1756
Authors

Authors 2197
Authors of single-authored docs 33
Authors Collaboration

Single-authored docs 43
Co-Authors per Doc 3.68
International co-authorships % 16.54
Document Types

Article 310
Article; book chapter 3
Article; early access 10
Article; proceedings paper 2
Book 1
Book chapter 31
Conference paper 232

Fig. 1. R Source code

The results were analysed using Bibliometrix, an R Studio
package offering a set of quantitative research tools in
bibliometrics and scientometrics [16].

IV.RESEARCH TRENDS ON IOT SECURITY PROTOCOLS

This section presents the results of the bibliometric analysis
carried out using R Studio on 774 scientific publications (see
Table 3) for the period between 2016 and 2022 related to IoT
security protocols field retrieved from Web of Science and
Scopus databases.

A. Annual Scientific Production

The annual scientific publications on IoT security protocols
from 2016 to 2022 are displayed in Figure 2. As per the data
in Figure 2, 774 scientific papers have been published in the
past 6 years. With a higher number of publications in the years
2022 (189 publications) and 2021 (178 publications). This is
an indication that there has been active ongoing research
around the world in the field of IoT security protocols.
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Fig 2. The annual scientific publications on IoT security
protocols.

B. The top 5 most cited publications on IoT security
protocols.

Further, Table 4 the top five sources with the highest number
of citations in the field of IoT security protocols. The
classification as shown in Table 4 is based on the number of
times a particular published research paper in the field of IoT
security protocols has been referred to (or cited) by other
researchers.

Table 4. The top five cited publications in the field of IoT
security protocols.

Paper Citations
Sivanathan A, 2019, Ieee T Mobile Comput 164
Diro Aa, 2018, IEEE Commun Mag 148
Sivanathan A, 2017, IEEE Conf Comput 145
Anthi E, 2019, IEEE Internet Things 137
Hussain F, 2020, IEEE Commun Surv Tut 125

Data in Table 4 about the top five cited publications
considered in this review were classified in decreasing order
(i.e., starting from the most highly cited source to the lower).
Based on that the following can be noticed concerning the top
5 cited publications considered in this review:

1. Sivanathan A, 2019, Ieee T Mobile Comput [18] was cited
164 times. The authors address the challenge of the Internet
of Things (IoT) being hailed as the next wave
revolutionising society, and smart homes, enterprises, and
cities are increasingly being equipped with a plethora of
IoT devices; in the publication titled "Classifying IoT
Devices in Smart Environments Using Network Traffic
Characteristics,". They develop a robust framework for IoT
device classification using traffic characteristics obtained at
the network level.

. Diro Aa, 2018, IEEE Commun Mag [17] had 148 Citations.
The authors of this study, "Deep Learning: The Frontier for
Distributed ~ Attack  Detection in  Fog-to-Things

Computing," discuss how the proliferation of smart objects
and their diversity, combined with the recent exponential
rise in attack frequency and sophistication, have created
significant cybersecurity challenges. The study suggests a
brand-new distributed deep learning method for fog-to-
things computing cyber-attack detection.

. Sivanathan A, 2017, IEEE Conf Comput [19] was referred

to 145 times. In the paper "Characterising and classifying
IoT traffic in smart cities and campuses," the study gives
smart city and campus operators the ability to find and keep
track of their IoT assets based on network behaviour.

. Anthi E, 2019, IEEE Internet Things [20] had 137

Citations. The paper's working title is "A Supervised
Intrusion Detection System for Smart Home IoT Devices."
This paper proposes a three-layer intrusion detection
system (IDS) that detects a variety of popular network-
based cyber-attacks on IoT networks using a supervised
approach.

. Hussain F, 2020, IEEE Commun Surv Tut [21] was cited

125 times. The authors review the security requirements,
attack vectors, and current security solutions for IoT
networks in this paper titled "Machine Learning in IoT
Security: Current Solutions and Future Challenges."

C. The most relevant authors

Various authors have written on the topics of IoT security
protocols around the world. Nevertheless, the comparison
graphs in Figure 3 only show the top ten relevant authors in
the field of IoT security protocols. Referring back to Figure 3,
it can be noted that Gharakheili H, Na N, and Sivaraman V
have the highest number of publications (11), while the rest of
the authors have 6 and 7 respectively.
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Fig. 3. The most relevant authors in the field of IoT security
protocols.

D. The Most Relevant Sources (Publishers).

IoT security protocols research topics have been published by
different kinds of publishers, only the top 10 organisations
that publish research papers in the field of IoT security
protocols were considered in this review. Looking at the data
displayed in Figure 4, The IEEE Internet of Things Journal



has the most publications (33), followed by Sensors (28),
IEEE Access (24), ACM International Conference Proceeding
Series (17), and Lecture Notes in Computer Science (15).
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Fig. 4. Most Relevant Sources (Publishers) in the field of [oT
security protocols.

E. The top countries.

It is well known that authors from various countries are
publishing their research works in the field of IoT security
protocols. However, in the context of this study, the emphasis
was only on the top 10 leading countries. Furthermore, data
about the 10 top countries as shown in Figure 5 was based
according to the country affiliation of the first author.
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Fig. 5. Top countries contributing to the field of IoT security
protocols.

Data as displayed in Figure 5, revealed that the most
contributing country in publications to the field of IoT security
protocols research is the United States publishing the most
papers (209), followed by India with 176 publications, then
China, Australia, and Saudi Arabia with 106, 55, and 49
publications, respectively. Based on this data, it can be
deduced that at the continental level America and Asia are the
top two continents dominating in terms of publications in the
field of IoT security protocols. It can be noted that Africa is

still lacking behind compared to the two mentioned continents.

F. The most prolific affiliations.

Additionally, in Figure 6 the top 10 most prolific affiliations
are presented. This is presented in terms of the number of
research papers published by each of these affiliations in the
domain of IoT security protocols. The results in Figure 6
indicate that the National University of Singapore and the
University of Texas at San Antonio have 10 publications in
this field. The majority of affiliations have 5 or more papers

published in this domain. From data patterns in Figure 6, it
can be deduced that American and Asian affiliations
(institutions) are the dominant contributors in terms of
producing research papers in the field of IoT security
protocols.
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prolific affiliations in the field of IoT

G. Country Collaboration Network (Network Analysis)

There have been collaborative efforts amongst authors from
different countries in an effort to contribute to the publication
of papers in the field of IoT security protocols. Figure 7
illustrates a record of networking circles of collaboration to
identify countries that are actively collaborating. Countries
belonging in the same cluster have greater collaboration
strength. Twenty-four clusters are shown in the country
collaboration network in Figure 7. Amongst the 24 clusters,
only 10 of them, each having only one country. Furthermore,
it is noted that the top contributing countries (see Figure 5) are
also the most prominent in the country collaboration network
(See Figure 7). The United States of America is the most
collaborative country, followed by India, and China. Tunisia is
the only collaborative country in Africa that shows
collaboration with Saudi Arabia.

Fig. 7. Country Collaboration Network.

H. Keywords co-occurrence network

Figure 8 illustrates the keywords co-occurrence network with
three clusters. A keyword co-occurrence network is about



identifying the appearance of the most frequently used
keywords in a document such as a research paper, an article, a
book, etc. In other words, it is about checking the number of
times the keywords appear in a document during bibliometric
analysis. In the context of this review study, a maximum of 50
keywords were extracted from bibliometrix, with 3 as the
minimum number of occurrences. Therefore, in this review
study, the keywords were separated into 3 clusters and these 3
clusters were further analysed by means of the strength
association method.

Cluster 1 (red) has the most keywords related to IoT device
security (e.g., authentication, blockchain, network security,
public key cryptography), whereas Cluster 2 (blue) has words
related to IoT and Data security (Internet of Things, network
security, cyber-attacks, cybersecurity, security, security
protocols), and Cluster 3 (purple) has keywords related to
cyber-attacks (denial-of-service-attack, malware, distributed
denial of service). The most common keywords are the
internet of things, network security, and cyber-attacks.
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Fig. 8. Keyword Co-occurrence network.

V. CONCLUSIONS AND FUTURE WORK

To better understand the research trends on IoT security
protocols, a review study that entailed assessing the status of
the existing research in the field of [oT security protocols was
conducted. This was achieved through a bibliometric analysis
of scientific publications (i.e. articles, books, book chapters,
and conference papers) for the period between 2016 and 2022.
It emerged that IoT security protocols are an active ongoing
research field with American and Asian affiliations
(institutions) being the most contributors in terms of
producing research papers in this field. In addition, America
and Asia are identified to be the top two continents
dominating in terms of publications and are the most
prominent in the collaboration network. It has also emerged
that Africa is still lacking behind compared to the two
mentioned continents namely America and Asia. Nevertheless,
some kind of effort has been noted from the African continent.
For example, the study findings revealed that Tunisia is the
only African country with collaborative links based on the
topic. It is collaborating with Saudi Arabia.

The results clearly indicate a continued growth in research
interest with the most significant in 2022. These results are an
indication that research in the field of IoT security protocols is
still in its infancy in the African continent compared to other

continents. Hence, African countries still have the opportunity
to do more research in the field of IoT security protocols.
Therefore, identifying and finding ways to fill these gaps is
the main contribution of this paper.

More work is needed in securing loT systems through
continued protocol development including formulation of
standardised guidelines that can advance more resilience in
securing the operations of the devices.
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