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Abstract - As we know, there are now more and more
cyberattacks that have a serious impact on
individuals, businesses, and governments. Attacks
are increasingly sophisticated and modern, requiring
competent entities to study and devise solutions to
quickly detect and minimize user risks. In fact,
attacks come in many different ways and many
different environments. In this paper, we do an
empirical study on the deep learning model using
some kinds of activation functions applied for
detecting attacks in the wireless local area network
(WLAN) data. We also point out some discussions
about activation functions for future research.
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I. INTRODUCTION

WLAN wireless networks, also known as Wi-Fi
local area networks, are the most common type of
connection commonly used at the household or work
scale and in public places. This is a network using
wireless technologies with a coverage range of less than
200m. Due to the popularity as well as the open space of
the wireless network (easy scale), it is also the type of
network that is vulnerable to intrusion/attack due to
many subjective users or lack of knowledge about
setting up encryption, and security for connection.

In Vietnam, according to statistics by the end of
August 2020, the Center for Cyber Surveillance and
Response- SOC (Viettel Company) has detected a total
of more than 3 million cyber-attack alerts on financial
systems, banks, and information technology networks in
some provinces and cities across the country. The three
forms of cyber-attacks that financial systems and banks

face most are web mining (accounting for 77.58%),
malicious code (12.05%), and depletion (3.92%).

Within the scope of this paper, we focus on and pay
attention to the types of attacks in WLAN networks,
especially rare attacks because there are not too many
studies in this field, most of the topics related to wired
networks are mainly, and if there is, the results are not
too high. Moreover, the rate of cyber-attacks has
increased steadily over the years, which proves that there
has never been an algorithm that is optimal and that
every system needs to be improved and updated
regularly. Rare attacks are understood to be previously
unseen forms of attack or very small numbers [1][2][3].
These types of attacks are often very dangerous and have
serious consequences because the identification system
does not have any information or characteristics on
them. In terms of data, this type of attack also has a very
small number compared to another popular type.

According to the studies of Kolias et al. [4], for
WLAN networks, there are many different types of
attacks but can be grouped into 3 main groups: Flooding,
Injection, and Impersonation (Table 1).

- Flooding (DDOS): a form of denial-of-service
attack. In attacks of this type, the attacker tries to fill
the bandwidth of the WLAN to the maximum to
prevent traffic from ordinary users, so the WLAN
will be unavailable and unable to serve the client.

- Injection: an attacker uses malicious code to take
control of the access point and change the
configuration of the access point and collect data
transmitted via WLAN.

- Impersonation: These attacks are also known as
spoofing attacks. The attacker masquerades as one



of the network nodes to get information sent to and
from the network nodes.

Table 1. Common types of attacks in WLAN

Group of attacks Types of attack

Deauthentication, CTS, RTS,
Disassociation, Beacon,
Deauthentication broadcast,

Disassociation broadcast,
Group “Flooding” Probe Request, Block

Acknowledge,

Authentication Request, Fake

Power Saving, Probe

Response

ARP-Injection, ChopChop,

Group “Injection Fragmentation

Group
“Impersonation”

Honeypot, Evil Twin, Caffe
Latte, Hirte

Table 1 presents some types of attacks in WLAN. In
recent years, to prevent network attacks, we can use
some machine learning methods to build a model applied
for intrusion detection system [9-20].

In this paper, we do an empirical study on the deep
learning model using some kinds of activation functions
applied for detecting attacks in the wireless local area
network (WLAN) data. We also point out some
discussions about activation functions for future
research.

This paper is organized as follow. The section Il
presents the activation functions. The section 11l shows
the experimentation results. The section 1V concludes
the paper.

I1. ACTIVATION FUNCTIONS

The aim of activation function in a neural network
is to define how the weighted sum of the input is mapped
into an output from a node or nodes in a layer of the
network. The choice of activation function has a crucial
impact on the performance of the system using a neural
network model, and different activation functions may
be used in different parts of the model. We will brief
survey some main kinds of activation function as
follows.

The first one is ReLU function. This function
proposed by Vinod Nair and Geoffrey E. Hinton in [5]
and widely use in deep learning models. The properties
of ReLU function are continuous, not-bounded and not
zero-centered. When x = 0, the left-hand derivative of

ReLU is zero while right hand derivative is 1. The ReLU
function is presented in the equation 1.

r=mo=[{ 320

The second one is Leaky ReLU (LReLU) [6], The
properties of the LReLU are continuous and not-
bounded. The computation using LReLU is cheap and
having a zero-centered activation function. The LReLU
function allows a small part of negative units instead of
pushing them to zero like the ReLU function does. The
equation 2 shows the definition of the LReLU.

x ifx=0
ax ifx<0

f(x) = max(ax,x) = { 2)

The third one is ELU (Exponential Linear Unit)
function [7]. In contrast to ReLUs, ELUs have negative
values which allows them to push mean unit activations
closer to zero like batch normalization but with lower
computational complexity. ELUs performs not only to
faster learning, but also to significantly better than
ReLUs and LReLUs on networks having more than 5
layers. The ELU function is expressed in the equation 3.

xif x>0

f<x)={a(e"—1)ifx<0 @)

The last one is SegRELU proposed by Gan et al in
[8]. SegRELU has some properties: (1) parameter-free
setting to ease users’ implementation, (2) light
architecture to encourage reproducibility in future deep
learning models, and (3) robust weight update at both the
positive and negative part of the activation functions to
preserve effective feature learning during training
process. The SegRELU is tested for medical image
segmentation data. The definition of SegRELU is
illustrated in the equation 4.

_ %le ifx<0
6o {x if x>0 @

As mentioned in recent literature, The activation
functions play an important role in machine learning
models. For each type of data, the result highly depends
on the choice of activation functions, the next section
will present an empirical study on 4 kind of activation
function applied for intrusion detection data in WLAN.

I11. EXPERIMENTATION

To conduct the experiment, we used a part of the
AWID dataset (Aegean WiFi Intrusion Dataset) that was
actually collected from attacks in the wireless network,
denoted O-AWID. AWID consists of 156 attributes, we
select 13 features according to the study of Liu et al.



[21]. The characteristic of these data set is presented in
the table 2.

To evaluate the performance, the Accuracy and F1-
score is used in our experimentation. We use a CNN
model with 4 kinds of activation as presented in the
section I11. The detail architecture of the CNN model and
the code can be found in [22].

Table 3-6 shows the results obtained by the system.
In each table, we present the results produced when
using 4 kind of activation functions. We also show the
results for J48 as a reference. From these tables, we can
see that the results obtained by each type of activation
function is different. When using the SegRELU
function, we can obtain the good results. It can be
explained by the fact that, the characteristic of SegRELU
is more adapt than the others when applied for these data
sets.

Table 2. The distribution of data sets for training and

testing

Data Normal | Arp | Cafe- | Fragmen-

latte tation
O-AWID- 5000 500 | 500 50
Train
O-AWID1- 1500 200 | 200 150
Test
O-AWID2- 1000 | 1000 | 1000 167
Test
O-AWID3- 800 800 | 800 300
Test
O-AWID4- 700 500 | 500 167
Test

Table 3. Comparison of experimental results of J48 and
Deep learning on data set O-AWID1-Test

Method Acc. (%) F1-Score (%0)
Jas 83.04 85.92
CNN-Relu 91.52 91.58
CNN-LRelu 86.86 87.71
CNN-ELU 94.43 94.3
CNN- 95.15 96.25
SegRELU

Table 4. Comparison of experimental results of J48 and

Deep learning on data set O-AWID2-Test

Method Acc. (%) F1-Score (%)
148 65.14 62.13
CNN-Relu 85.22 87.37
CNN-LRelu 87.72 89.56
CNN-ELU 55.98 48.76
Segg”gtu 88.42 89.43

Table 5. Comparison of experimental results of J48 and
Deep learning on data set O-AWID3-Test

Method Acc. (%) F1-Score (%)
J48 64.78 61.22
CNN-Relu 89.56 90.55
CNN-LRelu 91.04 93.41
CNN-ELU 61.28 52.45
SeggELU 92.64 92.07

Table 6. Comparison of experimental results of J48 and
Deep learning on data set O-AWID4-Test

Method Acc. (%) F1-Score (%0)
J48 67.65 63.23
CNN-Relu 96.52 96.15
CNN-LRelu 99.04 98.06
CNN-ELU 72.31 63.61
Se‘;ggw 98.15 98.08

To summary, the activation function has an
important impact for deep learning models. We need
more research for developing new activation functions,
testing for more kinds of data i.e., image data, intrusion
detection data, speech recognition data, etc.

IV. CONCLUSION

This paper makes a brief survey about the main
activation functions used for deep learning up to date.
The activation function plays an important role in model
based on neural network, especially, deep learning. We
also apply for the AWID data set. The results obtained
show that each activation function contribute different



impact for CNN model. In the near future, the new
activation function needs to be further studied. When
we deal with real applications, the use of different kinds
of activation functions should be tried and choosing the
best one.
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