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Abstract—The performance analysis of battlefield
communication network has been more and more complex and
difficult with its increasing scale, heterogeneity and geographical
distribution of nodes. Computer simulation technology is
considered as a potential technology to efficiently and accurately
solve this problem. This paper focuses on the simulation
requirements of anti-interference performance of battlefield
communication  networks in  complex electromagnetic
environments, and designs reconnaissance interference and

frequency hopping models based on QualNet simulation software.

The model introduces scout and jammer nodes in the
communication network, which can conduct reconnaissance and
directional interference on communication nodes in the network.
Other nodes can set frequency hopping parameters to achieve
anti-interference. In addition, a data interaction interface for the
distributed simulation system is designed based on the DDS
specification, and a structure definition file is designed according
to the data interaction requirements to achieve dynamic control
of the QualNet simulation model by external control modules.
Finally, this article tested the functionality of the communication
countermeasure model and conducted a delay test on the data
interaction interface. The experimental results verify the
functionality of the designed model and the high real time of the
interface, which is of great significance to the anti-interference
performance assessment of the battlefield communication
network.

Keywords—Battlefield network; QualNet; Communication

countermeasure; DDS; Data interaction interface

I. INTRODUCTION

Since the 21st century, network simulation has
emerged as the primary methodology for investigating and
analyzing the network technology [1-2]. Using simulation
software to simulate battlefield networks has also become a
hot topic [3-4]. The battlefield network has the
characteristics of larger scale, more types of nodes, and
wider distribution of nodes. Compared with discrete event
network simulators such as NS-2 and OPNET, QualNet has
strong advantages in large-scale and high-precision
network simulation [5-7].
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QualNet adopts parallel design, and its simulation
capability can reach tens of thousands of nodes. The algorithm
design is excellent, and its simulation speed for large-scale
networks is dozens of times that of other simulators. It adopts
modular design and has strong scalability. The user interface
is flexible and it supports users for secondary development. It
supports real-time communication with the real network, and
the simulation accuracy is close to the real network [8-11].
Therefore, using QualNet for battlefield network simulation
can effectively improve the speed and accuracy of simulation.

Battlefield  networks  usually  face  complex
electromagnetic environments. The research on interference
methods for battlefield networks is endless. Literature [12]
proposed a fuse interference decision-making method based
on Q-learning algorithm. Literature [13] proposes an
interference suppression method for LTE signal based passive
bistatic radar. It can be seen that the simulation of battlefield
networks must also consider a comprehensive evaluation of
the anti-interference performance of the entire network in a
complex electromagnetic environment. Therefore, it is
necessary to introduce the reconnaissance interference model
and anti-interference model into network simulation to
simulate and evaluate the anti-interference performance of the
network [14].

A complete communication countermeasure network
simulation requires the construction of a distributed simulation
platform, which requires a series of tasks such as simulation
scenario planning, simulation process deduction, and
simulation data analysis and evaluation [15]. The functions of
each part of the platform are separated, and the simulation
model is controlled through the data interaction interface.
Currently, common methods for implementing data interaction
in distributed simulation systems include HLA and DDS
technologies.

HLA(High Level Architecture) is an event-centric,
universal, reconfigurable software architecture that supports
heterogeneous device access. It is usually used to develop and
execute very large distributed simulation applications.
However, its real-time performance is poor, so it is unable to
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perform real-time dynamic control of the simulation model
[16-17].

DDS is data-centric. In a distributed system, it abstracts
and encapsulates the resources provided by the operating
system and provides a variety of advanced services and
functions for applications, such as communication or data
sharing [18]. The data sharing implemented by DDS can be
understood as an abstract "global data space". Applications
can access this "global data space” in the same way as if it
accessed the local storage space [19], even if the development
language or the type of operating system are probably
different. DDS also provides a very flexible QoS policy to
meet users' different needs for data sharing methods, such as
reliability, fault handling, etc [20-21].

In summary, in response to the characteristics of large
scale, fast speed, and high accuracy of battlefield network
simulation, as well as the need for network anti-interference
performance evaluation, this article introduces communication
countermeasure models into network simulation based on
QualNet's secondary development, and designs data
interaction interfaces for distributed simulation systems based
on DDS specifications.

Il. COMMUNICATION COUNTERMEASURE MODEL DESIGN

A. Overall Architecture

The overall architecture of the communication
countermeasure model considered in this article is shown in
Figure 1. The introduction of each module is as follows:
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Figure 1. Architecture of communication countermeasure model

Scout model: It’s an application layer model, which can
conduct reconnaissance by configuring parameters such as
direction, interval, and working frequency of scout nodes.
Besides, it can also display parameters such as the position,
distance, working frequency, and signal power of target nodes
in the network. The parameters of scout node can be
dynamically configured.

Jammer model: It’s an application layer model, which
can interfere with the communication between target nodes by
configuring parameters such as direction, frequency band, and
interference power of jammer nodes based on target
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information in reconnaissance intelligence. The parameters of
jammer node can also be dynamically configured.

Frequency hopping model: It’s a physical layer model,
which enables frequency hopping communication between
nodes by configuring the same frequency hopping pattern for
nodes in the same subnet, thereby achieving anti-interference
of the communication network.

B. Scout Model Workflow

The workflow of the reconnaissance interference model
is shown in Figure 2.

Before the simulation starts, we need to set a node in the
network as a scout node according to the simulation
requirements, and configure parameters such as the working
mode, interval, and working frequency.

After the simulation starts, the scout node will traverse
the other nodes in the network and judges the communication
status of the target node. If the target node is within the
reconnaissance range and is in the signal transmitting state,
the scout node will calculate the transmission parameters of
the signal on the path from the target node to itself.

When the signal reaches the scout node, the signal power
need to be compared with the receiver threshold. If the signal
power is greater than the receiver threshold, it is considered to
be detectable. At this time, the parameters of the target node
such as location, distance and communication frequency are
extracted and encapsulated, and sent to the front end through
the data interaction interface. After that, the scout node will
enter the next cycle. While the scout node is working, the
working parameters of it can be dynamically adjusted through
the data interaction interface.
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Figure 2. Workflow of scout model
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C. Jammer Model Workflow

The commonly used interference methods include energy
type interference and information type interference, and their
workflow is shown in Figure 3.

Based on the reconnaissance intelligence obtained by the
scout node, we need to configure parameters such as the
working mode, direction, power, and frequency band of the
jammer nodes.

When a node in the network receives a data packet, it
will traverse other nodes in the network, and find the jammer
node to obtain the parameters.

Afterwards, the node will enter the interference
calculation module and determine whether itself is affected by
the interference according to the direction, frequency, power,
and time.

If it is in a state of interference, different treatments will
be carried out according to different interference methods. If it
is energy type interference, the interference power will be
loaded onto the noise power. If it is information type
interference, the content of data packet will be randomly
tampered.
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Figure 3. Workflow of jammer model

D. Frequency Hopping Model Workflow

The workflow of the frequency hopping model is shown
in Figure 4.

Before starting the simulation, we need to set parameters
such as start frequency, end frequency, time interval, and
random seed in the configuration file of frequency hopping
model. When the simulation begins, if frequency hopping is
not enabled, the communication frequency will be fixed. If
frequency hopping is enabled, the start frequency, end
frequency, and time interval in the configuration file will be
read, and the frequency hopping pattern will be generated
based on the seed. Afterwards, the timer is started to change
the network communication frequency. The frequency
hopping patterns of different subnets can be different.
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Figure 4. Workflow of frequency hopping model

I11.DATA INTERACTION DESIGN

A. Data Interaction Interface Overall Architecture

The data interaction of DDS is based on publish-
subscribe, and its principle is shown in Figure 5.

At the beginning of communication, a data interaction
space called Domain is allocated. Each entity participating in
communication is within the Domain, called Domain
Participant. Domain Participants in different Domains cannot
perform data interaction. The data interacted exists within the
Domain as a unified Topic.

The Domain Participant at the data sender side needs to
register a Publisher to send data. Publisher registers the data
as a Topic and publishes it to Domain through the DataWriter.

All Topics are in the global data space, and the receivers
obtain the data from the global data space according to their
own needs. The Domain Participant at the data receiver side
needs to register a Subscriber to read data. The Subscriber
obtains the Topic from the Domain through the DataReader,
thereby achieving the purpose of data interaction. In addition,
each Domain Participant needs to be equipped with a Listener
to listen for new Topic published in the Domain.
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Reader Writer Writer Reader Reader Writer
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"~

I
<

Domain

Figure 5. Principle of DDS data interaction

The architecture of the data interaction interface based on
DDS is shown in Figure 6. This interface is responsible for
achieving data transmission between communication
countermeasure model and external simulation control
software.
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The data interaction interface consists of three parts:

QualNet simulation engine data interface: This
interface follows the specifications for the secondary
development of external interfaces in QualNet. It listens to the
requests and responses from external simulation control
modules, and publishes the real-time simulation situation
information.

External simulation control module data interface:
This interface is called by external simulation control modules
to issue simulation control instructions and listen for response
information from the QualNet simulation engine.

DDS global data space: The publish-subscribe model
establishes a virtual shared global data space for all distributed
simulation modules. The Publisher of each module sends the
data to the global data space, and the Subscriber obtains the
corresponding data from the global data space according to
their own needs.

B. Core Data Structure of Data Interaction Interface

According to the requirements of communication
countermeasure network simulation testing, the data interacted
between the QualNet simulation engine and external
simulation control module includes model parameter settings,
model parameter responses, and scout result display. The
interaction relationship is shown in Table 1.

TABLE 1. DATA INTERACTION RELATIONSHIP

266

TABLE 2. SCOUTPARAMSSTATE STRUCTURE

Variable Name Variable Type Variable Description
active bool Work or not
scoutMode int Scout work mode
interval_ms float Scout work cycle

gain_dB float Scout antenna gain
startFrequency _mHz float Scout start work frequency
endFrequency _mHz float Scout end work frequency
scoutHANgleStart double Start angle of horizontal
scoutHANngleEnd double End angle of horizontal
scoutVAngleStart double Start angle of vertical
scoutVAngleEnd double End angle of vertical
threshold_dBm float Receiver sensitivity

TABLE 3. JAMMERPARAMSSTATE STRUCTURE
Variable Name | Variable Type Variable Description
active bool Work or not
jammerHAnNgleStart double Start angle of horizontal
jammerHAngleEnd double Scout end work frequency
jammerVAngleStart double Start angle of horizontal
jammerVAngleEnd double Start angle of horizontal
stratFrequency double Jammer start work frequency
endFrequency double Jammer end work frequency
txPower dBm float Jammer transmitting power
gain_dB float Jammer antenna gain
startTime short Interference start time
endTime short Interference end time
interval short Jammer work cycle
jammerMode short Jammer work mode
Jammer work mode of
smartJammerMode short information type

TABLE 4. SCOUTTARGETSTATE STRUCTURE

Variable Name | Variable Type Variable Description
targetID int Target node ID
lon float longitude of target node
lat float Latitude of target node
height float Height of target node
bandwidth short Target working bandwidth
signalFrequency float Target signal frequency
scoutlD int Scout node 1D
signalPower float Target signal power
targetAngle float Signal arrival angle
distance float Target distance
time short Discovery time of target

Scene Data Sender Receiver
model External QualNet
model . .
parameter control simulation
. parameters
settings module software
model QualNet External
model . .
parameter simulation control
parameters
responses software module
. QualNet External
reconnaissance . .
: Scout results simulation control
result display
software module

Based on the data interaction relationship between each
module, a data structure definition file in Topic was designed,
and its core data structure is shown in Tables 2, 3, and 4. The
ScoutParamsState  structure in Table 2 and the
JammerParamsState structure in Table 3 describe the
parameter configuration of scout and jammer nodes, while the
ScoutTargetState structure in Table 4 describes the target
parameter information obtained by scout nodes.
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C. Data Interaction Interface Workflow

The workflow of the data interaction interface is shown
in Figure 7.

Interface initialization: While initializing the interface,
we need to create a data space Domain and simultaneously
create Domain Participants on both receiving and sending
ends. According to the DDS specification, we should
encapsulate the data that needs to be interacted into a unified
data structure and create corresponding Topics. The sender
creates a Publisher and corresponding DataWriters for
different Topics. The receiver creates Subscribers and
corresponding DataReaders, and simultaneously creates
Listeners to listen to data in the Domain.
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Data sending: After the simulation starts, each module
encapsulates the data to be sent into a specific structure, and
then calls the corresponding data sending function, and uses
DataWriter to send the data to the Domain.

Data receiving: The Listener will keep listening to the
global data space. while new data is arriving, it will judge the
type of data, and call the corresponding DataReader of
Subscriber to receive the data. At last, it will call the
corresponding data processing function to parse and process
the data.

Sender DD S Receiver

. , |

—Create Domampamupam—» |«—Create DomainParticipant

Register data type | €——Register data type.

Create Topic———— <

Create Topi

Create Publisher [<——Create Subscriber

[ €«——Create Listener-

—Create DataWriter

[ «———Create DataRcader

—Add Subscriber

4—Add Publisher

v v v /

Send Data————-

Listen for Data Updates —|

Receive Data———
Figure 7. Workflow of data interaction interface

IV.EXPERIMENTS AND RESULTS

A. Simulation Environment and Scenarios

According to actual requirements, the experimental
testing software and hardware environment is shown in Figure
8. The simulation scenario is generated by the simulation
scenario generation host and sent to communication network
simulation host which runs QualNet simulator. The
communication countermeasure model is added to the
scenario and can be dynamically controlled through the model
dynamic control host. The real-time simulation information
will be shown on the global situation display host.
Communication between hosts is achieved through DDS
components. The specific configuration is shown in Table 5.

Communication
network simulation
host

Switch

Simulation
scenario generation
host

Global situation
display host

Model dynamic
control host

Figure 8. Experiment environment
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TABLE 5. HosTS CONFIGURATION
Running |Mem Operating
Server Software | ory Processor System
Communicati Ubuntu
on network Intel core i5 CPU
simulation | QUAINELS.1 | 4GB | \ioon@0 a0GHZ*4 | 1204 LTS
64bit
host
S;Tel::;l:i'gn S;Tel::;l:i'gn Intel(R) Core(TM) |Windows 10
. . 4GB | i3-2310M CPU @ | Ultimate
generation | generation 5 10GHz 64bit
host software '
reconnaissanc
Model e interference Intel(R) Core(TM) |Windows 10
dynamic dynamic |4GB| i3-2310M CPU @ | Ultimate
control host | interaction 2.10GHz 64bit
software
Global si%:f;?i%ln Intel(R) Core(TM) |Windows 10
situation displa 4GB | i3-2310M CPU @ | Ultimate
display host play 2.10GHz 64bit
software

We created a simulation test scenario in the simulation
scenario generation software as shown in Figure 9. The
scenario contains 11 nodes. Nodes 1-10 are communication
nodes for 10 fighters, while node 11 is a scout and jammer
integrated node.

Figure 9. Network simulation scenario

B. Communication Countermeasure Model Test

When starting the simulation, the scenario script file will
be sent to the communication network simulation host. 45
seconds after the simulation starts, the scout node is turned on
and the parameters are configured as shown in Figure 10.

@ scout parameter configuration x

Vertical start angle  0.00

ir

Work status = Working >

Scoutmode = Omnidirectional - Vertical end angle | 360.00

Antenna gain(dB) 2.00 Scout interval(ms) | 2|

O] O]

scout sensitivity(dBm) | -150. 00 Start frequency(mHz) |0.00

DD

Horizontal startangle | 0.00 = End frequency(mHz) ' 30000.00

Horizontalend angle | 360. 00 = Confirm

Figure 10. Scout parameters configuration
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When the scout sensitivity is "-150dBm" and the antenna
gain is "2dBm", the obtained target information is shown in
Figure 11 and Figure 12.

Scoutequipment Targetequipment ~ TargetIP Discovery time
1/F1-11 F1-9 190.0.1.2 10
2lF1-1 F1-8 190.0.1.3 10
3/F1-11 F1-7 190.0.1.4 10
4/ F1-11 F1-6 190.0.1.5 10
5/ F1-11 F1-5 190.0.1.10 10
6 F1-11 Fi-4 190.0.1.9 10
7 F1-11 Fi-3 190.0.1.8 10
8/F1-11 F1-2 190.0.1.7 10
9/ F1-11 F1-1 190.0.1.6 10

Figure 11. Target intelligence

Q Target parameters X

Scout node 11 Signal frequency(mHz) |2400. 00

Targetnode 190.0.1.2 Signal power(dBm) —41 6495
Longitude 104. 638 Angle 276
Latitude 40.5388 Distance 851483
Height 2144 Discovery time |10

bandwidth(mHz) 2 00 Close

Figure 12. Specific target intelligence

The parameters of the jammer node is configured
according to the reconnaissance intelligence. The method is
energy type, with power set to "200 dBm", antenna gain set to
"8 dBm", horizontal beam direction set to "200° ~360° ",
vertical beam direction set to "-90° ~90° ", start time set to
"0 ms", end time set to "80 ms", and jamming period set to
"100 ms". The configuration is shown in Figure 13.

@ Jammer parameter configuration X

Work status | Working - Vertical start angle | -90.00

Jammer mode = Energy = Vertical end angle | 90. 00

Jammer mode(information) Start frequency(mHz) | 2000. 00

Jammer power 200, 00 End frequency(mHz) | 3000. 00

@

Antenna gain(dB) & 00 Start time(ms) |0

Horizontal start angle  200. 00 Endtime(ms) 80

Horizontalend angle  360. 00 Jammer interval(ms)

00

Confirm

Figure 13. Jammer parameters configuration

The number of received data packets of nodes 8, 9, and
10 is printed and shown in Figure 14. The number varies
depending on the degree of interference.
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TOMA : UNICAST packets received, Comparison Type: Node

Metric Value

Node(s)

Figure 14. Number of received packets under interference

We Kept the jammer configuration unchanged, restarted
the simulation and set the frequency hopping parameters in the
configuration file. While the frequency hopping is enabling,
the result is shown in Figure 15.

Q Frequency hopping configuration X

Start frequency(Hz)

o

End frequency(Hz) ' 1000000000

Number of frequency points

8

Interval(ms)

@

0|

Confirm

Figure 15. Frequency hopping configuration

According to the printed information, it can be seen that
the network communication frequency changes over time, as
shown in Figure 16.

Figure 16. The changing frequency

The number of received data packets of nodes 8, 9, and
10 is printed again. It shows a significant improvement in
packet reception, as shown in Figure 17.
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TDMA: UNICAST packets received, Comparison Type: Node

Metric Value
8

Node(s)

Figure 17. Number of received packets in frequency hipping mode

The experiment results show that the reconnaissance
interference model can achieve reconnaissance and directional
interference on the target node normally. After enabling
frequency hopping, the anti-interference performance of the
communication node is significantly improved.

C. Delay Test

According to the design principles, we tested the
connection delay between the external control module and the
QualNet network simulator to ensure that the delay generated
by the data interaction interface during the simulation testing
process is within an acceptable range. This delay includes the
processing time of interactive software and the transmission
time of data between the software interface and the simulator.
To evaluate the latency of the proposed data interaction
interface, 100 tests were conducted. As shown in Figure 18,
the interface delay is on the millisecond level, which can be
ignored compared to the transmission delay of data in the
virtual simulation network. It can be seen that this interface
can ensure real-time data interaction in simulation.

0.065 T
single delay
average delay

0.06 [

" | H A W
i

0.045 |-

dynamic interaction interface time delay/ms

0.04 : ‘ : :
0 20 40 60 80 100
times of experiment

Figure 18. Interface delay

V. CONCLUSION

This paper introduces reconnaissance interference model
and frequency hopping model in the simulation of QualNet

ISBN 979-11-88428-12-0

269

communication network, designs the data interaction interface
of the model, and tests the model's functionality and real-time
performance of the interface. The test results have proven the
effectiveness of the model, and provides effective model and
technical support for evaluating the anti-interference
performance of communication networks.
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