
 

 

Rapidly Deployed Cyber Attack Bait Based on 
Software Defined Network Corresponding to 

Artificial Intelligence Strategy 
 

Ming-Shen Jian1,*, Bo-Yi Lee2, Xing-En Liu1, Rui-Lun Cai1, Zhong-Wei Cai1, Pei-Cen Liao1, Ta-Yuan Chou2, 
Wun-Yuan Huang2 

1CCIS Lab., Dept. of CSIE, National Formosa University, Yunlin County, Taiwan 632 
2National Center for High-Performance Computing, Taiwan 

jianms@nfu.edu.tw*, 1203007@narlabs.org.tw 

 
Abstract— To protect the services and data of the main servers, 
Rapidly Deployed Cyber Attack Bait is proposed for the 
unpredictable cybersecurity attack in this research. Based on 
Software Defined Network, the data packet and operation of 
cybersecurity attack could be redirected to the on demand 
deployed bait container. By suitable artificial intelligence 
strategy, the idle bait containers corresponding to the type of 
cybersecurity attack can be on demand deployed automatically 
and rapidly. Verification shows the feasibility of the virtualized 
bait container could be about 1.16 times to 2 times enough for the 
future coming attacker and also record the all operations of the 
cybersecurity attack individually.  
Keywords— cybersecurity, bait, Software Defined Network, 
Artificial Intelligence, container 

I. INTRODUCTION 

Cyber-attack of the network service and digital 
data was existed for a long time. In addition to the 
network transmission security issues such as 
Phishing attack, man-in-the-middle attack, DNS 
record forgery, etc., SQL injection attack, 
ransomware, Password attack, Brute force attack, 
insider threat, Malware, XSS attack, etc., which 
would change the file or content of the local 
devices. Through the network, various types of 
cyber attacks would damage the information 
systems. Data stealing, file encrypted due to 
ransomware, Data tampering or monitoring 
remotely, etc., always make the security more and 
more important. 

Although the Security and protection mechanisms 
were proposed, to trace and track the behaviour and 
patterns of the hackers is required for finding the 
new possible security risks [1]. In addition to the 
real time monitoring, the bait for the security issues 
such as behaviour and patterns of the hackers is also 
proposed [2,3,16-19]. Then, based on the collected 

data about the behaviour and patterns, the response 
or improvement of the security based on artificial 
intelligence could be developed [4].  

Recently, artificial intelligence (AI) is popular 
and generally used in industry or information 
system. Generally speaking, a small AI models or 
service can be built and deployed with enough 
computing resource for specific functions or 
purposes. To parallel and distribute the computing 
missions of AI service into multiple computing 
nodes could be a possible method [5,6]. 
Furthermore, considering the possible types of 
cybersecurity issue, develop the independent AI 
service or module for the corresponding 
cybersecurity topic would enhance the accuracy of 
crisis response.  

Since rapidly deploy the cybersecurity baits with 
AI module would need the computing resource, 
dynamical deployment of the bait corresponding to 
the identified cybersecurity crisis or attack could 
save the limited computing resource. In other 
words, the bait could be the “Security Crisis as a 
Service” for deployment corresponding to the 
cybersecurity crisis or attack [7]. Hence, when a 
network incoming connection is identified as the 
cybersecurity crisis or attack, the corresponding bait 
with specific pre-trained AI modules could be 
deployed for to the current connection. 

To rapidly deploy the bait, virtual machine (VM) 
or Docker container on cloud platform can be the 
solution for computing resource and bait service 
management. There exits the virtual network for the 
deployed containers and VMs that also works 
similar to the physical network. To deliver the 
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attack or high risk data packet to the bait instead of 
the original terminal, Software Define Network 
(SDN) should be considered [8-11]. Based on 
OpenFlow protocol, rapidly delivering the data 
packets to the corresponding destination nodes can 
be achieved.  

The contributions of this research can be shown 
as follows: 

1. Based on Cloud environment and Docker 
container, the cybersecurity and attack bait 
could be rapidly and repeatedly deployed. In 
addition, the current status of each bait can be 
saved and maintained for further research or 
the next trick for hackers. 

2. Based on SDN, the judged connection and 
data packets can be delivered to the 
corresponding bait containers. In addition, the 
SDN can re-direct the connection to the on 
demand deployed AI strategy for attack 
recording and analysis. 

3. Based on the proposed system structure, the 
services or applications can be deployed on 
multiple similar containers. Each module or 
partition of the whole service can be 
distributed into different containers. In other 
words, the services can be quickly recovered 
for the normal users by re-deploying the 
containers. The hacker and normal users can 
be separated into different containers. 
Security risk can be reduced. 

The organizations of this research are shown as 
follows. Section 2 gives the related works. Section 
3 introduces the proposed system. Section 4 
provides the verification and laboratories. The 
conclusion is given in section 5. 

II. RELATED WORKS 

Software Define Network (SDN) includes three 
independent layers: Infrastructure Layer, Control 
Layer, and Application Layer. Infrastructure Layer 
consists of multiple switches. Each switch only 
needs to support the OpenFlow protocol. The 
Control Layer is the main software for the network 
connection management. Application Layer could 
be the firewall or load balancing services. 
Therefore, without changing the physical hardware, 
main software in Control Layer could control and 

manage the whole network according to the on 
demand given programs [8-11]. 

Since there are various types of network security 
issues, attack scenarios that can be applied to the 
corresponding network vulnerabilities would be the 
most important research topics. Bait machines for 
the security issues were proposed and generally 
used [2,3,16-19]. Corresponding to the specific type 
or network vulnerability of the security issue, there 
will be some on demand given weakness of security 
deployed on the computer or network node. 
Therefore, when a malicious user tries to attack the 
node and finds the available security weakness, the 
information gathering related to attack preparation 
should be done first. The bait now could provide the 
on demand given weakness of security to malicious 
user. Hence, the malicious user would be cheated 
and attack the bait instead of the node that actually 
provides services. Recently, an open source 
intrusion prevention system, SNORT, is generally 
used for defining malicious network activity [12-
15]. SNORT system can also use the rules to find 
packets which match malicious network activity 
and generates alerts for users. Hence, when the 
SNORT find the malicious user or data packets, the 
corresponding bait through the network could be 
used. 

Honeypot [16-19], a bait for network malicious 
user, is usually disguised as seemingly valuable 
networks, data, and computer systems. It is 
intentionally buggy to attract hacker attacks. In 
addition, honeypot may also be equipped with 
monitoring software to monitor hackers' actions 
after intrusion. 

Artificial intelligence (AI) recently was generally 
used in various applications and services 
[4,5,11,15]. Considering the possible types of attack 
from network, to monitor and predict the possible 
security risk and attack based on the AI module 
could be the solution [4,11,15]. After training, the 
services could be protected according to the 
protection of machine learning method and SDN 
[11]. Through Anomaly Detection based on 
machine learning, SNORT could find the possible 
security risk of the current connection [15]. 

However, to deploy the physical bait machine or 
honeypot corresponding to various types of 
cybersecurity risk and attack would cause the cost 
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and computing resource. In addition, without 
adopting suitable defence strategy of cybersecurity, 
the bait or honeypot would be found or revealed 
easily by the attacker or hacker. Hence, how to 
prepare enough bait system or service 
corresponding to the current coming identified 
cyber-attack would be an important issue.  

III. PROPOSED SYSTEM 

In this research, three partitions are proposed for 
the cyber-attack bait deployment based on SDN 
corresponding to artificial intelligence strategy: 
rapidly corresponding bait deployment, artificial 
intelligence cyber-attack speculation, and dynamic 
network configuration. 

The system structure can be shown as Figure 1. 
The network packet from remote user with security 
risk would be delivered by RYU controller for 
further checking according to the database in 
SNORT. If the packet is identified as the cyber-
attack or packet with high security risk, the RYU 
controller would command the SDN for the packet 
re-direction. According to the proposed Rapidly 
Corresponding Bait Deployment method, there will 
be the bait container corresponding to the identified 
type of cyber-attack or risk for the further 
monitoring and observation. In addition, according 
to the proposed Artificial Intelligence cyber-attack 
Speculation, there are always enough idle 
containers for the corresponding types of possible 
coming cyber-attack. 

 

 
Figure 1.  The structure of the proposed system 

Rapidly Corresponding Bait Deployment 
Since the time, types, and total amount of cyber-

attack cannot be predicted, to prepare huge amount 
of various types baits for unpredictable cyber-attack 

is not feasible. Hence, how to provide just enough 
baits corresponding to the type of current cyber-
attack would be the issue. 

Suppose that the cyber-attack bait can be 
included and packaged in the Docker container. The 
Docker engine could deploy the chosen image as 
the independent container for services providing. 
One image could be rapidly deployed as the 
multiple containers which provide service 
individually and independently.  

In this research, each type of the cyber-attack bait 
is formatted as the single Docker image. The 
container corresponding to the currently coming 
cyber-attack can be deployed when required. 
Considering the unpredictable cyber-attack, the 
statistical data of the past cyber-attack could be 
used as the possibility or probability of the new 
coming cyber-attack. Hence, assume that 𝛼் is the 
threshold value, 𝛼௜  is the percentage value of ith 
type cyber-attack among all the past cyber-attack. 
for on demand deployment of the bait container. In 
other words, according to the statistical data, there 
will be several types of bait container individually 
on demand deployed when  

𝛼௜ ≥ 𝛼் 𝑤ℎ𝑒𝑟𝑒 ෍ 𝛼௜ = 1 

Therefore, when the new cyber-attack coming, 
there would be at least one container with high 
probability matching the type of cyber-attack. The 
delay for network cyber-attack data packet 
transmission or container deployment can be 
reduced. 

Every time a bait container is used or occupied, 
the proposed Rapidly Corresponding Bait 
Deployment method could immediately deploy a 
new same cyber-attack bait container immediately. 
If the trend of the specific cyber-attack type 
increases, it means that the corresponding bait 
container requires extensive deployment. Suppose 
that the trend of the specific cyber-attack can be 
presented as 𝛽௜   where i indicate the ith type of 
cyber-attack.  

 𝛽௜ =
஼஺೔(௧)

஼஺೔(௧ିଵ)
  𝑎𝑛𝑑 𝐶𝐴௜(𝑡 − 1) ≠ 0 

where CAi(t) indicates the total number of the ith 
type cyber-attack at time t. Only when the ith type 
cyber-attack continuously happens, the β can be 
counted. In the beginning, each type of cyber-attack 
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will be assigned at least 1 container. When cyber-
attack happens, the existed first container will be 
assigned to the current coming cyber-attack. At the 
same time, the second container corresponding to 
the current coming cyber-attack will be deployed 
immediately. Then, if there exists more than two 
same type cyber-attack, the proposed Rapidly 
Corresponding Bait Deployment method would 
deploy totalγcontainers of ith type cyber-attack for 
the next time period t+1 by the following equations: 

𝛾(𝑡 + 1) = 𝐶𝐴௜(𝑡) × 𝛽௜ 
Hence, we can formulate the evaluation function 

for totalγcontainer deployment as follows: 

𝛾(𝑡 + 1) = ൝
1 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑜𝑟 𝑛𝑜 𝑎𝑡𝑡𝑎𝑐𝑘
2 1 𝑎𝑡𝑡𝑎𝑐𝑘 𝑒𝑥𝑖𝑠𝑡𝑠

𝐶𝐴௜(𝑡) × 𝛽௜ ≥  2 𝑎𝑡𝑡𝑎𝑐𝑘
 

 
Therefore, when the total number of ith type 

cyber-attack continuously increases, the proposed 
Rapidly Corresponding Bait Deployment method 
could deploy the possibly enough containers 
corresponding to ith type cyber-attack for the next 
time period. The following figure shows two 
scenarios of the increasing cyber-attack.  

IV. VERIFICATION AND RESULTS 

To verify the rapidly corresponding bait 
deployment, in scenario 1, the total summation of 
the cyber-attack would increase 1 by every time 
period. In scenario 2, the total summation of the 
cyber-attack would randomly increase between 
value 1 to 3. The predicted new deployed totalγ
container for time period t+1 could be always 1 
more than the attack in scenario 1.  Even in scenario 
2, predicted new deployed totalγcontainer can still 
satisfy the total number of cyber-attack at time 
period t+1. It means that there are always about 
1.16 times to 2 times enough bait containers for the 
future possible coming cyber-attack. 

 

  
Figure 2.  The example of the deployed γ container for time period t+1 

versus different attack scenario 

 
To verify the bait containers and network 

structure based on the SDN, the bait container, 
attacker, and SDN computing node are configured 
with different IP address 

When the attacker tries to access the service 
server, the data packets would be checked by the 
SNORT. In this verification, we would require the 
Ryu controller to redirect all the data packet from 
the attacker to the bait container. Therefore, all the 
operation from the attacker would be indeed 
executed on the bait container. In addition, all the 
operation would be recorded in the log file. Figure 3 
shows the redirection result on bait container. The 
bait container receives the data packet from the 
attack 192.168.127.1. 

 

 
Figure 3.  The data packet redirection result on bait container 

 
Figure 4 (a) shows the operation done by the 
attacker. The attacker keeps the connection to the 
server on IP address 192.168.127.137. All the data 
packets of operations are redirected to the bait 
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which is on IP address 127.17.0.2. Hence, in Figure 
4 (b), via reviewing the log file on bait container, 
we could see that all the operations from the 
192.168.127.1 are recorded. In other words, the 
attacker could not aware that the operations are 
already redirected and now is baited. The server on 
IP address 192.168.127.137 could still provide the 
service without the attack risk. 

 
 

(a) 
 

(b) 
Figure 4.  The (a) screen shot related on attacker side with server connection 

and operation, (b) log file information on bait 

 

V. CONCLUSIONS 

According to the proposed Rapidly Deployed 
Cyber Attack Bait, the attacker could be redirected 
to the bait instead of service server. Attackers could 
not aware of the data packet redirection. Based on 
the Software Defined Network Corresponding to 
Artificial Intelligence Strategy on cloud and 
Docker, it is possible for the security defence 
automatically executed. 
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