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Abstract - Due to the substantial rise in cyberattacks aimed at 

Android devices, log analysis has become critical for identifying 

and mitigating security anomalies. This article conducts a 

comparative analysis of machine learning and deep learning 

algorithms for the detection of anomalies within Android logs, 

specifically sourced from the LogHub dataset. These logs, 

gathered from Android smartphones equipped with extensive 

instrumentation, are both rare and intricate. The complexity arises 

from Android’s multithreaded architecture, making anomaly 

detection a challenging task. 

The aim of this study is to identify the most suitable algorithms 

for detecting anomalies in Android logs, evaluating three 

algorithms per category (machine learning and deep learning). 

Using metrics such as precision, recall, F1 score and AUC-ROC, 

the analysis highlights the effectiveness of each approach 

depending on context. Finally, recommendations are proposed for 

optimizing current methodologies and exploring new research 

perspectives. 
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I. INTRODUCTION  

The massive adoption of Android devices worldwide has 
led to a significant increase in cyberattacks targeting this 
operating system [1][2]. The logs generated by the Android 
system, which record essential information on applications, 
user activities and system performance, play a crucial role in 
monitoring and detecting anomalies [3]. However, the 
analysis of these logs has become increasingly complex due 
to their volume and unstructured nature, necessitating the use 
of sophisticated tools capable of processing and interpreting 
this data in an automated way. 

The aim of this study is to compare the performance of 
machine learning and deep learning algorithms for analyzing 
Android logs, in order to determine which approaches are best 
suited to detecting anomalies in Android logs. Three 
algorithms representative of each method were evaluated: 
Isolation Forest, DBSCAN and One-Class SVM for machine 
learning; Autoencoder, CNN and RNN for deep learning. 
Using metrics such as precision, recall, F1-score and AUC-
ROC, this comparison aims to identify the algorithms best 
suited to Android log analysis, and to offer recommendations 
for optimizing their use in cybersecurity. 

II. JUSTIFICATION AND CHOICE OF ALGORITHMS 

The choice of machine learning and deep learning 
algorithms for this study is based on their state-of-the-art 
relevance to the specific context of log analysis, and their 
ability to handle complex anomalies. 
 

For machine learning, we have selected Isolation Forest, 
DBSCAN, and One-Class SVM, as these algorithms are 
particularly well suited to anomaly detection: 
 

- Isolation Forest is commonly used to identify 
anomalies in large, unlabeled datasets, by isolating 
rare data points efficiently. 

- DBSCAN is a robust clustering algorithm that 
detects anomalies by identifying data points that do 
not correspond to any density cluster. 

- One-Class SVM is suitable for scenarios where only 
normal data is available for training, which 
corresponds well to the challenges posed by 
Android logs. 
 

For deep learning, we opted for Autoencoders, CNNs, and 
RNNs (LSTM), each offering distinct advantages: 
 

- Autoencoders are excellent for dimension reduction 
and anomaly identification by learning from 
compressed data representations. 

- CNNs are known for their ability to extract complex 
local features, which is useful for detecting anomaly 
patterns in logs. 

- RNNs (LSTMs) are particularly effective at 
capturing temporal dependencies, a crucial aspect in 
the analysis of Android logs that follow a 
chronological sequence. 

 
These algorithms were chosen because they cover a wide 

range of techniques and meet the specific needs of anomaly 
detection in complex, massive data such as Android logs. 
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III.  REVIEW OF LITERATURE 

III.1. Machine learning algorithms 

a) Isolation Forest 

Isolation forests are increasingly used in log analysis for 
anomaly detection, thanks to their ability to identify new 
intrusion patterns and anomalies in log data. They have 
shown increased effectiveness, for example, by increasing the 
accuracy of intrusion detection systems by 300% when 
applied to http log data [4]. In software-defined networks, 
they effectively detect outliers, although they face challenges 
in terms of precision and recall [5]. In addition, they 
outperform traditional methods for monitoring vital signs in 
healthcare [6]. 

b) DBSCAN 

DBSCAN (Density-Based Spatial Clustering of 
Applications with Noise) is a powerful algorithm for log 
analysis, particularly effective in identifying anomalies in 
various fields thanks to its ability to detect clusters of varying 
densities. In the field of network security, DBSCAN has been 
used to efficiently identify anomalies while reducing false 
positives, thus improving the detection of security events [7]. 
Its application in the analysis of vehicle CAN logs, in 
conjunction with LSTM autoencoders, enabled significant 
pattern recognition, although the algorithm showed 
limitations when faced with minor signal modifications [8]. 
In the field of aeronautical data monitoring, DBSCAN has 
demonstrated its effectiveness in detecting outliers and 
predicting safety risks in real time [9]. 

c) One-Classe SVM 

The Single Class Support Vector Machine (OCSVM) is 
an effective method for analyzing logs, particularly for 
identifying anomalies in environments where labeled data is 
scarce, as it relies on normal log entries to detect deviations. 
For example, Panigrahi demonstrated that OCSVM could 
achieve 88% accuracy in identifying anomalies from logs 
from complex systems [10]. Similarly, Nguyen et al. showed 
that OCSVM improved operational efficiency by detecting 
anomalies in logs from Juniper routers [11]. 

 
III.2. Deep learning algorithms 

a) Autoencoder 

Log analysis using autoencoders is a deep learning 
technique that has proved effective in a variety of fields, such 
as geological exploration and systems monitoring. In oil 
exploration, autoencoders can be used to analyze well logs, 
improving the correlation of geological layers by integrating 
multiple log data [12]. In the context of system logs, these 
models detect anomalies using reconstruction errors and 
vectorization techniques such as bag-of-words, facilitating 
the conversion of log messages into a digital format suitable 
for analysis [13]. 

b) CNN 

Log analysis using convolutional neural networks 
(CNNs) has emerged as a powerful technique for improving 
network security and operational efficiency, by enabling 
anomaly detection and failure prediction. For example, a 1D-
CNN model combined with BERT has demonstrated superior 
performance in identifying network attacks through robust 

anomaly detection in system logs [14]. In addition, the use of 
a BERT-CNN model to predict virtual machine failures 
showed notable effectiveness, with an F1 score of 0.74 [15]. 
In addition, the FA-CNN model, incorporating principal 
component analysis (PCA), has been proposed to improve the 
analysis of traffic logs, thus enhancing the effectiveness of 
network security systems [16]. 

c) RNN 

Recurrent neural networks (RNNs) have become a 
powerful tool for log analysis, particularly effective in 
detecting anomalies in system logs due to their ability to 
process sequential data. For example, closed recurrent units 
(GRUs) integrated with attention mechanisms have shown 
increased efficiency in identifying anomalies in cloud 
computing logs by focusing on relevant parts of the data [17]. 
In addition, the combination of advanced natural language 
processing (NLP) techniques, such as BERT, with RNNs 
enriches the representations of log messages, improving the 
detection of unusual activity [18]. 

 
III.3. Discussion 

Several approaches using machine learning and deep 
learning algorithms have been explored for log analysis, each 
presenting specific advantages and challenges. Isolation 
Forest showed an increased ability to detect anomalies in 
various contexts, notably in cybersecurity, although it 
encounters difficulties in terms of precision and recall, 
requiring further optimizations such as adjusting the 
contamination parameter, selecting relevant features, 
applying cross-validation, integrating regularization 
techniques, and filtering out false positives. DBSCAN, 
meanwhile, has proved effective in identifying anomaly 
clusters in network and aeronautical logs, but lacks finesse in 
detecting subtle anomalies, suggesting the need for 
complementary approaches. 

One-Class SVM, particularly useful in environments 
with little labeled data, has demonstrated good accuracy in 
detecting anomalies in complex systems, but its effectiveness 
is highly dependent on feature selection. On the side of deep 
learning algorithms, autoencoders have proven their 
usefulness in log analysis by exploiting reconstruction errors 
to identify anomalies, although they are limited by class 
imbalance. 

CNNs, with their robust anomaly detection capabilities, 
have established themselves as a powerful tool for improving 
network security, despite the challenges posed by complex 
log structures. 

As for RNNs, thanks to their sequence processing, they 
are effective in detecting anomalies in cloud computing logs, 
but their performance can be affected by confidentiality 
issues and limitations in text vectorization. This work 
underlines the need for continuous adaptation of methods to 
optimize log analysis in a variety of environments. 

IV. METHODOLOGY 

IV.1. Collecting Android logs 

a) Description of log sources on Android 

Android logs are detailed records generated by the 
operating system and applications installed on the device. 
These logs capture various events such as user interactions, 
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errors, system events, and background operations. On 
Android, we have several sources of logs, here are the main 
ones [19]: 

• Logcat: It is the main logging tool used by Android, 
recording messages from the operating system as 
well as from applications [20]. Logs generated by 
Logcat include information on running processes, 
exceptions, debugging, and custom messages from 
developers. 

• Event Logs: stores system events related to security, 
performance and network activity. They are useful 
for monitoring anomalies and unusual behavior on 
the device. 

• System Logs: Capture information on critical system 
operations, such as system start-up, crashes, and 
other events relevant to system diagnostics and 
maintenance. 

• Application-specific Logs: These are logs generated 
by the applications installed on the device, and 
contain information specific to each application, 
such as user interactions, specific errors, and other 
data relevant to the application. 

b) Log collection and export methods 

Android logs can be collected in real time or a 
posteriori, depending on the needs of the analysis. Commonly 
used methods are [21]: 

• Using the ADB (Android Debug Bridge) tool: is a 
command-line tool that allows users to connect to 
an Android device from a computer. ADB 
commands, such as "adb logcat", can be used to 
retrieve logs in real time or extract historical logs. 

• Python scripts: scripts can be configured to run 
ADB commands, capture data and export it in 
structured formats such as CSV or JSON for easier 
analysis. 

• Third-party logging applications: Some Android 
applications, for example: logcat reader, aLogcat, 
CatLog, SysLog, logcat extreme, etc. [20] are 
specifically designed to capture and export logs in 
a simplified way. These applications allow logs to 
be accessed directly from the device, without the 
need to connect via ADB. 

• LogHub [22]: Is a platform that provides log 
datasets collected from various systems, including 
Android, a valuable source for obtaining real 
system logs. Logs provided by LogHub are 
already structured and ready for analysis, 
simplifying the collection process. We have used 
these logs for our analyses in this comparative 
study. 

 
IV.2. Data pre-processing 

a) Log cleaning and standardization techniques 

It is essential to clean and normalize logs prior to any 
analysis to ensure that the data is consistent and ready for 
machine learning or Deep learning algorithms. Cleaning and 
normalization can be achieved by removing redundant or 
irrelevant data, managing values, normalizing date and time 
formats, converting categorical values that often contain 
categorical data (such as log levels: INFO, DEBUG, 

ERROR) [23]. These values are converted into numerical or 
binary representations for use in machine learning models. 

b) Extraction of features relevant to analysis 

Feature extraction is a key step in data pre-processing, 
transforming raw logs into a format that algorithms can use 
effectively. For Android logs, the following features can be 
extracted: 

• Log message length: Message length can indicate 
the complexity or severity of an event. For example, 
error messages are often longer and more detailed. 

• Log level: Each log message is associated with a 
level (INFO, DEBUG, WARNING, ERROR). This 
level is a direct indicator of the importance or 
severity of the event and is often used as a feature 
for classification or anomaly detection. 

• Frequency of events: The number of times a certain 
type of event occurs in a given time interval can be 
a useful characteristic. For example, a sudden 
increase in error messages may indicate a potential 
problem. 

• Time dependencies: Sequences of events can reveal 
important temporal patterns. By analyzing temporal 
dependencies, algorithms can better understand the 
flow of event execution and detect anomalies that 
break these patterns. 

• Error contextualization: The position of an error 
message in the context of other events is key to 
understanding the cause of an anomaly. Features can 
include the proximity of error messages to other 
event types. 
 

III.3. Log Analysis with Machine Learning Algorithms 

a) Description of algorithms and techniques used 

 
The analysis of Android logs was carried out using three 

well-established machine learning algorithms, each with its 
own strengths in anomaly detection. The algorithms selected 
for this study are:  Isolation Forest, DBSCAN (Density-Based 
Spatial Clustering of Applications with Noise), and One-
Class SVM (Support Vector Machine). 

1. Isolation Forest: This algorithm is based on the 
construction of binary decision trees that progressively 
isolate data points by dividing the feature space [24].  Data 
points that are isolated quickly (with few divisions) are 
considered anomalies. The advantage of Isolation Forest is its 
ability to handle large volumes of data and to detect 
anomalies non-parametrically. 
 

 

 

 

 

 

 

 

Fig. 1. Log analysis result for the Isolation Forest 
algorithm [34] 
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2.  DBSCAN: A density-based clustering algorithm, 
DBSCAN identifies high-density clusters in the data and 
considers points outside these clusters as anomalies [25]. It is 
particularly effective at detecting anomalies that lie in low-
density regions in feature space. 

Fig. 2. DBSCAN algorithm log analysis result [34] 
 

3. One-Class SVM:  uses a kernel function to learn a 
boundary around normal data points, separating out 
anomalies. One-Class SVM is suitable for scenarios where 
anomalies are rare and difficult to model directly. [26] 

 

Fig. 3. One-Class SVM algorithm log analysis result [34] 

b) Performance analysis and evaluation process 

Each algorithm was applied after appropriate pre-
processing and extraction of relevant features. The analysis 
steps were followed by a performance evaluation using 
several metrics common in anomaly detection: 

• Precision: precision measures the proportion of points 
identified as anomalies that are actually anomalies. It 
is an essential measure for assessing the reliability of 
an algorithm in scenarios where false positives can 
lead to unnecessary alerts. [27] 

• Recall: Recall measures the proportion of actual 
anomalies that have been correctly identified by the 
algorithm. High recall is crucial to minimize the risk of 
missing critical anomalies. [28] 

• F1 score: The F1 score is the harmonic mean of 
precision and recall, providing a balanced overview of 
the algorithm's performance. [29] 

• AUC-ROC (Area Under the Curve - Receiver 
Operating Characteristic): This metric evaluates an 
algorithm's ability to distinguish anomalies from 
normal data by plotting the rate of true positives 

against the rate of false positives at different decision 
thresholds. [30] 

III.4. Log Analysis with Deep Learning Tools 

a) Description of algorithms and techniques used 

Deep learning techniques applied to Android log analysis 
rely on the ability of models to learn complex representations 
of data, often with improved anomaly detection results 
compared to traditional machine learning algorithms. In this 
study, three main types of models were used: Autoencoders, 
Recurrent Neural Networks (RNN), and Convolutional 
Neural Networks (CNN). 

1. Autoencoders: are neural networks that learn to 
compress input data into a lower-dimensional representation 
(encoding) and then reconstruct the original data from this 
representation. Anomalies are detected when the 
reconstruction is poor, i.e. when the difference between the 
input data and the reconstructed data exceeds a certain 
threshold. [31] 

Fig. 4. Autoencoder algorithm log analysis result [34] 

2. Recurrent Neural Networks (RNNs): RNNs, and 
more specifically LSTMs (Long Short-Term Memory), are 
well suited to the analysis of temporal sequences, such as logs. 
LSTMs can capture temporal dependencies in data, which is 
essential for detecting anomalies that manifest themselves 
across sequences of events rather than in isolated data points. 
RNNs are able to "remember" information across multiple 
temporal steps, making them effective for modeling complex 
patterns in logs. [32] 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Fig. 5. Algorithm log analysis result RNN [34] 
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3. Convolutional Neural Networks (CNN): 
traditionally used for image analysis, CNNs can be applied 
to data sequences such as logs. Convolutional layers extract 
local features from sequences, capturing complex patterns 
that may indicate anomalies. [33] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6. Algorithm log analysis result CNN [34]. 
 

b) Performance analysis and evaluation process 

 

Deep learning models were trained on Android logs after 
appropriate normalization and transformation of the data into 
temporal sequences. Model performance was evaluated using 
metrics similar to those for machine learning algorithms, with 
a particular focus on the models' ability to detect anomalies 
in complex sequences. 

- Mean Squared Error (MSE): Used mainly with 
autoencoders, MSE measures the difference between 
input data and reconstructed data. A threshold is set to 
identify anomalies, and the accuracy of the model is 
evaluated according to this threshold. 

- Accuracy and Recall: As with machine learning 
algorithms, these metrics are used to assess the ability 
of Deep learning models to correctly identify anomalies 
without generating too many false positives. 

- ROC and AUC curves: These curves are also relevant 
for assessing the ability of Deep learning models to 
discriminate anomalies from normal data. They enable 
the overall performance of the model to be visualized at 
different decision thresholds. 

 

V. RESULTS, CHALLENGES AND DISCUSSIONS 

V. 1. Results 

 

TABLE I. Summary table of results obtained after analysis 

Algorithms Precision Recall F1-

Score 
AUC-

ROC 
Anomalies 

Machine learning 

Isolation 
Forest 

0,00152 1,0000 0,0300 0,9514 197 

DBSCAN 1,0000 1,0000 1,0000 1,0000 3 

One-Classe 
SVM 

0,0319 1,0000 0,0619 0,9772 94 

Deep learning 

CNN 0,0000 0,0000 0,0000 0,5000 0 

Autoencoder 0,0349 1,0000 0,0674 0,9792 86 

RNN 
(LSTM) 

0,0000 0,0000 0,0000 0,5000 0 

 

Fig. 6. Summary table of results obtained in each algorithm 

 

In this table summarizing the results, theanalysis of the 
performance of machine learning (ML) and deep learning 
(DL) algorithms applied to anomaly detection in Android logs 
revealed notable discrepancies in terms of accuracy and 
number of anomalies detected. Isolation Forest detected a total 
of 197 anomalies, distinguishing itself by its effectiveness in 
identifying a wide range of anomalies. However, this 
performance is mitigated by an extremely high false positive 
rate, reflected in a precision of just 0.0152. Although recall 
was perfect (1.0000), indicating that all true anomalies were 
captured, the very low F1 score of 0.0300 highlights a high 
proportion of incorrect detections. 

DBSCAN, on the other hand, identified 3 anomalies, with 
perfect precision and recall, resulting in an equally perfect F1 
score of 1.0000. These results suggest that DBSCAN is 
extremely accurate when detecting anomalies, but its ability 
to identify a larger number is limited, which could restrict its 
usefulness in scenarios where wider coverage is required. 

The One-Class SVM detected 94 anomalies, with a 
precision of 0.0319 and a perfect recall of 1.0000. The F1 
score of 0.0619 reveals a moderate performance, largely 
influenced by a substantial number of false positives, which 
limits its overall effectiveness despite its ability to capture all 
the anomalies present. 

Concerning the deep learning algorithms, Autoencoders 
identified 86 anomalies, achieving a precision of 0.0349 and a 
recall of 1.0000. However, the F1 score of 0.0674 indicates 
that the algorithm is also penalized by a high false positive 
rate, despite good anomaly coverage. 

RNN (LSTM) and CNN detected no anomalies, resulting 
in zero scores for all relevant metrics, suggesting that these 
algorithms, in their current configuration, are not suitable for 
this type of Android log analysis. 

V. 2. Challenge and discussion 

The results of this study reveal marked differences 
between algorithms for detecting anomalies in Android logs. 
Isolation Forest, while effective in detecting many anomalies, 
is limited by low accuracy due to a high false positive rate. 
DBSCAN stands out for its perfect accuracy, but its low 
number of detections may limit its application to scenarios 
where more exhaustive detection is required. 

One-Class SVM, despite its ability to identify all 
anomalies, also suffers from a high rate of false positives, 
requiring improved feature selection to maximize its 
effectiveness. Autoencoders show promising potential, but 
their sensitivity to class imbalances reduces their applicability, 
while RNN and CNN failed to detect any anomalies, 
suggesting that they require retraining or adaptation of 
parameters such as sequence size, number of layers and 
neurons, activation function, learning rate, batch size, and the 
application of regularization techniques to better address the 
specifics of Android logs. 
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Future work could focus on optimizing deep learning 
algorithms for Android log analysis, notably by adjusting 
critical hyperparameters such as learning rate, batch size, 
number of layers and neurons, and activation function. These 
adjustments would aim to reduce false negatives and improve 
model sensitivity. In addition, the integration of regularization 
techniques such as Dropout or L2 penalization could be 
explored to minimize overlearning and improve model 
robustness. Furthermore, the integration of hybrid methods 
combining the strengths of machine learning and deep 
learning algorithms could offer a more robust solution for 
anomaly detection, maximizing accuracy while minimizing 
false positives. Finally, the study of new neural network 
architectures, such as Transformer-based models or 
specialized architectures for log sequence processing, could 
open up new avenues for improving the performance of deep 
learning approaches in this field. 

 

  CONCLUSION 

The results of this study highlight the marked differences 
between machine learning and deep learning algorithms in 
terms of their effectiveness in detecting anomalies in Android 
logs. Machine learning algorithms, in particular DBSCAN, 
proved more reliable in terms of accuracy, although their 
ability to detect a wide range of anomalies is limited. 
Isolation Forest, although capable of detecting a large number 
of anomalies, has too high a false positive rate for sensitive 
applications. Deep learning algorithms, while promising, still 
require significant fine-tuning to achieve performance 
comparable to that of machine learning algorithms in this 
specific context. 

By way of conclusion, the choice of the most suitable 
algorithm for Android log analysis will depend heavily on the 
application context and specific anomaly detection 
requirements. Machine learning algorithms, such as 
DBSCAN, could be preferred for scenarios requiring high 
accuracy, while Isolation Forest could be considered for 
contexts where broad coverage is required, subject to 
additional adjustments such as reducing the false positive rate 
by adjusting the contamination parameter, improving feature 
selection, and increasing tree depth. Deep learning algorithms 
still require improvement to be competitive in this specific 
field. 
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