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Abstract—The Open Charge Point Protocol is a widely adopted
communication standard that facilitates interoperability between
Charge Points and Central Systems in the electric vehicle
charging ecosystem. This paper explores the security implications
of OCPP 1.6, with a particular focus on the risks posed by spoofed
or unauthorized messages. We propose a rollback mechanism
utilizing the DataTransfer PDU to mitigate these risks, allowing
the Central System to trigger reversion of unauthorized changes
at the CP level. The proposed solution ensures secure, efficient
management of configurations and mitigates potential threats
such as replay attacks, spoofed requests, and unauthorized
modifications. This paper contributes to the growing body of
knowledge on securing EV charging infrastructure by highlight-
ing underexplored vulnerabilities in OCPP 1.6 and providing
practical solutions to enhance the security and resilience of the
protocol.

Index Terms—OCPP 1.6, Rollback Mechanism, Spoofing At-
tacks, EV Charging Security

I. INTRODUCTION

As the adoption of electric vehicles (EVs) accelerates glob-
ally, the need for secure and reliable charging infrastructure
has become increasingly paramount [1]. A critical component
of this infrastructure is the Open Charge Point Protocol
(OCPP), which facilitates communication between Electric
Vehicle Supply Equipment (EVSE) and Central Systems (CS)
to manage charging sessions, monitor status, and perform
remote operations [2]. OCPP version 1.6, one of the most
widely used iterations of the protocol, introduces several key
functionalities such as reservation systems, smart charging,
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and offline operations, allowing for efficient management of
charging stations. However, the growing reliance on OCPP 1.6
has also raised concerns about its security, particularly in the
face of evolving cyber threats [3], [4].

Much research has been done to address vulnerabilities in
areas such as websocket communication and JSON data pro-
cessing, issues commonly associated with man-in-the-middle
(MitM) [5], Distributed denial-of-service (D-DoS) [6], Packet
Relay [7], [8] or Malware [9], [10] exploits. [3], [4].

In addition to managing reservations and configurations,
the CS can issue various commands to the Charge Point
(CP) such as CancelReservation, ChangeAvailability, Change-
Configuration, and ClearCache. These commands are essen-
tial for the smooth operation of the charging infrastructure.
However, unsolicited or spoofed confirmation messages sent
in response to these commands can result in unauthorized
changes, system misconfigurations, and disruption of opera-
tions. For instance, when a legitimate CancelReservation.req
is sent, the CP processes the request and returns a confirmation
(CancelReservation.conf). However, if an attacker sends a
spoofed confirmation message for an invalid reservation ID,
it could delete reservations without authorization. Similarly,
commands like ChangeAvailability and ChangeConfiguration
can be misused to alter the operational status or configuration
settings of a CP, potentially rendering it unavailable or causing
misconfigurations. [2], [11]

This paper addresses security gaps by analyzing vulnerabil-
ities in OCPP 1.6, specifically those related to configuration
changes and unintended messages. A new rollback mechanism
is proposed to detect and reverse unauthorized operations
when a central system receives a confirmation (conf) message
without a corresponding request. This mechanism adds a layer
of defense against spoofing attacks, ensuring the integrity of
command execution and protecting the EV charging infras-
tructure from malicious tampering.
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II. OVERVIEW OF OCPP 1.6

The OCPP is a widely adopted open communication pro-
tocol designed to facilitate seamless interaction between CPs
and CS, playing a critical role in the electric vehicle charging
ecosystem. OCPP enables interoperability between charging
stations from different manufacturers and management sys-
tems, making it a cornerstone of the rapidly growing EV
infrastructure.

OCPP 1.6 introduces several key features and improvements
to meet the evolving demands of the EV market. One of the
major enhancements is the introduction of Smart Charging
capabilities, which allow for more efficient energy manage-
ment in charging EVs. Smart Charging supports functions such
as load balancing and dynamic energy allocation, which are
essential for optimizing grid resources and ensuring a stable
and efficient charging experience.

Additionally, OCPP 1.6 supports communication via JSON
over WebSockets, which provides a modern, lightweight al-
ternative for transmitting data between CPs and the Central
System. This method allows for faster and more efficient
communication, improving overall system performance and
reliability.

OCPP 1.6 also enhances diagnostic capabilities, introducing
features like enhanced Charge Point Statuses and the Trig-
gerMessage function. The TriggerMessage allows the Central
System to dynamically request specific information from the
Charge Point, offering better visibility into the CP’s oper-
ational state and facilitating more effective monitoring and
troubleshooting.

A critical feature in OCPP 1.6 is the DataTransfer Protocol
Data Unit(PDU), which allows for the exchange of vendor-
specific or custom data that is not covered by standard protocol
messages. This flexibility is especially useful for implementing
custom functionalities, such as firmware updates, operational
adjustments, or triggering a rollback mechanism when unau-
thorized or unintended changes occur in a CP’s configuration.
By utilizing the DataTransfer PDU, the Central System can
initiate these custom commands while adhering to the OCPP
framework, ensuring secure and flexible interactions between
the CPs and CS.

The DataTransfer PDU [2] offers a powerful tool for
ensuring advanced and secure operations within the OCPP
ecosystem. The messages of these data transfers are defined
in the following table:

TABLE 1
DATATRANSFER.REQ
Data Field Field Type Card
Vendor ID CiString255Type 1..1
Message ID CiString50Type 1.1
Data Text (e.g., "Our Proposed Message”) 0..1

The following describes each data field:

« Vendor ID: This field identifies the vendor of the system
that is sending the message. It ensures that the CP knows
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which specific vendor implementation is initiating the
DataTransfer.redq.

o Message ID: The Message ID field provides an identi-
fier for the specific custom message being sent. This field
helps the CP recognize the type of operation or instruction
being carried out.

o Data: This field contains any additional information or
payload associated with the custom message.

III. THREAT MODEL

As the EV charging ecosystem expands, securing its infras-
tructure, especially communication protocols such as OCPP
1.6, has become critical. One emerging risk involves un-
solicited or spoofed confirmation (conf) messages sent to
charge points, potentially leading to unauthorized or malicious
configuration changes. This section outlines a comprehensive
threat model for a rollback mechanism designed to address
such risks by detecting and reversing unauthorized actions.

A. Attacker Capability

In this paper, we assume that the attacker has gained
sufficient knowledge of the system through reconnaissance
and analysis to create and inject a spoofed message. As a
result, the attacker gains the ability to intercept and analyze
communications between the CS and the CP. Using this
information, the attacker can impersonate the Central System
by spoofing its credentials and mimicking its behavior. The
attacker then crafts and sends unauthorized req messages (such
as ChangeConfiguration.req, ClearCache.req, or SetCharging-
Profile.req) to the CP, tricking it into executing malicious
operations.

B. Threat Scope

The scope of this work focuses specifically on preventing
and mitigating damage caused by spoofed messages, where an
attacker impersonates the CS and sends unauthorized requests
to the CP. Our approach aims to detect these fraudulent
messages and prevent the CP from executing unintended
actions such as changing configurations or clearing caches.
It is important to note that this study does not address the
reconnaissance and analysis activities that an attacker may
undertake prior to the attack. We assume that the attacker has
already acquired the necessary information to craft spoofed
messages, and we focus solely on detecting and mitigating
those malicious messages once they are sent. Additionally, we
do not cover the secondary effects or broader consequences of
the attack, such as potential service disruptions, grid instability,
or other impacts that may result from the successful execution
of spoofed messages. The primary objective is to address the
immediate threat posed by the spoofed messages themselves.

IV. PROPOSED ROLLBACK MECHANISM

The proposed rollback mechanism leverages the DataTrans-
fer PDU in OCPP 1.6 to detect and revert unauthorized
changes made to a CP by spoofed or unsolicited requests.
The CS uses this mechanism to ensure that configuration

Copyright 2025. Global IT Research Institute (GIRI). All right reserved.



The 27th International Conference on Advanced Communications Technology (ICACT2025) 96

changes, such as ChangeConfiguration.req or ClearCache.req,
are only executed if they originate from a valid request. If
a suspicious or unsolicited conf message is detected, the
rollback mechanism can trigger a corrective action through
a DataTransfer request, instructing the CP to revert to its
previous safe state.

The core objective is to maintain the integrity of the CP
by verifying that only authorized configuration changes are
applied and to undo any changes resulting from fake or
replayed messages [12], [13].

A. Mechanism Implementation

The following figure is a message diagram that presents an
overview of our proposed rollback mechanism:

,
3 @
=

Charging Point

Attacker Central System

o
logs the
Request

(1) Intended Message Exchange

(2) Detection of Unauthorized Messagesi v

(3) Configuration Rollback

Fig. 1. Message Diagram of Proposed Mechanism

1) Message Tracking: The CS maintains a request log for
every outgoing req message, including details such as the
message ID, type (e.g., ChangeConfiguration.req), timestamp,
and expected response type. This log is essential for matching
incoming conf messages to corresponding requests.

2) Verification and Detection: Upon receiving a conf mes-
sage, the CS checks the request log:

« If matching request exists: The CS verifies that the conf
message is legitimate and processes it accordingly.

« If no matching request exists: The conf message is treated
as unsolicited or potentially spoofed. In this case, the
rollback mechanism is triggered.

3) Triggering the Rollback: When an unsolicited or suspi-
cious conf message is detected, the CS sends a DataTrans-
ferreq message to the CP, instructing it to roll back the
unauthorized changes. This DataTransfer message contains
details about the original configuration, instructing the CP to
revert to its previous state before the unauthorized changes
occurred.

The rollback message, implemented within the data field of
the data transfer message, is organized as follow Table: The
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TABLE 11
ROLLBACK MESSAGE STRUCTURE WITHIN DATATRANSFER.REQ

Data Field Field Type Card
RollbackType CiString50Type 1.1
Timestamp DateTimeType 0..1

following describes each data field:

o RollbackType: This field specifies the type of control
message that needs to be rolled back. Examples
include CancelReservation, ChangeConfiguration,
SetChargingProfile, or ClearCache. This ensures that the
CP identifies the specific operation to be reverted.

o Timestamp: This field indicates when the original control
message was applied. It helps the CP target the exact
instance of the change, ensuring that only the specific
action made at that time is rolled back, especially useful
when similar changes have occurred at different times.

The CP receives this DataTransfer request and executes the
rollback action, restoring its configuration to the safe state. The
behavior of the proposed rollback mechanism is summarized
below in Algorithms 1 and 2, which detail the process for both
CS and CP:

Algorithm 1 CS Side - Message Verification and Rollback
Algorithm
1: Initialize CS request log Log for outgoing req messages
2: while WebSocket session is online do
3:  Wait for outgoing req message m...q to be sent to CP
4. Log the request in Les:
{messagel D, type, timestamp}
Wait for incoming conf message Moy, ¢ from CP
Extract messagel D from m oy,
if messagel D exists in Log then
Verify mcony and process it
else
Treat mcony as unsolicited or spoofed
Trigger rollback mechanism to revert unauthorized
changes
122 end if
13: end while

T Y X W

—_—

V. EXPERIMENT
A. Experiment Setup

The primary goal of this experiment is to evaluate the
performance and effectiveness of the proposed rollback mech-
anism in mitigating unauthorized or spoofed control messages
within an OCPP 1.6 implementation. For this purpose, we
utilized the mobilityhouse OCPP 1.6 implementation in Python
[14], available on GitHub, to simulate both the CP and the CS
components. The experiment was conducted in a controlled
environment, where the CP was implemented on a Raspberry
Pi running a Linux-based system, and the CS was implemented
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Algorithm 2 CP Side - Message Tracking and Rollback
Detection Algorithm
: Initialize CP message log Lo p to store incoming requests
while WebSocket session is online do
Wait for incoming req message m,..q from CS
Extract messagel D, type, timestamp from my.qq
Log the request in Lep:
{messagel D, type, timestamp}
6:  Process the req message according to its type (e.g.,

AN

ChangeConfiguration)

7 Send conf message back to CS with corresponding
messagel D

8: end while

on a Windows-based server. The actual hardware configuration
of the lab is shown in Figure 2. The architecture of the

Fig. 2. Experiment Setup

test environment consisted of a Central System capable of
managing multiple Charge Points. In this experiment, we
focused on simulating the behavior of one CP interacting
with the CS. The CP was configured to process requests such
as ChangeConfiguration, SetChargingProfile, and ClearCache,
while the CS was designed to manage these operations and,
more importantly, detect unauthorized changes and trigger a
rollback via DataTransfer.req.

B. Attack Scenario

To evaluate the proposed rollback mechanism, we designed
a scenario in which a CP receives both a legitimate control
message and a spoofed control message. In this modified
attack scenario, we assume that the attacker has gained suf-
ficient knowledge of the system through reconnaissance and
analysis to create and inject a spoofed message. First, the CS
sends a legitimate request to the CP to delete the reservation
with reservation ID 1500. This is handled correctly and the
reservation is removed as expected. Next, the attacker injects
a spoofed message to delete reservation ID 2500 (Victim).
However, with the proposed rollback mechanism, the system
detects the unauthorized action and automatically recreates the
reservation with ID 2500, reversing the attacker’s action.
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C. Results and Observations

As shown in Fig.3, the behavior of the system during
the experiment is clearly illustrated across the CP, CS, and
attacker components. The logs on the CP side show that
a legitimate cancellation request for reservation ID 1500 is
successfully processed, and the CP returns an ’Accepted’
status. Shortly thereafter, the attacker sends a spoofed cancel
reservation message for reservation ID 2500, which is also
processed by the CP and marked as “Accepted”, highlighting
the vulnerability to spoofing attacks. The CS identifies the
CP’s unsolicited confirmation of the deletion of reservation ID
2500 as an unintended action. In response, the CS triggers the
rollback mechanism by sending a DataTransfer.req message
instructing the CP to reverse the action. The CP receives the
rollback request and successfully restores the deleted reser-
vation ID 2500, as shown in the Rollback:CancelReservation
log. The interaction log shown in Fig.3 shows the process at
the command prompt where the spoofed message is detected
and reverted through the rollback mechanism.

Fig. 3. Experiment Results

VI. LIMITATION AND FUTURE WORK

The introduction of OCPP 1.6 has brought significant ad-
vancements to the EV charging ecosystem, including Smart
Charging, JSON-based communication, and the DataTransfer
PDU for custom data exchange. However, these enhance-
ments come with new security challenges, particularly the
risk of unauthorized or spoofed messages that could lead to
misconfigurations at CP. This paper has proposed a rollback
mechanism utilizing the DataTransfer.req to address such vul-
nerabilities, allowing the CS to efficiently revert unauthorized
configuration changes at the CP level.

Despite its potential to enhance security, the proposed
mechanism comes with certain limitations. Rollback delay,
caused by message processing time, can result in temporary
misconfigurations, affecting CP operations until the rollback is
executed. Moreover, for large-scale deployments, maintaining
request logs and handling multiple rollback requests efficiently
could pose scalability challenges. Additionally, the mecha-
nism’s effectiveness relies on secure communication channels
between the CS and CP. If the communication is compromised,
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rollback requests themselves could be spoofed, undermining
the security of the system.

Looking ahead, several improvements can be made to
strengthen the proposed solution. Automated detection of
attack patterns through machine learning or anomaly detection
can enhance the mechanism’s responsiveness and accuracy,
reducing the time between detecting unauthorized actions and
initiating rollbacks. Additionally, implementing a more sophis-
ticated logging mechanism that uses cryptographic checksums
can ensure the integrity of the request logs and further prevent
spoofing or tampering with rollback commands.

VII. CONCLUSION

In conclusion, while the rollback mechanism provides an
effective solution to certain security vulnerabilities in OCPP
1.6, ongoing improvements and vigilance are necessary to
adapt to evolving threats in the EV charging infrastructure.
By addressing these limitations and incorporating future en-
hancements, the security and reliability of OCPP 1.6 can
be further strengthened, ensuring the safe operation of EV
charging networks.
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