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Abstract—Digital image forgery is the process of manipulating
an image to deceive or mislead observers with real or manipu-
lated content. Median filtering is widely used to smooth images
and obscure traces of tampering, making its detection critical for
image forensics. However, identifying median filtering becomes
more complex when additional operations, such as compression,
resampling, or noise addition, are applied. To address this issue,
we propose a lightweight convolutional neural network (CNN)
model named SobelMNet, specifically designed for detecting
median filtering in compressed images. The proposed model
utilises a Sobel filter-based preprocessing step to enhance the
residual differences between the original and manipulated im-
ages. These residuals, which capture subtle features indicative of
median filtering, are analysed by CNN for classification. Further,
the proposed model is evaluated on grayscale low-resolution
images generated from the Dresden dataset for both binary and
multiclass classification tasks. The model achieved a remark-
able detection accuracy of 99.43% in median filter detection
and outperformed state-of-the-art methods in various scenarios,
including combinations of median filtering with Gaussian blur,
resampling, and additive white Gaussian noise (AWGN) with an
average accuracy of 98.32%. Finally, its lightweight architecture
ensures computational efficiency, making it practical for real-
world forensic applications.

Index Terms—Median Filter, CNN, Sobel Filter, Operation
Chain

I. INTRODUCTION

Digital images play a vital role in modern communication,
entertainment, and archiving, spanning areas such as social
media, academic visuals, and medical imaging [1]. However,
with the rise of advanced editing tools, image manipulation
has become widespread and increasingly complex [2]. This
has significant implications, such as spreading misinformation
and forging legal documents, highlighting the need for reliable
forensic methods to verify image authenticity and detect
alterations [3].

Image manipulation ranges from simple contrast adjust-
ments to complex filtering techniques. Among these, the
median filter is widely used due to its ability to reduce
noise while preserving edges [4]. This nonlinear filter replaces
each pixel’s value with the median of surrounding pixels,
making it effective for noise removal [5]. While helpful for
preprocessing, the median filter can also obscure evidence of
tampering, making its detection critical in image forensics.

Detecting median filtering is essential for tracing an image’s
processing history and identifying potential alterations [6].
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Researchers have explored various methods, from statistical
feature extraction to advanced deep learning models [7], to
uncover artefacts specific to median filtering. [8].

Deep learning has advanced image forensics, enabling the
detection of subtle changes that are often invisible to the
human eye. Models such as support vector machine (SVM),
CNNs and generative adversarial networks (GANs) have been
adapted to identify processing artefacts, including those from
median filtering. These models are highly effective due to
their ability to extract detailed features and complex analysis
in forensic classification models. However, challenges remain,
particularly when dealing with low-resolution or heavily com-
pressed images [9]-[11].

II. REALTED WORK

Earlier statistical methods were utilised for image manip-
ulation detection. Zhang et al. [12] introduce a statistical
method for detecting median filtering manipulations in digital
images using a second-order Local Ternary Pattern (LTP).
The LTP captures texture changes caused by median filter-
ing by encoding local derivative direction variations. Kernel
Principal Component Analysis is applied to reduce feature
dimensionality. Some commonly used statistical methods for
detecting median filtering involve histogram residuals, which
effectively capture distinctive patterns in images. These pat-
terns, resulting from the median filter operation, allow for the
identification of filtered images by analysing variations in the
histogram’s distribution [13], [14]. Gao and Gao [15] find
differences in the pixel values of the image in four directions
using pixel-pair histograms and autoregressive moving average
coefficients, which outperform compressed JPEG images and
low-resolution images. Similarly, Gao et al. [16] compute the
first-order and second-order difference images using joint con-
ditional probability density functions. Additionally, principal
component analysis is employed for dimensionality reduction,
making the model efficient for filter detection in JPEG-
compressed and low-resolution images. Kang et al. [17], [18]
give an autoregressive model that uses the statistical property
of median filter for detection and localisation median filter
in an image. The above models outperform work for image
forensics but compromise if there is a chain of operations.

The introduction of machine learning and deep learning
models has significantly enhanced the ability to detect com-
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plex operations applied to images. Jin et al. [19] present a
median filtering detection method for RGB images using dark
channel residual extraction, multi-scale fusion, and GANSs.
The dark channel residuals reduce content interference, while
multi-scale fusion captures traces from different filter sizes.
GANs improve robustness and replace SVM classification.
The method outperforms existing techniques, especially with
small blocks and JPEG compression, and aims to extend to
grayscale images. A CNN-based method introduces MFNet
[20] for detecting median filtering in small or compressed
images. It uses nearest neighbour interpolation to up-sample
images, enhancing the difference between original and filtered
versions. MFNet incorporates two mlpconv layers to improve
nonlinear classification, followed by three convolutional layers
for feature extraction. The method shows significant improve-
ments, especially for images as small as 16x16, and offers
potential for broader application in digital image forensics.
Ahmed and Islam [21] discuss an approach that leverages
the streaking effect caused by median filtering, using SVMs
with 10-fold cross-validation to distinguish between median-
filtered and unfiltered images. This method also performs
well on compressed and low-resolution images. Another study
[22] combines texture features extracted via GLCM with
streak area analysis, employing an 18-dimensional feature set
processed through neural networks to identify median filter-
ing under various manipulations like JPEG compression and
Gaussian blur. An advanced CNN-based framework introduces
the MFFNet [23], integrating high-pass filters and Squeeze-
and-Excitation modules, excelling in detecting manipulations
in compressed, low-resolution images. Despite advancements,
limitations include challenges in handling operator chains,
which are multiple operations on images, including median
filtering, and scaling methods to large datasets. These methods
demonstrate a shift from traditional SVMs to robust deep
learning architectures for feature learning and classification.
A deep learning-based approach is introduced for detecting
median filtering in the DCT domain. The method employs
an Adaptive Filtering Layer to focus on relevant frequency
ranges and a multi-scale convolutional block with a maxout
function for effective feature extraction. The approach shows
superior performance over existing methods, particularly for
low-resolution and compressed images [24].

A limitation in existing methods is the decrease in accuracy
when detecting median filtering, especially when it is followed
by operations such as Gaussian blur, downsampling, or noise
addition. Additionally, some techniques are highly dependent
on high-resolution images, making them less effective for low-
resolution or resized images.

III. PROPOSED WORK: CNN-BASED MODEL

Proposed SobelMNet, a two-dimensional residual-based 2D
CNN, specifically designed for detecting traces of median filter
in digital images. The key features of the proposed approach
are as follows:

1) The Sobel filter-based residual is introduced as the pre-

processing layer in the model. This filter kernel modifies
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the image pixels and generates residuals that amplify
the classifier’s ability to distinguish between different
classes.

2) After the Sobel residual processing, we extract features
that emphasise the statistical and structural differences in
the image. These features are designed to make it easier
for the neural network to identify whether an image has
been median-filtered.

3) A lightweight neural network architecture is used for
analyzing the extracted features and classifying the
images. The network is efficient and can handle both
binary tasks and multiclass classification.

4) The model is evaluated on images with low resolution
and compression artifacts to ensure it works effectively
even under challenging conditions.

5) To further validate the model’s robustness, we tested it
on images processed with median filtering followed by
other operations like Gaussian blur, downsampling, ad-
ditive white Gaussian noise (AWGN), and compression.
This shows that the model can handle more complex
real-world scenarios.

The architecture consists of three primary blocks designed
to handle image feature extraction and classification effi-
ciently: Preprocessing block, feature extraction block, and
classification block as discussed in subsections.

A. Preprocessing Layer

This block applies a Sobel filter to enhance the edges in the
image. The Sobel filter helps detect subtle changes introduced
by median filtering, which tends to blur edges. By emphasizing
these changes, it makes the subsequent feature extraction phase
more effective. The input is a grayscale image, typically of size
64 x 64 pixels.

The Sobel filter [25] is a well-known edge-detection op-
erator commonly used in image processing. It is especially
effective for highlighting changes in intensity or gradients
within an image. The filter works by using two convolution
kernels: one to measure the gradient in the horizontal direction
(Sobel-X) and another for the vertical direction (Sobel-Y). The
gradient magnitude is then computed to identify edges, which
represent significant transitions in pixel intensity. Let the input
image be denoted as I, with dimensions H x W.

Step 1: Sobel Filter Kernels The Sobel filters for the z-
and y-directions are defined as:

-1 0 1 -1 -2 -1
K,=|-2 0 2|, K,=|0 0 0
-1 0 1 12 1

Step 2: Convolution Operation Convolve the input image
I with K, and K, to compute the gradients in the horizontal

and vertical directions, respectively:
Gy =1%xK,;, G,=1xK,,

where * denotes the convolution operation, and G, G, are of
size H x W.
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Step 3: Sobel Residual Calculation Combine the gradients
using the Euclidean norm to compute the residual:

RSobel(imj) = \/Gx(ZaJ)Z + Gy(iaj)27

where 7, j denote the pixel coordinates. The output Rggher 1S
an edge-enhanced image of the same dimensions as the input
(H xW).

The Sobel filter can reveal subtle changes caused by en-
hanced edges and highlight residuals that are left behind by
median filtering, such as the streaking effect left by median
filtering. When applied to noisy images, it makes these resid-
uals easier to observe. This enhanced information is used in
machine learning models or neural networks to help them
more accurately identify manipulated images, especially when
distinguishing between original and filtered versions.

B. Feature Extraction Layer

The architecture model, shown in Figure 1, consists of
four convolutional layers designed to progressively extract
hierarchical features. Each block includes a convolutional
layer followed by batch normalization and a ReLU activation
function. A kernel of size 3 x 3 is applied in each convolutional
layer. In the figure, FM represents feature maps, with the
dimensions provided at each stage. Max-pooling layers are
incorporated between convolutional layers to reduce spatial
dimensions while preserving essential features, and dropout
layers are included to minimise the risk of overfitting.

C. Classification Block

The features obtained from the previous block are converted
into a one-dimensional vector and then passed through fully
connected layers for advanced decision-making. The model is
designed to classify multiple types of operations applied to
an image, including a single median filter or a median filter
followed by operations such as Gaussian blur, resampling, and
AWGN for compressed and low resolution image datasets.
The model classifies images by extracting hierarchical features
through convolutional layers and fully connected layers, The
final layer generates output class probabilities, enabling binary
or multi-class classification depending on the number of
classes in a training dataset. During training, the Adam opti-
miser adjusts the model’s parameters, while CrossEntropyLoss
is used to compute the loss.

IV. EXPERIMENT AND RESULT
A. Dataset Description

To evaluate the performance of the proposed model in
detecting image manipulations, we created a custom image
dataset based on the high-quality Dresden dataset [24]. A total
of 10,000 images were cropped to 64x64 pixels and converted
to grayscale to standardize the input data. Pre-compression and
post-compression were applied with a quality factor (QF) of
80, before and after performing single or multiple operations.
This process simulates the degradation typically caused by
compression algorithms. After the initial compression, median
filtering with 3x3 and 5x5 kernel sizes was applied to simulate
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manipulation. The dataset for median filtering includes an
equal distribution of 50% images processed with a 3x3 kernel
and 50% with a 5x5 kernel. As shown in Table I, the images
were compressed again to replicate multiple stages of image
processing. The final dataset includes 30,000 training images,
6,000 validation images, and 10,000 test images for each class.
This diverse set of images allows for robust model training and
evaluation. The approach ensures that the model can detect
manipulations effectively across various image quality levels
and processing stages.

For binary classification, the following two classes were
defined: The sequence of operations for an image (I)
undergoing compression with QF 80, followed by median
filtering (MF) with kernel sizes of 3x3 or 5x5, and then
compression again with QF 80 can be represented as:

Compression  Median Filter Compression

I

MF(I)

In multi-class classification, the sequence of operations the
image I undergoes is pre-compression with QF 80, then an
initial median filtering, followed by another operation O as
given in table I, and finally, post-compression with QF 80.
This can be expressed as:

Compression  Median Filter 2) Compression

1

O(MF(I))

TABLE I: Image manipulation operations and parameters
applied to the dataset

Parameters
Window sizes: size=3, size=5
Kernel sizes: (3, 3), (5, 5)
Scaling factors: 1.2, 1.5
Noise variance: var=0.52, var=22
Quality factors: QF=80%

Operation
Median Filtering (MF)
Gaussian Blurring (GB)
Resampling (RS)
Additive Gaussian Noise (AWGN)
JPEG Compression

B. Performance Evaluation of Median Filter Detection Model

In this subsection, we discuss the results obtained from the
model’s training and evaluation. The training and validation
performances are presented, followed by a detailed discussion
of the confusion matrix and the model’s ability to classify
manipulated and original images.

1) Single Manipulation Detection: For binary classifica-
tion, the model is trained, and the best model is saved, with the
overall training accuracy of 96.83% and validation accuracy
of 98.89%. The validation accuracy of the class median filter
is 99.43% and the original accuracy is 97.75%. These high
accuracies suggest that the model can effectively distinguish
between manipulated and original images in the dataset.

We compare True positive rate (TPR) of SobelMNet with
other existing methods designed for median filtering detection
under similar parameters. Table II presents the result of the
proposed method in comparison with MedFCN [22] and Streak
analysis [21]. The accuracy of the median filter detection ap-
proach has been demonstrated to be competitive with state-of-
the-art techniques, but further improvements in distinguishing
original images are still required.
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Figure 1: SobelMNet architecture

TABLE II: Comparison of SobelMNet with Different Methods

Method True Positive Rate (TPR)
Proposed Method 99.43%
MedFCN [22] 98.50%
Streak [21] 97.80%

2) Multiple Manipulation Detection: This section presents
the evaluation of the proposed model’s performance on the
median filter chain dataset. The results include the valida-
tion accuracy, class-specific performance, and the confusion
matrix. Additionally, the trends in training and validation
accuracy and loss are shown in Figure 3.

The model achieved a best validation accuracy of 98.32%,
showcasing its effectiveness in identifying manipulated and
original images. Table III presents the confusion matrix in
percentage, providing a comparative representation of the
model’s classification performance across five classes. Class-
specific accuracies demonstrate the robustness of the model
across different image manipulations.

TABLE III: Confusion Matrix for Median Filter Chain Clas-
sification with True and Predicted Class labels.

True Class Predicted Class
MF MF+AWGN | MF+GB | MF+RS | ORG
MF 88.33 0.00 5.18 0.06 0.55
MF+AWGN | 0.00 100.00 0.00 0.00 0.00
MF+GB 0.25 0.00 93.97 0.06 0.04
MF+RS 0.03 0.00 0.63 93.72 0.00
ORG 1.24 0.00 0.42 0.01 99.41

Figure 3 illustrated the trends in training and validation
accuracy and loss. The training accuracy and validation accu-
racy consistently improved over epochs, demonstrating effec-
tive learning and generalization. The training loss decreased
steadily, while the validation loss remained low, confirming
that the model was not overfitting to the training data. The
proposed model’s performance on the median filter chain
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dataset demonstrates its high accuracy and robustness in distin-
guishing various manipulated and original images. The results
underscore the model’s potential for real-world applications in
image forensics.

C. Result and Analysis

The proposed model SobelMNet achieves 99.43% accuracy
in detecting median filtering on low-resolution, compressed
images. It outperforms state-of-the-art methods like MedFCN
and streak analysis in True Positive Rate (TPR) given in table
II. Additionally, it accurately identifies complex operations
such as median filtering combined with Gaussian blur, resam-
pling, or AWGN, achieving an average accuracy of 98.32%
and the highest accuracy of 100% when the image contains a
median filter and AWGN, as shown in Table III.

V. CONCLUSION AND FUTURE WORK

The paper presented SobelMNet, a lightweight model that
utilized a Sobel filter residual to detect differences between
an original image and an image processed with a median
filter. Designed with fewer parameters, the model was highly
efficient and effectively tested whether an image had been
manipulated with a median filter or other median filter chain
operations. The results demonstrated that SobelMNet outper-
formed existing models, achieving an impressive accuracy of
99.43% on compressed and low-resolution images.Moreover,
the model offered computational efficiency while maintaining
high performance, making it suitable for real-world scenarios
involving low-resolution images, such as those found in social
media, legal evidence, and archival data. SobelMNet also
demonstrated robust performance across diverse images using
the Dresden dataset. In future work, this model could be
extended and applied to detect other types of image manip-
ulations. SobeIMNET’s future research can focus enhancing
SobelMNet’s generalization to detect image manipulations,
deepfake generation, copy move forgery, and inpainting can
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Figure 2: Loss plot for Training and Validation
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Figure 4: Training and Validation Accuracy and Loss Curves
for Median Filter Chain Detection

improve forensic scenarios. Evaluating SobelMNet on dif-
ferent datasets, including high definition and color images,
can confirm its stability. Improving the SobelMNet’s defense
towards adversarial attacks, which exploit subtle distortions to
mislead detection, is crucial.
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