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Abstract— To protect the services and data of the main servers,
Rapidly Deployed Cyber Attack Bait is proposed for the
unpredictable cybersecurity attack in this research. Based on
Software Defined Network, the data packet and operation of a
cybersecurity attack could be redirected to the on demand
deployed bait container. By suitable artificial intelligence strategy,
the idle bait containers corresponding to the type of cybersecurity
attack can be on demand deployed automatically and rapidly.
Verification shows the feasibility of the virtualized bait container
could be about 1.16 times to 2 times enough for the future coming
attacker and also record the all operations of the cybersecurity
attack individually.
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I. INTRODUCTION

Cyber-attacks targeting network services and
digital data have been a longstanding concern in the
field of information security. These attacks
encompass a wide range of malicious activities,
including phishing attacks, man-in-the-middle
attacks, DNS record forgery, SQL injection,
ransomware, password attacks, brute force attacks,
insider threats, malware, and cross-site scripting
(XSS) attacks, etc. Such threats have the potential to
compromise the integrity of local devices by altering
files or content. Various forms of cyber intrusions
can severely damage information systems. Incidents
such as data theft, encryption of files by ransomware,
and unauthorized data manipulation or surveillance,
highlight the increasing importance of robust
cybersecurity measures to safeguard sensitive
information. The evolution and diversification of
these cyber threats continue to emphasize the critical
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need for effective protection mechanisms to secure
both digital assets and network infrastructures.

Despite the implementation of various security
and protection mechanisms, the continuous
monitoring and analysis of hacker behaviors and
attack patterns remain essential for identifying
emerging security vulnerabilities [1]. In addition to
real-time monitoring, the use of deceptive techniques
such as baiting attackers has been proposed as a
method for uncovering latent security risks [2, 3, 16-
18]. This approach, which allows for the collection
of valuable data on hacker behavior and attack
patterns, can subsequently inform the development
of adaptive security responses. Leveraging artificial
intelligence to process and analyze the gathered data
offers the potential to enhance real-time threat
detection and  enable dynamic  security
improvements [4].

In recent years, artificial intelligence (AI) has
gained widespread adoption across various
industries and information systems. Typically,
small-scale Al models or services can be developed
and deployed for specific tasks or objectives. One
effective approach to optimizing the performance
and scalability of Al services is to parallelize and
distribute computational tasks across multiple nodes
[5,6] with more efficient processing. Moreover, due
to the diverse and evolving nature of cybersecurity
threats, the development of specialized Al services
or modules for specific cybersecurity challenges can
significantly ~ improve  the  accuracy and
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responsiveness of threat mitigation efforts. Such
targeted Al solutions are better equipped to address
particular aspects of cybersecurity.

Artificial intelligence was generally used in data
or text vocabulary analysis [19]. According to the
proven training data, Al applications could find the
corresponding features or keywords instead of the
whole content related to the training data. Therefore,
according to the possible relationship between the
found features and new data, the new coming
network risk or attack could be classified. However,
the hacker would also mix actual attack instructions
with many invalid instructions. It increases difficulty
in identifying malicious network attacks. Hence, to
improve the prediction accuracy of the possible
cyber security risks considering the possible false
attack instructions to cause confusion should be the
important issue.

Considering the various malicious network
attacks, deploying multiple Al modules for the attack
identification and prediction would be the possible
solution. There were researches proposed for the
parallel processing based on the distributed Al
modules [6]. In addition, to collect the log data or
related information, the cybersecurity baits which
could be rapidly deployed as “Security Crisis as a
Service” on cloud computing platform can be used
[16].

The contributions of this research can be shown as

follows:

1. Based on the container and virtual machine of
the cybersecurity bait system, the malicious
network attacks could be recorded. The attack
data can be used not only as the training data
but also the test data. In other words, the
deployed multiple AI modules can keep
training and prediction.

2. Based on parallel AI modules, the style of
malicious network attack could be identified
and classified. The features of the attack
instruction and timing/sequence can be defined
and found. The possible false attack
instructions to cause confusion could be
ignored by Al modules.

3. According to the prediction results, the
possible attack can be found based on the on
demand defined threshold. In opposition, if
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there exist multiple prediction results, the
current attack or network connection could be
treated as the new security potential threats. In
other words, a new possible malicious network
attack could be found.

4. Voting mechanisms are proposed for
separating the normal users and malicious
connections. The possbile new high security
risk connection could be redirected to the bait
system for monitoring.

In the following, section 2 provides the related
works. The proposed system is introduced and
verified in section 3. The conclusion is given in
section 4.

II. RELATED WORKS

Due to the high performance of computing and
huge computing resources, network security issues
or malicious network attacks [1] become important
issues or research topics. To redirect the malicious
network attack connection and reduce the security
risk of the services, some security systems would
deploy the bait for the network connection with high
security risk [2,3,16-18]. Considering the known
types of attack or system vulnerability, the
corresponding bait virtual machines or containers on
cloud would be built for the malicious user.
However, to define or detect the possible malicious
attacks, collecting and detecting the data packets
passed through the network is important.

To detect and gather the data packets, the SNORT,
a popular open source network intrusion prevention
software and network intrusion detection software,
was generally used [12-15]. The data packet which
matches the rules of malicious attack could be found
or detected. In other words, to enhance the dataset of
the malicious attack rules could improve the
performance of the possible malicious attack
defence.

Considering the malicious attack would be various
anytime, anywhere, to automatically detect and
analyze the data packets is the issue. Dealing with
the huge data related to the network packets,
Artificial intelligence (AI) could be the possible
solution for the services or applications [4,5,11,15].
Based on the assistance of the software defined
network (SDN) [8-11], the malicious network
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connection could be blocked [11,15] or redirect to
the bait system [16-18].

However, considering the possible malicious
attacks, multiple attack methods or strategies would
be chosen. Furthermore, the unknown malicious
attack strategies would also happen. To parallel
estimate and classify the possible attack methods
will be the basic requirement. In addition, without
suitable defence strategies, the latency of the
malicious attacks would not be enough for the Al
recognition and detection. Hence, how to rapidly
prepare and deploy the Al system corresponding to
the current coming connection for both malicious
connection detecting and unknown attack
recognition would be an important issue.

III.PROPOSED SYSTEM

In this research, three partitions are proposed for
the Cyber Attack Auto Recognition and Learning
based on Rapidly Deployed Artificial Intelligence
Module: rapidly artificial intelligence module
deployment, parallel classification and recognition
framework, and bait system.

Figure 1 presents the concept of the proposed
system. Based on the SDN, the network data packet
could be obtained and redirected. In addition, all the
log data with the access information or command
operation could be delivered from the servers or
baits.
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Figure 1. The concept of the proposed system

In the parallel classification and recognition
framework, there will be classification AI modules
and recognition Al progresses. Suppose that the
operation historical data can be collected from the
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server or bait system. In this research, the data or
login information would be analysed.

Considering the new or unknown data, the
recognition Al progress would be used for the feature
finding or extracting. In this research, the TF-IDF
(Term Frequency—Inverse Document Frequency) is
deployed for the evaluation of individual vocabulary
in the document or text [8]. The term frequency and
inverse document frequency of each vocabulary can
be calculated. Due to the possible terms or
vocabularies would be huge, the PCA (Principal
Component Analysis) is used. Therefore, if there
exist multiple features corresponding to the new
coming unknown data, the recognition Al progress
would possibly find the features. In addition, the data
of the known malicious attacks can be also
recognized by finding the corresponding features. In
other words, various types of the malicious attacks
can be separated or differentiated into independent
malicious attack definitions based on the found
features. Figure 2 presents the flowchart of the
multiple recognition Al progress.

Login/Raw
Data
|

T

Y. |
N 4° [l

Recognition
Al progress

Features » Database

Figure 2. The flowchart of the multiple recognition Al progress

With the found features of the raw data, the
classification AI module is proposed. To reduce the
risk of blocking the normal network connection, we
propose the “voting mechanism”. In this research,
we deploy the classification methods such as K-
means, DBSCAN (Density-Based Spatial Clustering
of Applications with Noise), SVM (support vector
machine), and CNN-LSTM (Convolutional Neural
Networks (CNN) with Long Short-Term Memory
(LSTM)). According to the found features, the
malicious attacks can be classified or separated into
the corresponding attack modes. However, the
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malicious operation may have similar features with
multiple attack modes. Therefore, we propose the
threshold o about the -classification prediction
accuracy for the recognition and classification.
Based on the classification results from various
classification methods, the malicious operation
would be classified into specific attack mode with
the accuracy rate value. If the classification accuracy
rate value is larger than the on demand given
threshold o, the malicious operation is classified. In
opposition, the operation is not clearly defined as the
specific mode. Since we have multiple classification
methods, the possible malicious mode classified by
different methods may be different. Hence, in this
research, the classification AI module will count the
vote corresponding to each possible malicious mode.
The mode with the highest vote number will be the
malicious mode which the system classifies.

In addition to the malicious operation, the normal
operation to the network service or server could be
also recognized. Corresponding to the network
services, the normal or regular operation commands
could also extract the features. Different purposes to
the related services would have various and different
features. Hence, the normal mode can be also defined
by the proposed recognition Al progress. The normal
operation could be identified by the classification Al
module.

In this research, the features corresponding to
various operations will be recorded in the database.
In other words, in addition to the historical data, the
real time data or packet related to the network
connection can be also identified. According to the
current command or data packet, via classification
methods voting mechanism, the possibility of the
malicious attack can be decided. If the connection is
decided as the malicious attack after voting, the bait
system will be deployed for the operation recording.
Figure 3 presents the flowchart of the multiple
classification AI module. Considering the possible
hybrid  malicious attack connections, the
classification or grouping mechanism may not
classify the current connection ckearly. Therefore,
we would provide the two steps of voting
mechanism: Normal Connection Voting and
Malicious Type Voting.

Since the services provided to the customers or
remote users are known, we assume that the
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operations or commands of the normal users which
indicate the safe connections could be known and
defined as the features of the safe connection.
Therefore, the first step, Normal Connection Voting
would be used to decide whether the connection is
normal or with high security risk. According to the
variance in each classification algorithm, the
probability of the group that the current connection
belongs to can be defined. According to the decision
and the corresponding probability, the vote of
individual classification algorithm is also decided.
Therefore, the first step of voting could decide the
current connection as the possible normal or possible
attack connection. If the connection is defined as the
attack connection, it means that the operations or
commands of this connection are unusual. Then, the
second step, Malicious Type Voting would start to
classify the current connection. Considering the
rapid changing of the malicious attack, there will be
always some new types or operations of attack not
defined yet. Hence, to exclude the un-normal users
or possible malicious connections in the services
would be the first step.

In this research, all the AI modules are developed
in the individual Docker container. Each recognition
or classification Al module is independently imaged.
In other words, rapid artificial intelligence module
deployment is implemented based on modularized
Al containers. Therefore, the recognition Al module
can be triggered when any new record or data
analysis is required. In addition, the new
classification Al module can be deployed and
embedded by Docker container before the voting
mechanism. In other words, not only the computing
resource could be reserved by reducing the execution
of the recognition Al module but also the voting
result could be elastically changed corresponding to
the tuning of the classification AI module. By
establishing the registry of docker engine, the
modularized Al modules can be deployed rapidly.
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Figure 3. The flowchart of the multiple classification Al module

After voting mechanism, the connection can be
decided as the normal or malicious accessing. The
malicious connection will be redirected to the bait
system [16]. To on demand prepare various baits for
the unpredictable types of cyber-attack in advance is
unfeasible. Similar to the multiple AI modules of
Docker containers, the different types of baits are
also pre-deployed as the container images. Hence,
when needed, the bait could be rapidly and quickly
deployed for the possible malicious connection
decided by the voting mechanism. In other words,
the SDN could redirect the network connection to the
bait instead of the service server. Finally, the
malicious connection which classified into the
specific type of security risk can be clustered. In
addition, due to the two steps voitng, even the attack
operations or commands are new or not defined yet,
the current connection would be defined as the high
security risk connection and redirected to the bait. In
other words, even the current connection is a new
type of malicious attack, now the bait system can
deal with and record the operations.

IV.VERIFICATION AND RESULTS

To wverify the proposed Rapidly Deployed
Artificial Intelligence Module Corresponding to
Cyber Security Recognition and Learning, we
develop the independent container corresponding to
each Al module.

First, the normal network service including File
Transfer Protocol (FTP) application and Web service
is established. The login file and accessing
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information is recorded as the text file for the Al
module. According to the TF-IDF and PCA feature
recognition Al modules, the features about the status
of the server with the same data are found with its
own weight value. Figure 4 presents the feature
recognition results where (a) is the result based on
PCA and (b)is the result of TF-IDF.
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Figure 4. (a) the result based on PCA and (b) the result of TF-IDF.

By analyzing the historical malicious attack log
data, the corresponding operation can also be found
by the proposed system. Since these historical data
would be pre-defined and divided into multiple
attack type groups. Therefore, to find the
corresponding features of the related group or attack
type is possible. In addition, Via estimating the
weight and the relationship to the whole data, various
combinations of the single feature word could be
evaluated. In other words, the proposed system
would find the most possible features instead of a
single word as the main feature of the group.

Due to different types of status corresponding to
the server, the classification Al module would cluster
or group the information based on the possible
features. Based on the K-mean and SVM modules,
the data could be clustered into three groups.
According to the DBSCAN, there are only two
groups. Figure 5 shows the grouping results.
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Figure 5. The grouping results of (a) K-Mean, (b) DBSCAN, and (c) SVM

Hence, when a new connection is grouped,
different classification Al modules would find and
vote the group it belongs to. In other words, the
possible type of the connection or operation can be
classified. In addition, after grouping, the distance
between the current connection and the group center
could be estimated. Hence, we could define the
threshold value as the vote for voting mechanism
between various classification AI modules. Only the
distance is smaller than the threshold which means
more closer to the group center, the higher
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probability of the malicious attack that the current
connection would belong to. According to the
verification, a single type of the attack could be
found by the proposed multiple Al modules.

In this research, the AI modules could be used for
cyber security risk learning and detection. However,
currently, the data of various risks comes from the
existing or known database and operation. It means
that the unknown or ungrouped network connection
would still probably attack.

V. CONCLUSIONS

According to the proposed Rapidly Deployed
Artificial Intelligence Module Corresponding to
Cyber Security Recognition and Learning, the Al
module can be extended and deployed rapidly and
easily. Based on the voting mechanism, we could
collect the classification results from multiple Al
modules and conclude the most possible type of
connection or operation. The verification result
shows the reality of parallel classification and
recognition framework for various Al modules.

Considering the known types of malicious
network attack, the features could be found by
analyzing the corresponding log data. Different
attack models would show its own features.
However, hybrid network attack based on multiple
attack types would cause the voting mechanism
confused. To set the suitable threshold for the voting
and decision making 1is still important issue.
Furthermore, time for the decision making of the
connection blocking is still difficult. The key
operation for the decision making should be defined.
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