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Abstract—Replicating research findings is among the most
substantial evidence that a scientific claim reflects a real phe-
nomenon rather than chance, bias, or idiosyncrasies of a single
laboratory. In malware security, however, replication is especially
difficult and is widely regarded as one of the most challenging
areas for reproducible research. Those difficulties arise from the
domain itself: malware is inherently hostile, constantly evolving,
and entangled with legal and ethical constraints that limit data
sharing and experimental control. To address these barriers, this
study developed a novel malware voting system that aggregates
multiple analysis sources to produce robust labels and, in doing
so, generated a new, carefully curated dataset. Using that dataset,
we successfully replicated the malware classification experiment
originally proposed by Hsiao et al. (2019), replicating key
performance patterns and verifying central claims about classifier
behaviour. To validate the voting system and dataset, we verified
visual cluster consistency using perceptual hashing techniques
and measured classifier generalisation under varying N-way
constraints. The results demonstrate that our voting approach
yields consistent labels that enable faithful replication while
mitigating some domain-specific obstacles. This work therefore
provides both a practical tool for future studies and empirical
evidence that replication in malware research, though difficult,
can be achieved with thoughtful methodology and rigorous
safeguards.

Index Terms—Average Hash, Malware Image Classification,
One-Shot Learning, Siamese Convolutional Neural Networks.

I. INTRODUCTION

Malware is a term for all software designed to deliberately
exploit vulnerabilities in any programmable device. Malware
is strategically deployed by cybercriminals to extort sensitive
information, financial assets, deliberately crash critical sys-
tems, or gain unauthorised access to networks and data. These
threats can be categorised into various families based on their
unique methods of exploitation, such as Viruses, Worms, and
Trojans [1, 2]. According to AV Test’s analysis', 100 million
new malware variants were produced between 2023 and 2024.
This 10% spike in new malware variants highlights the flaws
of most anti-malware solutions [3]. The two primary malware
analysis methods researchers employ to enhance malware
classification are static and dynamic analysis. Static Analysis is
done by breaking down the components of malware programs
and analysing the underlying logic. Signature-based detection
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is a commonly used static analysis technique that extracts
the signature, a unique set of bytes of a file. The extracted
signature is then compared to an existing database of known
malware signatures to determine the maliciousness of a given
file [4]. A significant issue of this technique is its dependence
on frequent updates of malware signatures. This hinders its
ability to keep up with the constant growth of malware [5].
To further sabotage the efficacy of static analysis, malware
authors developed exploits that could circumvent these detec-
tion methods, such as obfuscation. Obfuscation hinders any
attempt to extract, modify, or reverse-engineer the source code
by inserting useless code and disrupting the program’s logical
structure [6]. In contrast, however, dynamic analysis involves
monitoring the live execution of malware in a controlled envi-
ronment. This approach, therefore, helps identify behavioural
traits that can be used to detect other unknown malware
variants, thus bypassing the need to de-obfuscate malware for
detection [7]. Despite its advantage in detecting obfuscated
malware a range of challenges arises. Extensive monitoring
is time-consuming as it involves continuous supervision of
malware actions over a prolonged period. Additionally, the
inability to replicate real-world conditions in a controlled
environment produces inconsistent behaviour of certain types
of malware, particularly those that are triggered by factors
such as current time or specific user inputs [8, 9]. Due to this,
this study aims to address the following Objectives:

1) To curate and produce an updated malware dataset that
reflects current threat landscapes.

2) To conduct a comprehensive replication study of existing
Siamese Networks used in one-shot malware classifica-
tion.

3) To demonstrate a solution for malware family classifi-
cation.

II. REPRODUCIBILITY CHALLENGES IN MALWARE
RESEARCH

Replicating experiments in malware research faces unique
and difficult obstacles that stem from the nature of the subject
matter. Malware artefacts are hostile as they can damage
systems, exfiltrate data, or spread uncontrollably if mishandled
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[10, 11]. Because of that risk, many experiments cannot be
rerun casually in shared environments, and results produced
in one lab may depend on containment measures, sandbox
configurations, or live networks that other researchers cannot
or will not reproduce. Safety and containment, therefore,
become first-order constraints on reproducibility: labs need
controlled networks, virtualised or air-gapped environments,
and strict operational procedures, all of which affect what can
be shared or rerun.

Legal, ethical, and policy constraints further limit replication
[12, 13, 14]. Possession and distribution of malware samples,
sinkholed domains, or captured command-and-control traffic
can violate laws and vendor terms, and handling real victim
data risks privacy breaches [13, 14]. Consequently, many
datasets are unavailable or heavily redacted, and researchers
may be unable to share raw binaries or full telemetry [10].
Even when samples can be shared under NDAs or restricted
repositories, the friction of access hampers independent veri-
fication and follow-up work [15].

Data quality and ground-truth labelling present another
major challenge. Malware labelling is noisy: different scanning
engines disagree, vendor names and signatures change over
time, and a single sample may exhibit multiple behaviours
depending on execution context [11]. Evasion techniques
such as packing, polymorphism, and anti-analysis measures
can hide behaviours in some runs but not others, producing
inconsistent labels [6, 16]. These issues mean that two teams
using the “same” dataset ostensibly may actually be training
and evaluating on materially different labellings, undermining
direct comparisons.

Experimental environments and non-determinism also re-
duce the replicability of results. Dynamic analysis traces
depend on OS versions, installed libraries, timing, randomness,
and network conditions; small changes in sandbox instrumen-
tation or network responses can alter observed behaviour [10].
External dependencies — third-party APIs, live domains, or
C2 servers — may disappear or behave differently, making
exact replay impossible. Additionally, tool and library version
drift in feature extractors and machine-learning frameworks
can change results even when the dataset is unchanged.

Evaluation protocols and reporting gaps are an avoidable
but common barrier. Papers often omit precise train/test splits,
random seeds, preprocessing steps, or hyperparameter choices;
they may report aggregate metrics without distributional de-
tail. That lack of detail turns reproduction into guesswork
and encourages unintentional discrepancies. Similarly, class
imbalance, sampling bias, and subtle differences in metric
computation can produce apparently conflicting outcomes.

Practical mitigations reduce but do not eliminate these
difficulties. Researchers can publish sanitised artefacts (feature
vectors, behaviour summaries, or synthetic proxies) when raw
samples cannot be shared, and provide reproducible environ-
ment descriptors such as container images, VM snapshots, or
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precise configuration manifests. Consensus labelling (voting
across multiple engines, human triage) and thorough prove-
nance metadata (timestamps, feed sources, collection policies)
help make datasets interpretable. Deterministic pipelines —
fixed seeds, containerised workflows, and shared scripts for
preprocessing and feature extraction — increase the likeli-
hood that others can reproduce results. Finally, explicit re-
producibility checklists in the methods (versions, splits, seeds,
containment procedures) and robust sensitivity analyses (time-
split tests, cross-validation, and multiple metrics) improve
transparency and scientific confidence [14].

A. Malware Development

Due to the rapid growth of malware, manual labelling
methods have been proven to be time-consuming and ineffec-
tive [17]. Furthermore, the sophistication of malware evasion
techniques has reduced the reliability of existing malware
classification techniques, thereby making the collection and
labelling of new malware samples significantly more challeng-
ing [18]. While malware continues to evolve technically, its
success is frequently enabled by non-technical failures. Recent
cybersecurity-readiness studies highlight that organisational
vulnerabilities and human-factor weaknesses remain critical
entry points for attacks. For instance, fragmented policy
enforcement and low digital literacy often exacerbate sus-
ceptibility to breaches, as inconsistent management practices
create gaps that malware authors exploit [19]. Furthermore,
with human error contributing to over 90% of successful
cyberattacks [20].

B. Concept Drift

Concept drift is a term in Machine Learning (ML) that
describes the gradual change in underlying patterns in data,
which affects the accuracy of ML models. As malware im-
proves through feature updates and bug fixes, the similarities
between the original software and its future iterations begin to
slowly degrade [21]. Consequently, the prediction performance
of a model begins to decline as malware evolves [22]. To
effectively detect and classify emerging malware, ML models
must be updated and retrained once enough drift samples
become available.

C. Open and Public benchmarks

The limited amount of publicly available malware datasets
can be attributed to legal restrictions prohibiting the sharing
of malicious files [23]. Although virus-sharing repositories
such as Virus Share exist, the majority of these repositories
provide raw binaries, often without labels. Therefore, third-
party services such as VirusTotal are employed; however, these
sites are rate-limited, making the generation of large-scale
benchmark datasets infeasible [24]. This challenge in creating
areliable benchmark dataset is further exacerbated by labelling
inconsistencies across multiple Antivirus engines.
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ITI. NEURAL NETWORKS FOR LIMITED-DATA
CLASSIFICATION

The large data dependence of Machine Learning and Deep
Learning models, necessary to provide robust and accurate
predictions and performance, has been addressed by the de-
velopment of specialised neural networks and techniques that
thrive in limited data environments.

A. Siamese Networks

The Siamese Network is a novel technique widely used in
image detection. Unlike traditional machine learning and deep
learning classification methods that focus on absolute classi-
fications, Siamese Networks focus on the relative comparison
between a pair of samples [25, 26]. The Siamese Network
utilises two identical networks with shared weights. These sub-
networks work in parallel to identify the underlying features
and assess the similarity between the input samples [27]. The
output is compared, and a similarity score is calculated using
a loss function to determine how closely the two images are
related.

B. Few-Shot Learning

Few-Shot Learning (FSL) is a Machine Learning technique
that aims to train a model on N classes with K samples. The
support and query sets contain a few example images per
class during training. FSL malware classification can reduce
the data dependence of deep learning algorithms and has
significant implications for practical applications. Therefore,
it is an important and urgent problem to study FSL malware
classification [7]

C. One-Shot Learning

One-Shot Learning (OSL) is a type of FSL that enables a
model to recognise new object categories from a single sample,
allowing for rapid generalisation from minimal data. One-Shot
Learning involves classifying an input into one of N novel
classes (N-way), given only one support example for each of
those N classes.

[28] explored using a Bayesian learning framework in OSL.
The proposed model compared the probability that the object
is present in the image with the probability that only the
background noise is present in the image. The model would
compare the probabilities produced for both images to decide
whether the object is within the image. This novel technique
was able to learn new categories with fewer training images,
resulting in classification accuracy up to 95%.

[29] incorporated Hierarchical Bayesian Program Learning
(HBPL) in OSL. HBPL is a novel technique that uses the
principles of compositionality and causality to better capture
the underlying nuances of the structure of an image. Un-
like traditional methods that memorise the pixel formation,
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HBPL represents the different image structures as generative
programs by learning the steps needed to create the sample
image, thus providing more context to the sample image.
The proposed HBPL model could effectively utilise the prior
knowledge gained from previous samples to classify the new
images better. The model produced a remarkable error rate of
4.8%, not only nearing the general human error rate of 4.5%
when detecting objects in a given image but also showing a
significantly better accuracy than the alternatives, boasting a
73.5% improvement in accuracy over the traditional neural
networks.

Building on [28]’s OSL model, [30] implements a Siamese
Network. The network comprises an array of Convolutional
layers, each with its respective filters that vary in size. An
image is parsed through the Siamese Network. Each layer
extracts specific features, with the final layer integrating these
features into a single vector representation, commonly referred
to as a feature embedding. A sigmoidal output unit calculates
the distance between each sub-network. The sigmoidal unit
o ensures the calculation is between 0 and 1, whereby 1
describes the images as identical and zero describes having
no similarities. The model demonstrated better performance
compared to the reference models, achieving a precision
of 92%. However, it did not outperform the HBPL model
proposed by [29] but showed potential in its ability to perform
close to its successor despite not utilising prior knowledge.

Texture-based analysis, as proposed by [31], leverages the
visual texture patterns contained in malware. Although it has
demonstrated superior accuracy and is resistant to obfuscation,
it is heavily based on including known obfuscated samples
within the test dataset, making this model less robust against
unknown malware variants. The heights of the malware images
were not fixed, resulting in varying image sizes, which led to
increased computation times.

While [31] laid the groundwork in malware image conver-
sion, [32] conducted one of the first key studies in demon-
strating the efficacy of Siamese Networks in malware image
classification through OSL. The authors rescaled the grey-
scaled images collected of the malware samples, which were
then used to train the Siamese Network to classify them into
their respective malware families. The study showed that the
OSL Siamese model outperformed the Nearest Neighbour and
Random Guessing models when dealing with a limited dataset
typical of new malware variants. This is crucial as the ability to
classify malware in minimal examples can significantly reduce
the time and resources required for detection. To address the
lack of adaptability of unknown malware variants, [32]’s OSL
model demonstrated remarkable accuracy and robustness com-
pared to the other deep learning techniques when dealing with
limited data. However, the accuracy of the model declines as
the number of malware classes increases. Classifying malware
samples is essential for detecting zero-day malware.

In response to this problem, the inclusion of byte code and
opcode frequency-based images in the Dual Siamese model
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produced a 3.3% increase in accuracy at a 2-way evaluation
compared to [32]’s model. This could be due to the 128x128
pixel scaling applied to all images generated, which may
allow for better classification by retaining more data in the
image and potentially helping to extract additional features
from each sample. However, the increased dimensionality of
malware images demands greater computational resources and
processing power, potentially leading to prolonged training
times.

The literature indicates a significant shift towards utilising
OSL Siamese networks for malware detection, as the capabil-
ity of classifying malware-limited samples addresses not only
the challenges that arise with the rapid growth of malware
but also reinforce the importance of reliable malware-detection
pipelines within real-world environments.

IV. METHODOLOGY AND IMPLEMENTATION

A practical approach to improving label quality is a malware
voting (consensus) system: aggregate detections from multiple
scanning engines or detectors, compute per-engine weights or
trust scores from historical performance, and produce consen-
sus labels with associated confidence scores. Thresholds (e.g.,
majority, weighted majority, or confidence cutoffs) determine
final labels; ambiguous or low-confidence cases are flagged
for human triage or further dynamic analysis. Record the full
voting vector, engine versions, and timestamps so downstream
users can re-evaluate labels as engines evolve. This pipeline re-
duces single-engine bias, makes labelling decisions auditable,
and provides per-sample uncertainty, which is useful for robust
evaluation [11, 33].

As illustrated in Figure 1, the system is divided into
five main stages: Data Gathering, Data Conversion, Hash
Organisation, Model Creation, and N-way Evaluation. The
data conversion stage involves transforming each malware
binary sample into an image. The hash organisation stage
clusters visually similar images together to create variants. In
the model creation stage, manual hyper-parameter tuning and
various ensembling methods were implemented, followed by
the N-way evaluation stage, whereby the accuracy between
the enhanced and the original model was evaluated at varying
N-way ranges.

Data
Conversion

Hash
Organisation

Model
Creation

Data
Gathering

N-way
Evaluation

Fig. 1: System Overview

A. Data Gathering

A malware dataset was compiled from the VirusShare?
academic collection, using a selection of malware collected
from February 18, 2025, to March 28, 2025. The dataset used

Zhttps://virusshare.com/research
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provides more recent samples compared to Ember® and other
Kaggle datasets*. Due to the novelty of the malware samples
used in this study, no official labels were available at the time
of analysis. To mitigate the lack of labels and the possibility
of mislabelling, VirusTotal’ was used to label each sample,
and a voting system was employed. Each sample was scored
based on the number of antivirus engines that identified it as
malicious. Samples detected by more than 50% of the antivirus
engines were deemed malicious, and the most popular label
was used to classify these samples.

Algorithm 1 illustrates the operation of the antivirus voting
system used to label malware samples. For each file, the
number of antivirus (AV) engines detecting it as malicious
(MalwareVotes) and the total number of engines that scanned
it (TotalVotes) were recorded. The Consensus score was calcu-
lated by dividing MalwareVotes by TotalVotes. If the consensus
exceeded the threshold of 0.5, the sample was classified as
malicious. Otherwise, it was labelled as benign and discarded.
For malicious samples, the highest weighted malware family
name suggested by the Antivirus engines were assigned as the
Final Label.

To address any label noise and vendor inconsistency, a
weighted scoring system was implemented. We assigned
higher confidence weights (w=3) to vendors historically recog-
nised for low false-positive rates (e.g., Microsoft, Kasper-
sky, ESET) consistent with performance benchmarks from
independent auditing bodies such as AV-Comparatives®, while
assigning baseline weights (w=1) to generic engines. Further-
more, raw labels were normalised to strip generic prefixes
(e.g., ‘Win32/°, ‘Heur:’) to ensure that ‘W32/Emotet’ and
‘Trojan:Emotet’ are correctly grouped as the same family. Al-
though this normalisation prioritised high-precision grouping,
it preserved specific identifiers in ambiguous cases. For ex-
ample, consensus labels yielding high-confidence but generic
terms (e.g., 'trojan.js’) were retained only when the samples
formed distinct, dense clusters. We validate this decision
by ensuring these generic samples form structurally verified
clusters during the hashing stage as detailed in Section I'V-C.
Rather than forcing these samples into broader families, which
risks introducing label noise, we create a new family cluster
based on this generic consensus.

Additionally to prevent voting inflation, we consolidated
detections from engines sharing the same core technology
(e.g., GData and Emsisoft utilising the Bitdefender engine)
into a single weighted vote. Furthermore, multi-engine scan-
ners that aggregate signatures from multiple distinct parents
(e.g., Qihoo 360) were excluded entirely to prevent complex
cross-cluster correlations. This ensures that the consensus
score reflects independent verification rather than redundant

3https://github.com/elastic/ember

“https://www.kaggle.com/datasets/ang3loliveira/malware-analysis-datasets-
top1000-pe-imports

Shttps://www.virustotal.com/

Shttps://www.av-comparatives.org/tests/summary-report-2024/
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Algorithm 1: Robust Malware Labelling with

Weighted Voting and Normalisation
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Input: Set of malware samples S

Output: Curated dataset D with robust labels

Data: Trusted vendors 1T’

foreach s; € S do

h; < ExtractHash(s;);

R; + QueryVirusTotal(h;);

// Sort vendors so Trusted ones
come first (Prioritise W=3)

Sort R; such that v € T" come first;

// Step 1: Weighted Malicious
Consensus

Vinal < 0;

Viotal < 0;

Seenengines —0;

Activeyoers < 0;

foreach vendor v € R; do

// Explicitly Exclude
Multi-Engine Scanners

if IsMultiEngine(v) then

L continue;

Eore + GetCoreEngine(v);
if Eeore ¢ Seenengines then
Seenengines <~ Seenengines U {Ecore};
Activeygers < Activeyoers U {v};
wy < (VeT)?3:1;
if v.detection = Malicious then

L Vmal — Vmal + Wy

Viotal < Viotal + Wy

Scoreconsensus Vmal/vvtotal;
if Scoreconsensus > 0.5 then
// Step 2: Label Normalisation
(Using ONLY Active Voters)
Maplabels — @;
foreach vendor v € Active, s where
v.detection = Malicious do
Lyorm + Normalize(v.label);
wy +— (veT)?73:1;
if L,om # Generic then
Maplabels [Lnorm] —
M apiapers [Lnorm} + Wy}

Lina + arg maX(Maplabels);
// Step 3: Family Confidence
Check
Wiinal <= M apiabels [Lﬁnal];
Scorefamily — Wﬁnal/vmal;
if Scoreumiyy > O then
L D <+ D U{(si, Lfinat) }

else
L Keep s; as Generic label;

else
L Mark s; as Benign(Discard);

return D
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licensing agreements. The labelling decisions are based on
majority agreement among multiple Antivirus engines, thereby
reducing the likelihood of misclassification from any single
detection source. This robust process ensures that all samples
collected are indeed malware. Table I provides a detailed
overview of the antivirus engines utilised.

TABLE I: Antivirus Engine Clusters and Excluded Multi-
Engine Scanners

Family / Cluster Engine Name Role

BitDefender Cluster BitDefender Parent-Engine
Avast/AVG Cluster Avast Parent-Engine
Avira Cluster Avira Parent-Engine
Kaspersky Cluster Kaspersky Parent-Engine
McAfee Cluster McAfee Parent-Engine
ESET Cluster ESET-NOD32  Parent-Engine
TrendMicro Cluster TrendMicro Parent-Engine
Sophos Cluster Sophos Parent-Engine
Commtouch Cluster Commtouch Parent-Engine
Microsoft Cluster Microsoft Parent-Engine
Agnitum Cluster Agnitum Parent-Engine
BitDefender & Avira Qihoo 360 Multi-Engine
BitDefender & Sophos  ALYac Multi-Engine

*All engines not mentioned here are taken as generic.

B. Data Conversion

Before attempting to improve the existing OSL Siamese
Networks for malware detection, the practical use of images
in malware detection was explained. The transformation of a
binary into an image enables the visualisation of its different
sections, providing an analyst with an initial orientation for
targeted examination [34]. Malware authors can adapt parts
of their malware files to change their inherent signature,
thereby evading antivirus detection through polymorphism
and obfuscation. However, these modifications to the original
malware binary do not produce an extreme change in the
overall texture of the binary image. Binary images can capture
all the nuanced alterations, while keeping the global structure
of the malware file.

Malware 8-bit 1D Grey-scale Resize & pad
File vector image image

(011100110101
100101011010 |:> [ 34 200 120...] |:> — -

10100001. ....7

105x105

Fig. 2: Data Conversion Framework

As depicted in Figure 2, the malware binary code is read
as a one-dimensional (1D) vector of 8-bit unsigned integers,
where each byte is mapped to a single pixel. Each pixel’s
value corresponds to a value between 0 and 255, representing
a shade of grey.

Copyright 2026. Global IT Research Institute (GIRI). All right reserved



The 28th International Conference on Advanced Communications Technology (ICACT2026)

The samples are then converted into greyscale images,
followed by appropriate rescaling and padding to ensure
uniform input dimensions. Given the diverse file sizes of
malware binaries, the corresponding binary would produce
images of different dimensions, as illustrated in Table II.
These inconsistencies in dimensions across different malware
binaries would lead to errors in the fully connected layer [35].

TABLE II: Image width based on file sizes

File Size Range (KB) Image Width (pixels)

< 10 KB 32
10 - 29 KB 64
30 - 59 KB 128
60 - 99 KB 256

To mitigate this issue, bicubic interpolation is used to resize
the images, and the image dimensions of 105 x 105 are
utilised to adhere to the original paper’s preprocessing setup
[32]. Algorithm 2 outlines the procedure for converting raw
malware samples into binary image representations suitable
for ML analysis. Each malware file is first read into memory
as raw_data and converted into an array of 8-bit integers
(byte_array), preserving the original byte structure of the file.
The image width is determined using a pre-defined function
(GetWidth), and the height is calculated by dividing the total
number of bytes by this width. To ensure uniform image
dimensions, the byte array is padded centrally (padToCenter),
and then reshaped into a two-dimensional array representing
the image grid.

This grid is converted into a greyscale image where each
byte value corresponds to a pixel intensity. The image is
then resized to fixed dimensions (newHeight, newWidth) to
maintain consistency across the dataset. Finally, the processed
binary image is saved in PNG format, producing a standardised
image dataset that retains the structural patterns of the original
malware binaries for further analysis.

Algorithm 2: Convert Malware Samples to Binary
Images

Input: Malware samples
Output: Binary image set
1 samples < Malware files;
2 for ¢ < 0 to length(samples) - 1 do
3 raw_data < read(samples[i]);
byte_array <— ConvertTo8bitInts(raw_data);
width <— GetWidth(samplesl[i]);
height < length(byte_array) / width;
padded < padToCenter(byte_array);
image_array < reshape(padded, (height,
width));
9 img ¢
ConvertToGrayscaleImage(image_array);
10 resized - Resize(img, newHeight, newWidth);
11 binarylmage <+ save_Image(resized, "PNG”);

e N N A
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It can be observed that malware variants within a family
exhibit similar textual patterns and are distinct from those of
different families. This similarity in textural patterns results
from many malware variants within a family being developed
based on the original malware [35]. Conversely, the dissimilar-
ity between malware families enhances the Siamese Network’s
inherent ability to distinguish between similar and dissimilar
malware samples.

C. Hash Organisation

Despite malware samples being grouped into the same
malware family, not all malware variants within a family share
common textual patterns. Different file types, attack vectors,
and obfuscation techniques can cause high intra-class variance
[32]. To mitigate this variance and strictly adhere to the origi-
nal paper’s dataset configuration, the Average Hash (aHash)
algorithm was implemented. The aHash algorithm clusters
similar visual samples together, producing a unique fingerprint
for each clustering. The proposed Hash system would compute
pairwise Hamming distances and group samples whose aHash
values differ by no more than a predefined threshold, thereby
creating sub-types within a family.

TABLE III: False Match Rate (FPR) and False Reject Rate
(FNR) at Different Hamming Distance Thresholds

Threshold

False Match (FPR) [%] False Reject (FNR) [%]

0 10.59 10.27
3 11.68 0.40
6 19.33 0.00
9 26.26 0.00

This ensures that every entry in the dataset represents a
structurally coherent malware variant, regardless of its naming
granularity. Inconsistent or noisy samples, which typically fail
to form clusters, are automatically discarded. Consequently,
generic families in our dataset represent verified high-density
visual patterns, challenging the model to generalise across the
diverse structural subtypes often grouped under broad vendor
tags. As detailed in Table III, lower thresholds enforce stricter
similarity, admitting only nearly identical samples, while a
higher threshold permits more variation and consequently
broader clusters. Notably threshold 7" = 3 provides the best
balance between false matches and false rejects, reducing the
FNR to 0.40% while keeping the FPR relatively low compared
to higher thresholds. Lower thresholds suffer from excessive
false rejections, while higher thresholds significantly increase
false matches without further reducing the FNR.

Figure 3 further demonstrates that a threshold of 3 exhibits a
strong intra-class compactness with most same-variant samples
exhibiting Hamming distances 7' < 2 while interclass dis-
tances are well separated. This threshold ensures that closely
related samples are grouped together while still accommo-
dating minor variations. Despite this, a limitation remains
regarding distinct malware families that exhibit near-identical
structures. These high levels of similarity make them difficult
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Fig. 3: Validation of aHash Clustering

to differentiate, even when applying the strictest hamming
distance thresholds.

D. Baseline Siamese Network

A Siamese Network is a specialised neural network that
consists of two sub-networks working in parallel to assess the
similarity between input samples. Each sub-network produces
an independent output value, and the distance between these
outputs is used to determine the similarity between the given
inputs. The design and development of the baseline Siamese
Network in this study follow the architectural design choices
presented in the original paper.

Table IV provides the exact details and values used in the
design and development of the baseline Siamese Network. The
model takes in a single-channel 105 x 105 image, which is then
processed through multiple filters to extract local features. The
stride determines the amount of local detail to be captured.
The max pooling layer then reduces the spatial dimensionality
while keeping the most important features to feed into the next
layers. The increase in filters is used to capture more intricate
details within the image, allowing for a feature vector to be
created that computes the similarity distances. After this, the
distance between the feature vectors is calculated and passed
through the Sigmoid function to ensure the value is between
0 and 1. Values closer to 1 signify that the pairs of images
are similar, while values closer to O indicate that there are no
similarities between the input images.

V. N-wWAY EVALUATION STRATEGY

The dataset was divided into two disjoint sections for
evaluation: training and testing. The training set was used
to train the model to detect and categorise malware samples
based on the visual patterns that had been learned. The testing
set was used to test the final trained model on malware
samples not included in the training set, simulating the model’s
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TABLE IV: Baseline Siamese Network Architecture (One
Branch)

Layer Type Filters Kernel / Pool Size  Output Size
Input - - 1 x 105 x 105
Conv + ReLU 64 10 x 10 (Stride 1) 64 x 96 x 96
Max Pooling - 2 x 2 (Stride 2) 64 X 48 x 48
Conv + ReLU 128 7 % 7 (Stride 1) 128 X 42 x 42
Max Pooling - 2 x 2 (Stride 2) 128 x 21 x 21
Conv + ReLU 128 4 x 4 (Stride 1) 128 x 18 x 18
Max Pooling - 2 x 2 (Stride 2) 128 x 9 x 9
Conv + ReLU 256 4 x 4 (Stride 1) 256 X 6 X 6
Flatten - - 9216

FC (Sigmoid) - Input: 9216 4096

L1 Distance - - 4096

FC (Sigmoid) - Input: 4096 1

interaction and determining its classification and generalisation
capabilities towards unseen malware variants.

To comprehensively assess the robustness and generalisabil-
ity of the models, this study will utilise five distinct random
seeds to shuffle the samples within the test set. For each seed,
consequently, the N-way accuracy values are aggregated and
averaged. This approach, therefore, ensures that the perfor-
mance evaluation is not biased by a particular data ordering
and thus provides a more reliable estimate of model behaviour
across diverse scenarios.

VI. EXPERIMENTAL SETUP

This section describes the various components of the exper-
imental environment and evaluation procedures. The system
was equipped with an AMD Ryzen™ 5 9600X CPU, an
NVIDIA GeForce RTX™ 4080 16GB GPU, and 32 GB of
G.Skill Flare™ X5 RAM.

Experiments were conducted on a custom VirusTotal dataset
of greyscale images, curated via the voting system detailed in
Section IV-A. The aHash algorithm clustered binary image
samples into sub-families of exactly three visually similar im-
ages, discarding any groups that failed to meet this threshold.
The dataset is publicly available for research purposes.’

Our analysis of the dataset reveals significant class imbal-
ance as depicted in both Table V and Table VI, a common chal-
lenge in real-world malware environments. Dominant families
like faceliker provides ample support sets for One-Shot
Learning, whereas rare families like balrok present extreme
Few-Shot scenarios. This distribution validates the need for
OSL Siamese Network strategies that are robust against data
scarcity, as standard classifiers would likely overfit to the
majority classes.

As listed in Table VII, the total training dataset comprises
578 subtypes distributed across 37 distinct malware families,

7 https://github.com/sahil2803/Evaluating- a-Novel- Voting- System- for- Malware- Dataset- Curation- with- Siamese- Networks
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TABLE V: Training set per-family statistics

Family Subtype Count  Image Count.
agentjs 46 138
agenttesla 9 27
babar 1 3
barys 6 18
copak 4 12
dnsr 2 6
dacic 28 84
ghol 1 3
loki 17 51
mydoom 1 3
trojan.startpage 3 9
trojan.downldr 11 33
trojan.iframe 59 177
trojan.script 32 96
zusy 1 3
agensla 2 6
clickjack 7 21
Cryxos 21 63
kroxxu 3 9
mirai 7 21
redirba 6 18
salgorea 1 3
trojan.adinject 7 21
trojan.agentb 1 3
trojan.apost 2 6
trojan.decode 2 6
faceliker 273 819
trojan.fragtor 8 24
graftor 1 3
trojan.hllp 1 3
trojan.includer 1 3
jiagu 1 3
trojan.malscript 3 9
trojan.popunder 2 6
scrinject 6 18
tofsee 1 3
balrok 1 3
TABLE VI: Testing set per-family statistics
Family Subtype Count  Image Count
andromeda 4 12
blackhole 1 3
bulz 1 3
cryptominer 19 57
expiro 45 135
ramnit 4 12
razy 1 3
fakejquery 1 3
trojan.js 2 6
trojan.ppatre 1 3
coinminerx 9 27
hidelink 10 30
refresh 2 6
trojan.aabe 5 15
trojan.fundf 1 3
trojan.krucky 1 3
trojan.stone 1 3
trojan.ulise 3 9
trojan.upatre 1 3

consisting of a total of 1,734 images. The testing dataset
used to evaluate the model’s generalisability comprised 112
subtypes across 19 malware families, totalling 336 images.
The discrepancy in sample distribution between the training
and testing sets ensures that the model is evaluated on a limited
number of previously unseen malware classes. Therefore, sim-
ulating the real-world scenario of detecting zero-day malware
variants. To guarantee a clear division of malware families
and their corresponding subtypes, the malware samples are
subsequently arranged into a hierarchical directory structure.
The different malware families are represented by the parent
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directories. The variants of each malware family are then
created by further grouping each malware family sample
into several subtype folders based on their aHash value, as
covered in Section IV-C. The training and testing datasets are
physically separated and arranged.

TABLE VII: Detailed breakdown of dataset distribution.

Dataset Sub-type  Families Images Subtype
Training 37 1,734 578
Testing 19 336 112

A. Baseline Hyperparameters

The hyperparameters shown in Table VIII are taken directly
from [32].

TABLE VIII: Training Hyperparameters

Hyperparameter Value
Mini-batch size 6

Description

Number of image pairs propagated
through the network per gradient up-
date.

Learning rate 0.00006  Parameter in the Adam optimiser con-
trolling step size to approach the opti-
mal solution.

Iterations 2000 Total number of iterations in the train-
ing process.

N-way 1to 15 Number of classes selected for testing
in each one-shot task.

N-tasks 150 Number of one-shot tasks used for val-

idation.

B. N-Way One-Shot Accuracy

In N-way OSL tasks, the goal is to correctly classify a query
image among the N candidates, given only one example image
per class that the model has not been trained on. Accuracy
is measured across multiple tasks to ensure that the results
reflect the actual generalisation ability, rather than random luck
[36]. The model is tested on M independent N-way OSL tasks,
where Q is the number of correct predictions. The overall
accuracy is calculated by Equation 1 [32]:

Accuracy = (100]\; Q) % (1)

Accuracy in this context captures not only the correctness
of the prediction but the reliability of the model when dealing
with minimal training data. An anchor image is selected from
a test class, and a support set is created consisting of one
image from the same class as the query and one image from
N different classes. The Siamese network computes similarity
scores between the anchor and each support image. If the
support image with the highest similarity score belongs to the
same class as the anchor, the prediction is considered correct
[32, 35].
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C. N-way evaluation Setup

The testing process was conducted as described in Sec-
tion V. Due to the limited number of test classes, the test
evaluation only extended to 15 classes, in accordance with the
maximum reported in the original study. The details of the
parameters that were set for testing are shown in Table IX.

TABLE IX: Experimental setup parameters.

Parameter  Value Description

N-way 1to 15 Number of classes chosen for test-
ing in each one-shot task.

N-tasks 150 Number of one-shot tasks used for
evaluation.

Seed values [0, 1, 42, 123, 999] Random seeds used for repro-
ducibility.

VII. RESULTS AND DISCUSSION

When evaluated in a 15-way setting, the replicated OSL
model demonstrated performance comparable to that observed
in the original study. While significant discrepancies are ob-
served between the original and replicated models at the 9-
way, 10-way, and 13-way settings, the non-monotonic nature
of these deviations suggests they are attributable to the stochas-
ticity of random N-way sampling and dataset splits, rather
than a systematic model failure. Additionally, as outlined
in Section II-B, this difficulty is further compounded by
the natural evolution of malware, which introduces greater
variance and complexity into the dataset’s N-way evaluation
tasks.

To rigorously assess the quality of our replication and the
robustness of the proposed voting pipeline, we performed
a statistical comparison between our results and the origi-
nal baseline [30] across all N-way settings as detailed in
Table X. As an initial measure of methodological fidelity,
a Pearson correlation test revealed an exceptionally strong
positive relationship (r=0.968, p <0.001) between the original
and replicated accuracy curves. This near-perfect correlation
acts as a statistical proxy for the validity of the data generation
pipeline, suggesting that our weighted voting system and
aHash Clustering successfully reconstructed class structures
sufficiently distinct to reproduce the original performance
trends. Despite the lack of original data, the system captured
the exact performance degradation trend characteristic of the
original OSL model.

While correlation assesses agreement in performance trends,
it does not capture systematic differences in absolute accu-
racy values. To address this, a paired t-test was conducted,
confirming a statistically significant difference in mean accu-
racy (p=0.0189). However, quantifying this deviation reveals
a Mean Absolute Percentage Error (MAPE) of only 6.4%.
This low error magnitude suggests that while exact numeric
reproduction is hindered by the use of a novel, modern dataset,
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TABLE X: Statistical Comparison: Replicated OSL Model vs.
Original OSL Model [32] Performance

Test Value P-value Interpretation

Pearson r 0.968 3.31e-09 Excellent correlation; trends match
closely

Paired t-test  -2.681 0.0189 Bias detected

MAPE 6.41% - Mean absolute percentage error

Replicated OSL Model vs. Original OSL Model Performance Comparison

=@~ Original

100 4 =@~ Replicated

90 4

Accuracy (%)
N @
o =3

o
=3

50

40 A

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
N-Way Classification Task

Fig. 4: Comparison of Classification Accuracy

the system successfully captures the fundamental degradation
characteristics of the original OSL model. This degradation is
attributable to the increased complexity of modern malware as
discussed in Section II-B.

However, as detailed in Table XI and illustrated in Figure 4,
the replicated model’s accuracy begins to mirror the original
model, with the smallest differences in results observed at
the 11-way, 12-way, 14-way, and 15-way settings, thereby
strongly demonstrating that the replicated model aligns with
the original paper’s findings. This convergence in performance,
particularly in higher N-way settings, underscores the robust-
ness of the underlying architectural design despite variations in
the training data and preprocessing methodologies. Although
the numeric results slightly deviate from those in the original
paper, this setup represents the closest possible replication of
the authors’ methodology using the data from this study.

VIII. LIMITATIONS

A primary limitation was the voting system’s inability
to completely isolate all malware families, leading to the
distributional overlaps described in Section IV. This reduced
separability is likely a consequence of concept drift, where the
evolving nature of modern malware presents an increasingly
challenging landscape for the model to generalise effectively.

IX. CONCLUSION

This study successfully demonstrates that, despite the in-
herent and significant challenges to replication in malware
security research, faithful replication is achievable. By de-
veloping a novel malware voting system to generate robust
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TABLE XI: Comparison of Average N-way Accuracy between Replicated Baseline and Original study’s Siamese Models (%)

Model

N-way

1 2 3 4 5 6 7

8

9 10 11 12 13 14 15

100.0
100.0+£0.0

92.6
89.2+3.63

84.0
80.9+2.78

72.0
76.0+4.16

753
70.8+5.21

76.6
68.3+5.38

Originalf 70.0

Replicated

63.9+2.25

60.6

61.3+1.93

62.6 60.6 52.6 42.6 42.6
52.5+4.01  53.242.04 44,0122 4554278  42.4+3.87

54.0
52.4+2.48

473
48.0£2.15

T Results taken directly from [32].

labels and a carefully curated dataset, the work replicated a
key prior experiment, verifying its central claims. The research
concludes that with a thoughtful methodology, aggregating
multiple analysis sources to ensure label consistency and
mitigate domain-specific obstacles, such as data hostility and
evolution—replication in this field can be accomplished. Be-
yond technical verification, this work reinforces the necessity
of automated One-Shot classification as a safety net for the
organisational vulnerabilities and human-factor weaknesses
identified in recent literature. Since manual defences are often
compromised by fragmented policy enforcement or user error,
robust automated labelling becomes indispensable. Ultimately,
this research provides both a practical tool for consistent
dataset curation and empirical evidence that with rigorous
methodology, reproducible science can thrive even in the
hostile domain of malware security.
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