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Abstract—This article presents an approach for verifying the 

feasibility of program control flow paths using symbolic execution. 

To improve the practicality of symbolic execution for our goal, we 

introduce techniques for automatic symbolization targeting four 

key areas: variables with unknown values, function arguments, 

return values, and pointer-referenced memories. We also propose 

an algorithm for verifying program paths that utilizes these 

enhancements and improves scalability by eliminating redundant 

program branches. This feature is designed for integration into 

static analysis tools to boost accuracy. 

Keywords—path verification, path feasibility, symbolic execution, 

automatic symbolization, static analysis 

I. INTRODUCTION 

In the modern world, where software systems play a crucial 
role, ensuring software security and reliability is essential. As 
the software systems grow in complexity and size, there is an 
urgent need for automated software analysis techniques, such 
as static analysis. Program static analyzers analyze program 
behavior without execution, often relying on understanding 
which control flow paths of a program are actually feasible. The 
problem of determining whether a specific path in a program's 
control flow graph (CFG) is executable is known as path 
feasibility analysis. 

Control flow path feasibility detection targets this critical 
challenge in software analysis. It can be used for several 
purposes: 

● Reducing false positives: Study [1] shows that static 
analyzers often report control flow paths leading to 
potential issues without utilizing path-sensitive 
analysis. Determining the feasibility of reported paths 
can reduce the false positives of the tool. 

● Safety checking: Study [2] shows that it is critical to 
verify that there is no feasible path leading to 
problematic program points such as race conditions, 
null dereferences, and buffer overflows. 

● Dead path elimination: Verifying that some branches 
are unreachable allows compilers to remove them. 

Applying path feasibility analysis to real-world software 

leads to several challenges. Traditional symbolic execution [3] 

suffers from the "path explosion" problem, where the number 

of paths grows exponentially. Additionally, memory modeling, 

specifically pointer dereferencing, remains a bottleneck for 

existing tools, often leading to imprecision and exhaustion of 

computational resources. 

This work aims to address the control flow path feasibility 

problem by developing advanced methods and algorithms that 

can significantly increase the effectiveness of symbolic 

execution in real-world software analysis scenarios. All 

proposed improvements are designed to enable fully automatic 

path feasibility analysis. The described improvements and 

algorithms are implemented in the KLEE [4, 5] symbolic 

execution engine. 

The rest of this paper is organized as follows. Section II is 

dedicated to the related work. In Section III, we describe the 

automatic symbolization techniques. Section IV shows the 

automatic symbolization of pointer-referenced memory 

locations. Section V describes the path feasibility algorithm 

through symbolic execution. Section VI provides the results. 

Section VII presents the conclusion. 

II. RELATED WORK 
This paper focuses on control flow path feasibility checking 

for source code written in C and C++ languages. Here are some 

of the most well-known symbolic execution tools for the C and 

C++ languages. 

EXE [6] is a symbolic execution tool for the C language 

designed for comprehensive testing of complex software. EXE 

models memory with bit-level accuracy. This is needed because 

code often treats memory as untyped bytes and observes a 

memory location in multiple ways. EXE's performance is based 

on its ability to resolve constraints rapidly. This speed is 

achieved through various optimizations. EXE utilizes its 

custom-built constraint solver, STP [7]. Additionally, several 

higher-level optimizations are employed, including caching 

mechanisms and the removal of irrelevant constraints. 

KLEE is a redesign of EXE, designed for C and C++ 

languages, built on top of the LLVM compiler [8] 

infrastructure. It interprets a program’s LLVM IR.  Like EXE, 

KLEE models memory with bit-level accuracy and employs a 

variety of constraint-solving optimizations. One of the key 

improvements of KLEE over EXE is its ability to store a much 
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larger number of concurrent states. Another important 

improvement is its enhanced ability to handle interactions with 

the outside environment— for example, with data read from the 

file system or over the network—by providing models designed 

to explore all possible interactions with the outside world. Also, 

KLEE uses different constraint solvers, STP and Z3 [9] [10]. 

Despite KLEE being a state-of-the-art tool for symbolic 

execution, it suffers from major limitations: 

• Need for manual specification of which inputs 

should be treated as symbolic. According to the 

C/C++ language standard, if memory is uninitialized, 

its value in most cases is undefined. In other words, 

such memory can contain any value. For example, 

non-static local variables and uninitialized dynamic 

memory. KLEE has no mechanism for automatic 

symbolization in such cases. 
• The entry function must be main or have no 

parameters. Sometimes, there is a need to start the 

symbolic execution from a specific function. For 

example, when a library function must be executed 

symbolically. 
• Non-effective handling of symbolic pointers. If 

there is a symbolic pointer in a program, KLEE tries 

to match the symbolic pointer with the existing objects 

of the program. This approach has several 

disadvantages. In real-life programs, a symbolic 

pointer can match numerous objects, creating new 

execution states, increasing the execution time and 

memory of symbolic execution. Also, the creation of 

new states can lead to a path explosion. 
• Dynamic behavior. During the processing of the 

called function, KLEE checks whether the called 

function exists in the current module. If it does not 

exist, there are three available options: 
o None - No external function calls are 

permitted. 
o Concrete - Only external calls with concrete 

arguments are permitted. 
o All - All external function calls are permitted. 

To summarize this part, we can say that if there is 

an external call, KLEE cannot continue the symbolic 

execution or will execute the called external function 

dynamically, which leads to the dynamic behavior of 

the execution. It is a major limitation for large-scale 

project analysis. 

III. AUTOMATIC SYMBOLIZATION 
It is well known that uninitialized variables in C/C++ 

programs can contain any value. To explore possible execution 

paths, it is reasonable to create symbolic objects for such cases. 

A. Uninitialized Local Variables 
Consider the code example from Figure 1. 

1. int main() { 

2.     int x; 

3.     if (x < 10) 

4.         return 1; 

5.     else if (x > 10) 

6.         return 0; 

7.     else 

8.         return -1; 

9. } 

Figure 1. Uninitialized local variable example. 

Based on the C/C++ language standard, local variable x can 

hold any arbitrary value. Therefore, there are three execution 

paths. 

Our approach is the following. We create a symbolic object 

for each local variable. This object remains symbolic till the end 

of the program or until initialization. As the variable x is 

symbolic, our approach will successfully find all three paths. 

B. External Global Variables 
In the example from Figure 2, the variable glob is defined 

and may be initialized in another module. 

1. extern int glob; 

2. int main () { 

3.     if (glob == 10) 

4.         return 0; 

5.     else 

6.         return 1; 

7. } 

Figure 2. External global variable example. 

So there are two execution paths. The solution is the same 

as for local variables. We will make a symbolic object for the 

variable glob, and our approach will find two paths. 

Another interesting case is processing special global 

variables such as errno. Every external function call can modify 

the variable errno. Therefore, after every function call whose 

body is not available, the errno should be made symbolic. In 

the example from Figure 3, the source code of the function 

externalFunction is not available, so it can change errno. 

1. void externalFunction(); 

2. int main () { 

3.     externalFunction(); 

4.     if (errno != 0) 

5.         return 1; 

6.     return 0; 

7. } 

Figure 3. Errno example. 

After such external calls, our approach makes errno 

symbolic and can explore two execution paths. The same 

approach can be applied to other similar variables. 

C. Entry Point Function Parameters 
In some situations, there is a need to start the symbolic 

execution from a specific function. Such a function is called 

“Entry Point”․ 

KLEE allows symbolic execution to start from the given 

function. On the other hand, KLEE supports only the 
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processing of main function parameters. In other words, this 

feature works if the given entry point function is main or has no 

parameters. 

The suggested approach is to make a symbolic object for 

every argument of the entry point function. If the current 

argument is a pointer, make a symbolic pointer (Section IV). 

In the example from Figure 4, there are three execution 

paths in the function foo. 

1. int foo(int x) { 

2.     if (x < 10) 

3.         return 1; 

4.     else if (x > 10) 

5.         return 0; 

6.     else 

7.         return -1; 

8. } 

Figure 4. Entry point function example. 

To explore all three execution paths, our method makes a 

symbolic object for the parameter x. 

D. External Function Return Value 
As was mentioned above, there can be a call to a function 

whose body is not available. E.g., a call to a function from a 

dynamic library. In such cases, KLEE cannot continue the 

symbolic execution or will dynamically execute the called 

external function if possible. To prevent dynamic behavior and 

continue symbolic execution, our approach ignores the called 

function and creates a symbolic object for the returned value. 

In the example from Figure 5, our method will find two 

execution paths. 

1. int externalFunction(); 

2. int main () { 

3.     int a = externalFunction(); 

4.     if (a) 

5.         return 1; 

6.     return 0; 

7. } 

Figure 5. External function’s return value example. 

E. External Function Pointer Arguments 
If the pointer is passed to an external function, the pointer-

referenced memory can be modified. So, for each pointer 

argument, our method will find the pointer-referenced memory 

and automatically make it symbolic. 

1. void externalFunction(int *ptr); 

2. int main () { 

3.     int a = 10; 

4.     int *ptr_1 = &a; 

5.     int *ptr_2 = &a; 

6.     externalFunction(ptr_1); 

7.     if (a == 20) 

8.         return 1; 

9.     if(*ptr_2 == 30) 

10.         return 2; 

11.     return 0; 

12. } 

Figure 6. External function’s pointer arguments example. 

In the example from Figure 6, our approach will find all 

three execution paths, because after the call of 

externalFunction, the memory under ptr_1 will be symbolic. 

This means that execution can reach lines 8, 10, and 11. 

IV. AUTOMATIC SYMBOLIZATION OF POINTER-

REFERENCED MEMORY 
Uninitialized pointers, like other uninitialized memories, 

are also made symbolic. However, dereferencing a symbolic 

pointer during the symbolic execution is a challenging problem. 

When accessing a symbolic address, the original KLEE 

matches the symbolic address with the existing objects of the 

program. It can lead to the creation of numerous execution 

states and slow down the symbolic execution. Another 

approach is to allocate memory with a fixed size under a 

symbolic pointer [11]. This approach suffers from big arrays 

and arrays with symbolic sizes. 

The key idea behind our method is the following. Create a 

single memory object under a symbolic address only when it is 

accessed for the first time. 

For a symbolic pointer, our method does not create any 

memory until that memory is accessed. If the symbolic pointer 

accesses the memory, a symbolic object is created. The 

relationship between the symbolic pointer and the accessed 

memory is saved. If the same memory is accessed after, we use 

the existing memory that we have created previously. 

1. int foo(int* array) { 

2.     if (array[5] < 10) 

3.         return 1; 

4.     else if (array[5] > 10) 

5.         return 0; 

6.     else 

7.         return -1; 

8. } 

Figure 7. Symbolic pointer dereferencing example. 

For the code example from Figure 7, our method at the 

beginning will create only a symbolic pointer for the parameter 

array. When execution reaches line 2, a symbolic executor 

creates a symbolic memory under array[5] and keeps mapping 

between the address array+5 and the created object. Therefore, 

our approach finds all 3 paths of the function. 

V. PATH FEASIBILITY 
Utilizing the implemented features, it is possible to check 

the feasibility of control flow paths. A control flow path must 

contain the following information. 

Entry point: A function name from which symbolic 

execution must start. 

Endpoint: Function name and its basic block specifier, 

which specifies the end of the path. 
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Basic blocks: A set of functions with their basic blocks 

contained in the given path. 

For the given path, the path feasibility checker should 

answer whether it is feasible. To answer the question, symbolic 

execution should start from the beginning of the path (Entry 

point) and reach the end (Endpoint), visiting all basic blocks of 

the path. Here is the description of the algorithm. 

1. Start symbolic execution from the beginning of the 

given path. 

a. Make entry function parameters symbolic. 

b. Make external global variables symbolic. 

c. Make uninitialized variables symbolic. 

2. If the executed basic block is from the given path’s 

basic blocks, mark it as executed. 

3. If the branch instruction leads to a basic block outside 

of the given path, eliminate the execution of that basic 

block. Such eliminations will prevent the execution of 

redundant parts and improve scalability. 

4. If the current instruction is the last instruction of the 

Endpoint of the given path and all basic blocks of the 

given path are visited, then stop the execution. It 

means that the given path exists. Otherwise, continue 

the execution. 

5. The given path does not exist if symbolic execution is 

completed but the endpoint is not reached, or not all 

the given basic blocks are executed. 

 
Algorithm 1: Path Feasibility Algorithm. 

 
Input: Path P as a sequence of basic blocks 

Output: Boolean indicating if path P is feasible 

 
1. MakeSymbolics() 

2. ExecutedBlocks = EmptySet() 

3. while not SymbolicExecutionComplete() do 

4.     Instruction = GetNextInstruction() 

5.     ExecuteInstruction(Instruction) 

6.     CurrentBlock = GetBasicBlock(Instruction) 

7.     if CurrentBlock in P then 

8.         ExecutedBlocks.Add(CurrentBlock) 

9.     if IsLastInstructionOfBlock(Instruction) then 

10.         NextBlock = GetNextBasicBlock() 

11.         if NextBlock not in P then 

12.             EliminateExecution(NextBlock) 

13.             continue 

14.     if IsEndpoint(CurrentBlock) and  

15.        IsLastInstruction(Instruction) and 

16.        AllBlocksExecuted(P, ExecutedBlocks) then 

17.         return true 

18. return false 

 
This is the main algorithm for path feasibility checking. 

Modifications and improvements are possible based on control 

flow path specifications. For example, the modified version of 

this algorithm was integrated into MLH [12], a static analyzer 

for memory leak detection. Reported paths of detected memory 

leaks are verified or rejected. This step improved the results of 

the whole analysis. More detailed information is provided in 

Section VI. 

VI. RESULTS 
MLH with and without path verification was tested on the 

Juliet test suite [13]. Juliet contains more than 112,000 test 

cases, including about 868 memory leak test cases. The results 

of the evaluation are provided in Tables 1 and 2. The results 

show that the path verification mechanism filters out all false 

positive results of the static analyzer. When running the path 

verification algorithm with one core, the time and memory 

overhead of the analysis on the Juliet test suite are about 10% 

and 80%, respectively. 

While the provided results on the Juliet test suite are free 

from false positives and false negatives, the proposed method 

has several limitations when applied to real-world projects. 

First, symbolic execution is a resource-demanding process, 

especially for relatively long control-flow paths, as it 

effectively simulates every executed instruction and gathers 

complex path constraints. This makes the analysis 

computationally expensive. Second, the approach is limited by 

the solver’s ability to handle complex constraint systems. When 

path constraints become too large or exceed the solver’s 

handling capabilities, the analysis may fail to determine path 

feasibility within a reasonable time and memory budgets. 

TABLE 1. STATIC ANALYSIS RESULTS WITH AND WITHOUT THE PATH 

VERIFICATION ALGORITHM 

Method True 

Positives 

True 

Negatives 

False 

Positives 

False 

Negatives 

MLH 868 3940 666 0 

MLH+Path 

Verification 

868 4606 0 0 

TABLE 2. EVALUATION SCORES WITH AND WITHOUT THE PATH 

VERIFICATION ALGORITHM 

Method Precision Recall F-1 score 

MLH 0.56 1 0.71 

MLH+Path 

Verification 

1 1 1 

VII. CONCLUSION 
In this work, we have introduced several methods for 

enhancing symbolic execution to support fully automatic 

control-flow path feasibility analysis. By developing automatic 

symbolization techniques for variables with unknown values, 

function arguments, return values, and pointer-referenced 

memories, we have developed a control flow path verification 

algorithm. The integration of this algorithm into a static 

analysis tool demonstrates its practical utility: experimental 

results show significant improvements in analysis accuracy. 
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